
MEMORANDUM OF AGREEMENT 

BETWEEN 

THE U.S. CENSUS BUREAU 

AND 

THE SOCIAL SECURITY ADMINISTRATION (SSA) 

ESTABLISHING A JOINT STATISTICAL PROJECT 

CONCERNING LINKAGES OF HOUSEHOLD SURVEY DATA 

ANDSSAPROGRAMDATA 

I. PURPOSE

This agreement sets forth the tenns and conditions between the Department of Commerce,
U.S. Census B""'8u (Census B""'80) and SSA, under which SSA program data will be

linked to survey respondents' data to support resean:h of mutual bel)ellt for SSA and the
Census Bureau.

II. PROPOSED RESEARCH

Under this agreemen� the Census Bureau and SSA will link survey files to SSA program
data. The linked files will be used by the agencies to conduct research that will benefit
both agencies. Attachment 1 provides additional infonnation on the approved research
projects. Linking SSA and Census data combines the completeness and accuracy of
SSA program records with the range and scope of survey results, maximizing the
strengths and minimizing the limitations associated with each.

Linking Census survey data and SSA program records also significandy expands research
OJ>J)Ortunities beyond those provided by either source alone. Census survey infonnation
provides detsiled background infonnation on demographic, income, self-reported health
status, and other characteristics of Social Security program participants and
nonparticipants. SSA program records supplement this .information by providing
individuals' lifetime work and earnings histories, as well as accurate Social Security
program participation histories. Researchers at both agencies will use matched data to
study work and earnings dynamics of survey respondents before, during, and after their
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interviews. Furthermore, the linked survey data allow for the construction of detailed 
profiles of individual and family characteristics at the time of program participation, as 
weU as detailed infonnation related to program dynamics. 

111. BACKGROUND 

One of the most successful undertakings between SSA and the Census Bureau has been 
the frequent linkage of the Census Bureau's household survey dsta from the Survey of 
Income and Program Participation (SIPP) and the Current Population Survey Annual 
Social and Economic Supplement (CPS ASEC) with extracts from various SSA program 
files. Both agencies recognize that research, to date, linking the SIPP and CPS ASEC 
data with SSA program data has been of exceptional value in meeting their respective 
agency goals. The Census Bureau's American Community Survey (ACS) has also been 
linked to SSA program file extracts on a sporadic basis. This agreement 
(1) describes the terms by which the agencies will share dsta and create linked survey
program records files, (2) explains how the linked files will be used for approved 
research projects, and (3) states the tenns and conditions for approval and execution of 
new projects. 

This project is necessacy and essential to further the mission of Census in that it will use 
these linked dsta to improve the quality of demographic surveys that it conducts. SSA 
will benefit from the joint researoh through greater undemanding of its programs and 
beneficiaries. Census bas determined that this project cannot be done without-the 
participation of the Social Security Administration because without the information on 
program participation and benefits from SSA program records, analysts at both agencies 
would be unable to correct niisreported values in survey files, a necessity that yields more 
accurate underlying data and improves statistical estimates. 

IV. LEGAL AUTHORITY 

v. 

SSA's legal authority for this agreement is 42 U.S.C. §§ 405(r)(S) and 1306, 
S U.S.C. § 552a(b)(4), and 20 C.F.R. § 401.i8S(a). 

SSA is further authorized to disclose federal tax information (FTI) under 26 U.S.C. §§ 
61030)(1), 6103(p)(2J(B); 26 C.F.R. §§ 301,61030)(1)·1, 301.6103(p)(2)(B)-1; and 
two letters dated January 16, 2008, and June 13, 2013, from the Internal Revenue 
Service ORS) authorizing SSA to disclose limited FI'! to the Census Bureau (see 
Attachments 2 and 3) for the purposes described in 26 C.F.R. § 301.61030)(1)
l(b)(S), 

The Census Bureau's legal authority for this agreement is 13 U.S.C. §§ 6 and 8(b), 

DESCRIPTIONOFDATAINVOLVED . 
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1. For pwposes of this linking project, SSA wiJI provide the Census Bureau with access 
to and use of certain individual-level records from or deriVe4 from the follo~g 
Systoms of Recoros: 

• Earnings Record and Self-Employment Income System {also known as the Master 
Earnings File (MEF)), (System Number 60-0059). This file contains Federal Tax 
Information (FTI) maintained by SSA, both Slllll11UllY and detailed parts. SSA will 
only disclose MEF data as authorized by the IRS (see Attachments 2 and 3); 

• Master Beneficimy Record (MBR) (System Number 60-0090); 

• Supplemental Security Income Record and Special Veterans Benefits (SSR) 
(System Number 60-0!03); 

• National Disability Determination Services (NDDSS) File (System Number 
60-0044); 

• Master Files of Social Security Number (SSN) Holders and SSN Applications 
(also known as the NUMIDENT), (System Number 60-0058); 

• Completed De1enninstion Record - Continuing Disability Determinations 
(System Number 60-0050); 

• Vocational Rehabilitation Reimbursement Case Processing System, SSA (System 
Number 60-0221); and 

• Ticket-to-Work and Self-Sufficiency Program Payment Database (System 
Number 60-0295). . 

SSA will only release the minimum amount of data that is relevant and necessary for the 
work described under this agreement. Further, SSA will not disclose drug and alcohol 
records or other data that is legally restrwted, or data that SSA determines to be sensitive 
or propriCWY. in nature, from any systeni of~. 

The matched files created under this agreement, to the extent they are maintained by 
SSA, are covered by SSA System ofRecoros Notice Number 60-0148, Matches of 
Internal Revenue Service and SSA Data with Census Survey Data (Joint SSA/Census 
Statistics Development Project). 

2. The Census BUI<au will match the following surveys to SSA data: 

• SIPP panels from 1984, 1990-1996, 2001-2008, 2014 (Waves l-4and SSA 
supplement), 2018 (waves 1-2) and field tests for the redesignell SIPP 

• CPS ASEC 1973, 1991, 1994, 1996-2018 
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• ACS 2001 

The Census Bureau survey data from the SIPP and CPS ASEC are covered by System 
Number Commerce/Census--3, Special Censuses, Surveys, and Other Studies. Data from 
the ACS are covered by Sysrem Number Commerce/Census-5, Decennial Census 
Program. Once SSA data are transmitted to the Census Bureau, these data become part 
of the Privacy Act System, Conunen:e/Census--8, Statistical Administrative Records 
System, and, as such, are subject to all requirements and conditions of the Privacy Act. 
SSA retains no Census Bureau data under this agreement. 

VJ. SCOPE OF WORK 

This agreement covers four activities: (1) constructing linked research data files; 
(2) conducting approved research projects using the linked files; (3) proposing and 
reviewing new projects using the linked resesroh data Illes; and ( 4) reporting 
responsibilities. 

I. Activities t.o construct linked research data files for approved projects, to be repeated 
on roughly an annual basis: 

a. The Census Bureau will process household survey person records through the 
Person Identification Validation Sysrem (PVS)to search for and append validated 
SSNs. 

b. The Census Bureau wiU provide SSA with the masrer list ofSSNs and the 
matching public use survey identifiers (PUIDs), through a secure connectio~ for 
SSA's use in extnicting data from its program databases and linking to survey 
public use files by SSA resesrchers. 

c. Subject to the limitations in Section V .I of this agreement, SSA will append 
program data described in Attachment 4 to Census-provided finder files. The 
finder files may contain SSNs for two types of records: (1) new survey records 
that have never been provided to SSA before, and (2) historical records from 
previously-conducted surveys that were already provided to SSA in earlier 
exchanges. SSA will append program data regardless of the type of finder file 
records. The SSA-appended file will be returned to the Census Buresu by secure 
connection. 

d. The Census Bureau will replace SSNs with Protected Identification Keys (PIK). 
The Census Bureau will ensure that the resulting data files will contain only SSA 
program data described iii Attachment 4, survey household and person identifiers, 
andPIKs. 

e. Subject to the restrictions in this agreement, the Census Bureau will provide PIK 
versions of the survey data and asse:ciated SSA program records to employees, 
agents, and researchers who have obtained.Special Sworn Status (SSS) under 
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13 U.S.C. § 23(c) and are supporting approved n:search projects listed in 
Attachment I. 

2. Conducting approved joint research projects using the linked files: 

a. Data provided under this agreement are to be used only for Census Bureau and 
SSA-approved statistical pwposes. Approved uses of these data are described in 
Attachment I. Additional uses of these data may be proposed through written 
requests as set forth in Section VI.3 below. Additional approved uses of the data 

· will be considen:d approved projects under Attachment I, and subject to all tenns 
of this agreement 

b. Approved joint research projects using the Census Bureau survey-SSA linked data 
may be conducted using approved methods to access sensitive data at the work 
locations listed below. Census Bureau employees will not come ~ SSA locations. 

i. Census Bureau (Headquarters and -h Data Center (RDC) 
locations) 

ii. SSA E. Street 

iii. SSA Baltimore 

iv. SSA Virginia Avenue 

c. All research output (for example, statistical eatimates) produced from the Census 
Bureau and SSA joint projects must be reviewed by a Disclosure Review Board 
(Attachment 5). 

d. Unless requited by law. release of any data derived from or based on data from 
the linked survey-SSA data to anyone not authorized access to such data under 
this agreement is subject to the written approval of the Associate Commissioner 
of the Office of-h, Evaluation, and Statistics (ORES). All requests for 
approval must be sent in writing to SSA's Project Coordinator. If release of data 
derived from or based on data from the linked survey-SSA data is required by 
law, the Census Bureau must notify SSA of the data to be disclosed and legal 
requirement for the disclosure at least 24 hours before the data is disclosed. 

3. Activi~es to propose new projects using research data files: 

In addition to the projects listed in Attachment 1, the parties antieipate the need to 
cond1:l-et additional researeh projects using the linked files. 

a. The Cerisus Bureau will propose new internal (projects by Census employees) or 
joint (Census-SSA projects with an approved Title 13 purpose) research projects 
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using the linkod data through the Data Management System (DMSj. OMS is the 
Census Bureau's tool for tracking and reporting on all research projects. 

b. SSA will propose new joint research projects using the linked data through the 
SSA Project Coordinator listed in this agreement. Projects will be requested 
through the Census Bureau's DMS, and will only be approved if the work 
provides Title J 3 benefits. For each joint project, SSA's Projeet Coordinator will 
be responsible for providing required updates to the Census Project Coordinator. 
These updates include, at minimwn, project staftlng, progress, and findings, 

c. Written requ- by the Census Bureau or SSA for additional uses of the s!D'Vey• 
SSA linked data must include: 

i. a des~ription of the proposed use, 

ii. the Title 13 benefits to the Census Bureau, 

m. the location of work, 

iv. the files to be linked, 

v. the specific individuals who will be involved in the research and their 
relationship to the Census Bureau ( e.g., employee), 

vi. the name and expiration of SSS for each researcher, if applicable, 

vii, the timeline for the proposed research, and 

viii. intended proje<:t outputs. 

d. For all new projects proposed by the Census Bureau or SSA, the Census Bureau 
Project Coordinator listed in this agreement must obtain approvals from the 
following Census Bureau officials/offices: Division Chief, Data Owners 
(including, at minimum, the survey Data Owner and SSA), Information 
Technology (IT) Security, and the Policy Office. 

e. If_a proposed new project is approVed by both parties, the Cerisus Bureau and 
SSA will modify this agreement to add the new projects. The only officials who 
may approve a modification to this agreement to add projects, subsequent to a 
determination by each agency that the newly proposed projects are appropriately 
beneficial to both agencies and legally permissible, are those officials with proper 
authority to sign this agreement pursuant t.o each agency's delegations of 
authority and policy. Each new project is subject to the tenns and conditions of 
this agreement and must be added to the agreement under Attachment 1 '!ltrough a 
signed modification. 
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f. · No work will begin on new projects until both parties have signed a modification 
to this agreement adding the new project 

g. All researchers on approved projects who are not Census Bureau employees must 
obtain SSS and complete all required 'training befure the researcher begins work 
on the project · 

4. Reporting responsibilities for SSA and Census Bureau: 

a. Real-time Reporting: Each agency must communicate to the other's agreement 
Project Coordinator updates or changes of any approved researchers as they 
occur. Rese!ll'Chers who separate from the project or agency will have their 
computer access to linked data terminated within 24 hours of the separation 
notice. 

b. Quarterly Reporting: Each agency must communicate to the other's agreement 
Project Coordinator, on-a. quarterly basis,: u¢a~s to project scope, including new 
research outp'!IS produced through existing, approved proj-. Each agency will 
provide a list of abstracts, conference papers or presentations, and reports or 
manuscripts using the linked data to the SSA and Census Bureau agreement 
Project Coordinators, respectively, each quarter. 

c. Annual Reporting: A project status report, confirming that work within the scope 
of the project needs to continue and that researchers engaged in the project are 
accurate, will he communicated between the SSA and Census Bureau agreement 
Project Coordinators by September 30 each year this agreement ls in effect 

A. SS;A Responsibilities 

1. For the purpose of constructing linked research data ftles for approved projects, 
subject to the limitations in Section V .1 of this agreement, SSA will provide to the 
Census Bureau the data fields listed in Attachment 4 for survey records submiUed 

. by the Census Bureau. 

2. When proj- are added to this agreemen~ SSA will provide additional data 
as described in the new' project description added to Attachment 1. 

3. With each data delivery, SSA will send record count, file contents/layout, and data 
di()tionaries for the data being delivered to the Census Bureau Project 
Coordinator. Any questions concerning the documentation will be addressed by 
the SSA Project ~inator of this agreement 

4. SSA will submit written requests to the Census Bureau for additional projects or 
data file linkages not specified in this agreement that SSA wishes to undertake as 

· described in Section Vl.3 of this agreement. 

5. SSA will comply with reporting requirements described in Section VI.4 of this 
agreement, · 
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B. 

6. SSA will review and respond to, in writing, any written requests submitted by the 
Census Bureau for additional projects or data tile linkages nqt specified in this 
agreement that the Census Bureau wishes to undertake within 30 days of receipt of 

· the Census Bureau's request. The 30-day period applies only to SSA review of 
new projects for approval pUfPOses, and does not apply to fonnally modifying the 
agreement. which is expected to take longer than 30 days. Written requests must 
be submitted 10 SSA in accordance with Section VI.3 of this agreement. SSA will 
only approve such additional data tile linklges 10 the exlent the data file linkage 
provides a benefit 10 SSA. 

7. SSA will complete an agreement modification for each new project added under 
this agreement as described in Section VI.3 of this agreement. 

Census Bureau Responsibilities 

I. The Censua Bureau will transmit finder files of survey SSNs and the matching 
PUIDs to SSA for data matching end, upon matched data returning to the Census 
Bureau, replace SSNs with PIKs to facilitate matching to ·survey content and other 
administrative records (as approved). 

2. The Census Buresu will ensure all survey-SSA matched data acquired under this 
agreement may only be accessed and used at the Census Bureau's Headquarters 
and RDCs, by Census Bureau employees, agents, and SSS. researchers, for 
projects approved under this agreement, as described in Sections V end VI of this 
agreement. A list of appro.ved projects is incotp0rated herein as Attachment 1 to 
this agreement. 

3. The Census Bureau will submit written requests to SSA for additional projeets or 
data tile linkages not specified in this agreement that the Census Bureau wishes to 
undertake as described in Section VI.3 of this agreement. 

4. The Census Bureau will comply with reporting requiremerits described in 
Section Vl.4. 

S. The Census Bureau will review and respond to, in writing, ariy written requests 
submitted by SSA for additional proj- or data file linkages not specified in this 
agreement that SSA wishes to undertake within 30 days of receipt of SSA's 
request. The 30..day period applies Only to Census Bureau review of new projects 
for approval purposes, and does not apply to fonnally modifying tho agreement, 
which is expected to take longer than 30 days. Written requests must be submitted 
to the Census Bureau in accordance with Section VI.3 of this agreement. 

6. The Census Bureau will complete an agreement modification under this 
agreement as described in Section VI.3 of this agreement. 
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VIL DATA SECURITY & SAFEGUARDS 

The parties will comply with limitations on use, treatment, and safeguarding of data 
under the Privacy Act of 1974 (5 U.S.C. § 552a), related Office of Management and 
Budget guidelines, the Federal Infonnation Security Management Act of 2002 
(44 U.S.C. § 3541, et seq.), and related National Institute of Standards and Technology 
guidelines. 

A. Data Management and Authorization for Arrrss and Use 

The Census Bureau will restrict access to and use of alt infonnation obtained from 
SS~ under this agreement, and any records derived from SSA's infonnation, to only 
those authorized employees, agents, and SSS researchers who need it in connection 
with the approved research described in this agreement. 

B. Records Tnlnsport/Electrgnic Transmission 

Because the uansport of Census Bureau data to SSA, and SSA data to the Census 
Bureau. involves a connection between the parties, an Interconnection Security 
Agreement, which details the technical solution on how the interconnection will be 
established, is required prior to the transport of data, 

c. Qwnership of Pata 

Title to and ownership of all SSA data transfened under this agreement will reside 
with SSA. Title to and ownership of all Census Bureau survey data will reside with 
the Census Bureau. 

D. 'DetarndncHan 

The Census Bureau's Data Custodian for this agreement is Trent Alexander, Assistant 
Center Chief for Research Support, (30 I) 763-98 I 0. 

SSA's Data Custodian for this agreement is Sirisha Anne, Office of Retirement and 
Disability Policy, Office of Research, Evaluation, and Statistics, Office of Data 
Development, (410) 966-1785. 

The data custodians are responsible for safogua,ding all data provided and infonnation 
derived under this agreement (including verification results), ensuring that the Census 
Bureall and SSA observe all conditions of use set forth under this agreement, and 
establishing and maintaining security ammgements that will safeguard Census 
Bureau aml-SSA infonnation from loss and unauthorized use. I( for any reason, the 
Census Bureau or SSA finds it necessacy to change custodians, then it must give the 
other agen~y vmtten notificati9n within 30 days of the change, itwluding the effective 
date of such change. In addition, upon either agency's written request, the Census 
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Bureau or SSA must take the following actions: (1) make a complete accounting of all 
projects and individuals with aocess to data provided under the tenns of this 
agreement; and (2) provide this aocounting to the requesting agency within 30 days of 
the written request. 

E. DiscJqmre 

I. The parties acknowledge that an unauthorized disclosure of the information 
provided under this agn,ement msy violate 13 U.S.C. § 9; 
42 U.S.C. § 1306; 5 U.S.C. § 552a; and other applicable law. In the event of 
inconsistency, the parties agree that the most restrictive provisions of these 
statutes will apply in detennining what constitutes an unauthorized dlaclosure. 

2, The penalties stipulated for wrongful disclosure in 13 U.S.C. § 214, 
42 U.S.C. § 1306, 5 U.S.C. § 552a, and other applicable law may include 
imprisonment for up to S years, a fine, or both. 

3. SSA and the Census Bureau will infonn all of its employees or agents granted 
access to this information that the release and disclosure of the infonnation may 
subject the individual who released the infonnation to civil and criminal penalties 
under 5 U.S.C. § 552a and 42 U.S.C. § 1306. 

F. Destruction or Retmttion of Pata 

When the parties have no further need of the other party's data provided under this 
agreement or upon expiration or tennination of this agreement, whichever occurs 
first, the parties must return the data or destroy the data, unless the parties ere 
required .to retain the data in accordance with federal records retention requirements 
or other appliceble law. If the data is destroyed, the parties must prepare a letter to 
the other party within 15 business days of the date of destruction, certifying that all 
infonnation has been destroyed using appropriate methods of disposal. 

lf any party is required to retain the data in accordance with federal records retention 
requirements or other applicable law, the party must notify the other party of the 
retention requirements prior to expiration or tennination of this agreemenL 

G. Census Bureau Confidentiality 

The Census Bureau assumes an obligation to keep a11 data received from other federal 
and state agencies and commercial entities in confidence and to use the data for 
statistical purposes only in accordance with the provisions of Title 13, United States 
Code. Upon receipt, all _data acquired as a result of this memorandwn of agreement 
will be treated as if they have, at a minimum, protection at the appropriate risk level 
in accordance with NIST FIPS 200 nod Special Publicetion 800-60. 
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The Census Bureau complies with all current NIST standards and publi~ations in 
accordance with Title ID of the E-Govemment Aclof2002 (P.L. 107-347). All 
systems are fully assessed against NIST Special Publication 800-53r3 
"Recommended Security Controls for Federal Information Systems and 
Organizatioos," as well as Special Publication 800-37rl "Guide for Applying the Risk 
Management Frameworlc to Federal Infurmation Systems: A Security Life Cycle 
Approach." The Census Bureau IT Security Progmm is reviewed annually by the 
Department of Commerce, Office of the CIO, as well as the Department of 
Commerce, Office of Inspector General, as part of the oversight responsibilities. 

All infonnation and infonnation· systems are categorized in accordance with NIST 
FIPS 199 "Standards for Security Categorization of Federal Information and 
Information Systems' and NIST Special Publicatioo 800-60 "Guide for Mapping 
Types oflnfonnation and Infonnation Systems to Security Categories: (2 Volumes)
Volume 1: Guide Volume 2: Appendices." Security controls and subsequent 
assessments are done based on the final ·categorization. 

The Census Bureau maintains a policy regarding the reporting of and response to 
losses of protected data in accordance with 0MB Memorandum 6-19 and M-07-16. 
Known or suspected losses of protected data are reported within one hour to the U.S. 
Computer Emergency Roadiness Team (U.S. CER1). Once the Census Bureau 
becomes aware of a known breach of SSA data, the Census Bureau will contact the 
identified SSA contacts to disc~ the actions and potential remedies in regards to the 
incident. 

H. Handling of Tax Return Information 

The Census Bureau will comply with all Federal Safeguards Requirements pursuant 
to !RC§ 6103(pX4)and as required by the IRS, including those described in IRS 
Publication 1075, Tax Information Security Guidelines for Federal, State and Local 
Agencies and Entities, available at http://www.irs.gov. 

If the Census Bureau does not have a currently approved Safeguard Procedures 
Rl>port (SPR), the Census Bureau will submit a new SPR to IRS' Office of 
Safeguards detailing how all dam.received from SSA is processed and protected from 
unauthorized disclosure within 45 days of the execution of this agreement. 

Prior to initial access to FTI, a.pd annually thereafter, the Census Bureau will ensure 
that employees and officers that will have access to FTI receive awareness training 
regarding confidentiaUcy restrictions applicable to the FTI and certify 
llCknowledgement in writing that they are informed of the criminal penalties and civil 
liabilities provided by Internal Rl>venue Code (!RC) sections 7213, 7213A, and 7431 
for any willful disclosure or inspection of returns and return information that is 
unauthorized by the !RC. 
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The Census Bureau agrees to report suspected unauthorized inspection or disclosure 
ofFTI within 24 hours of discovery to the appropriate Agent-in-Charge, Treaswy 
Inspector General for Tax Administration, and to the IRS Office of Safeguards as 
specified in Publication 1075, section 10.0. 

VIll. REPORTING THEFT OR LOSS OF PERSONALLY IDENTIFIABLE INFORMATION 
!!!Ill 

Federal agencies are required to report cybeMelated incidents involving the loss of PII to 
the Department of Homeland Security's United States Computer Emergency Readiness 
Team (l)S-CSR1) and paper PII incidents to the agency privacy office within I hour of 
discovering the loss. SSA, in compliance with the 0MB directive, requires the CenSus 
Bureau Data Custodian and all other Census Bureau authoriz.ed users of the Pil described 
in this agreement to follow the procedures below for reporting a loss or suspected loss of 
said PII to SSA: {I) Immediately notify the SSA Data Custodian; (2) Reed the guidelines 
in Attachment 6 on SSA's policy and procedures for reporting the loss or potential loss of 
PII; (3) Complete the Worksheet in Attachment 6 for reporting the loss or potential loss 
of PII as soon as possible and send itlo the SSAData Custodian; and (4) Provide updates · 
to the SSA Data Custodian as they become available. 

The Census Bureau will implement its policies and procedures for responding to the 
breach of PII as- described below and in accordance with the 0MB Directive, 
OMB-M-07-16, "Safegwuding Against and Responding to the Breach of Personally 
Identifiable lnfonnatlon," as amended by OMB-M-IS-01. In the event of a breach, theft, 
loss, or potential loss of PD at the C~ Bureau, the Census Bureau must also provide 
the SSA Project Coordinator a detailed report of the incident, in accordance with SSA's 
loss reporting procedures. In the event of a breach, theft, loss, or potential loss of PII at 
SSA (Tide 13 SSNs during processing and matching), SSA mllS! immediately contact the 
Census Bureau Project Coordinator and Census IT Security at 301-763-3333. In addition, 
a breach at either agency would need to comply with SSA '.s loss reporting procedures. 

IX. DURATION OF AGREEMENT 

A. Jwformanoo 

This agreement is effective September 28, 201S for a period of S years, and will 
expire on September 27, 2020. 

B. Data Security and Safeguards 

Notwithstanding Paragraph A immediately above, all provisions in this agreement as 
to security and safeguards, including data usage and access provisions, shall remain in 
effect for all information SSA provides to the Census Bureau under this agreem,ent for 
as long as ~e Census Bureau retains-such infonnation. 
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X. · MODIFICATION AND TERMINATION 

Modifications to this agreement must be in v.riting and agreed to by the parties. Any 
additional approved projects require modification of this agreement and Attachment 1. 

This $gl'Cement may be tenninated by either party upon 30 days advance written notice. 

XI. AUDITS 

SSA retains the right to conduct security reviews and onsite inspections to ensure that the 
Census Bureau maintains adequate ssfeguards and security measures. SSA will notify 
the Census Bureau with at least 24 hours advance notice of an onsite inspection in order 
to cause minimal disruption to the Census Bureau's operations. 

The Census Bureau retains the right to conduct security reviews and onsite inspections to 
ensure that the SSA maintains adequate ssfeguards and security measures. The Census 
Bureau will notify SSA with at least 24 hours advance notice of an onsite inspectiori in 
order to cause minimal disruption to SSA's operations. 

XII. DISCLAIMERS 

A. SSA is not liable for any damages or loss resulting from errors in infonnation 
provided to the Census Bureau under this agreemenL Furthennore, SSA is not liable 
for damages or loss resulting from the destruction of any materials or data provided 
by the Census Bureau, All information lilmished to the Census Bureau will be 
subject to the limitations and qualifications, if any, transmitted with such infonnation. 
If, because of any such error, Joss or desttuction attributable to SSA. the services 
must be ,e.performed by SSA, the additional cost thereof will be 1reated as a part of 
the full costs incuned in compiling and.furnishing such infonnation and will be paid 
by the Census Bureau. Should this situation arise, the parties will exec~ a 
modification to this agreement to specify and cover any such additional work and 
costs. 

B. The delivery by SSA of the goods and/or services described herein and the timeliness 
of ~d delivery are authorized only to the extent that they are consistent with proper 
performance of the official duties and obligations of SSA and the relative importance 
of this request to others. If for any reason SSA delays or fails to provide services, or 
discontinues the services or any part thereof, SSA is not liable for any damages or 
loss resulting from such delay or for any suc:h, failure or discontinuance. 

XIII. FUNDING 

SSA and the Census Bureau agree that the infonnation exchange under this agreement is 
mutually beneficial; therefore, the expenses involved in this infonnatiqn exchange will be 
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deemed reciprocal and each agency will pay its own expenses. In the event material 
changes to this information exchange require a cost adjustment, SSA and Census may enter into 
a reimbursable agreement .so that neither party bears a disproportionate share of the costs. 

XN. CONTACTS 

SSA Proiect Coordinator 
Paul Davies 
ODEPP 
S00 E Street SW, Room 922 
Washington, DC 202S4 
(202) 358-6277 
Paul.Davies@sAA goy 

XV. DISPUTE RESOLUTION 

Census Bureau Proiect Coordinator 
Amy O'Ha,a, Chief 
CARRA 
Room6H128 
4600 Silver Hill Road 
Washington, DC 20233 
(301) 763-57S7 
Arny.b.ohara@census gov 

Should disagreements arise on the interpretation of the provisions of this agreement or 
amendments and/or revisions thereto, that cannot be resolved at the operating level, the 
area(s) of dissgreement shall be stated in writing by each party and presented to the other 
party for consideration. If agreement or ipterpretation is not reached.within 30 days, the 
parties shall forward the written presentation of the disagreement to respective higher 
officials for appropriate resolution. 

If a di;pute related to funding remains unresolved for more than 30 calendar days after 
the parties have engaged in an escalation of the dispute, it will be resolved in accordance 
with instructions provided in the Treasury Financial Manual (TFM) Volume I, Part 2, 
Chapter 4700, Appendix 10, available at http://www.lins.treas.gov/tfin/"mdex.html. 

XVI. INTEGRATION 

This Memorandum of Agreemen~ including Auachments I through 6, constitutes the 
entire agreement of the. parties with respect to its subject matter. There have been no 
representations~ wammties. or pl'Omises made outside of this agreement. This agreement 
shall take precedence over any o~er documents that may be in conflict with iL 

XVII. CONFLICTS 

Nothing herein is intended to conflict with cunent U.S. Census Bureau. Department of 
Commerce or SSA directives. If the tenns of this agreement are inconsistent with existing 
directives of either of the ageneies entering into this agreement, 'then the agency with 
conflict must immediately notify the other party so this agreement may be emended or 
terminated, if necessmy. 
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XVIII. AUTHORIZING SIGNATIJRES AND DATES 

The signatories below warrant and represent that they have the competent authority on 
behalf of their respective agencies to enter into the obligations set forth in this agreement 

SOCIAL SECURITY ADMINISTRATION: 

Date: ~Cf P_'l_,_/1_0 __ 
Thomas Hungerford 
Acting Associate Commissioner 
Office of Research, Evaluation, and Statistics 

U.S. CENSUS BUREAU: 

Date: _,_,1/~Jtf'._,_1/~J.d_/_')_ 
Director 
U.S. Census Bureau 

XIX. ATTACHMENTS 

I. List of Approved/Active Projects That Use the Survey-SSA Linked Data 
2. IRS approval for SSA to release limited tax information to the Census Bureau for 

linkage to SIPP 
3. IRS approval for SSA to release limited tax information to the Census Bureau for 

linkage to CPS 
4. File Layouts for SSA Program Data Extracts 
S. Disclosure Review Board Memo 
6, SSA Policy and Procedures for Reporting the Loss or Suspeoted Loss of Personally 

Identifiable Infonnation 
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MEMORANDUM OF AGREEMENT 
ESTABLISHING A JOINT STATISTICAL PROJECT 

BElWEEN 

THE U.S. CENSUS BUREAU 
AND 

THE U.S. DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF PRISONS 

0094-FYlS•NFE-0018 

1. PARTIES AND PURPOSE 

SEE: IM 731-16 

This document constitutes an agreement between the Bureau of the Census {Census Bureau) 
and Bureau of Prisons (BOP) for the linking and joint statistical analysis of Census and BOP 
datasets. Both the Census Bureau and BOP have an interest in expanding the use of 
administrative records and improving the quality of the data obtained from these records. 
This MOA establ!shes a working relationship to produce statistical products providing 
stakeholders and the public with additional and timelier information. linkages will result in 
the improvement of both Census Bureau and BOP correctional facilities frames, answering 
questions about pre- and post-incarceration economic and social environments, assessing 
information across datasets measuring similar events, and examining incongruences between 
survey and administrative data. 

2. AUTHdRITY 

The Census Bureau is authorized to enter into this MOA pursuant to 13 U.S. C. Section 8(b), 
authorizing the Census Bureau to engage in joint statistical projects with non-profit agencies 
and organizations on matters of mutual interest, upon equitable apportionment of costs. 

BOP employees who will be working on matters associated with this agreement will need to 
access confidential Census information. Such BOP staff are required to obtain Special Sworn 
Status pursuant to 13 U.S. C. 23(c). Such staff must demonstrate that they have suitable 
background clearance and must take Title 13 awareness training. Any access to Title 13 
confidential data at BOP's facility is subject to prior approval by the Census Bureau's Data 
Stewardship Executive Policy Committee upon assurance that the facility and information 
technology security meets Census Bureau requirements. 

The BOP is authorized to-enter into this MOA pursuant to the Omnibus Crime Control and 
Safe Street Act of 1968, as amended, 42 U.S.C. § 3732 {c)(l) and {d){l), which allows BOP to 
enter into agreements with other public agencies for the purpose of data collection and 
analysis. 

1 
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3. CONFIDENTIAUTI' OF DATA AND PROTECTION OF HUMAN RE5£ARCII SUIIJECIS 

BOP: All data analyzed under this MOA are subject to the privacy and confldenllallty 
requirements of section 812 of the Omnibus Criine Control and Safe streets Act of 1968 as 
amended romnlbus"), codified at 42 u.s.c. § 3789g, The federal regulations Implementing the 
privacy and confldentlallty requirements of section 812 of Omnibus are found at 28 C.F.R. Part 
22, The collection and use of data by BOP (and its agents) are governed In part by Section 304 
of omnibus, codified at 42 U.S.C. § 3735. 

All provisions of this agreement are subject to the requirements of 28 C.F.R. Part 46 resardlng 
the protection of human subjects, 

Census Bureau: The continued confidentiality of data once acquired by the Census Bureau ls 
guaranteed under 13 U.S.C.~ Section 9. The census Bureau does not permit anyone other than 
sworn Census Bureau employees and Special Swam Status (SS5) Individuals to examine these 
data. The Census Bureau and BOP agre& that any lnformatlon shared under this MOA will 
remain confidential, that no data under this MOA will be disclosed In an lndlvlduafly-ldentlflabte 
form, and that all uses wltl be solely for statistical purposes and not for the purposes of 
enforcement. 
o,ta transmitted to the census Bureau wlll become a part of the Census Bureau's Statistical 
Administrative Records System (StARS) and Is covered under the Census Bureau's System of 
Records Notice COMMERCE/CENSUS-8, StARS. As such, these records are subject to all of the 
requirements and conditions of the Privacy Act of 1974. 

To the extent authorized by federal law, when the Census Bureau publldy releases Information 
pursuant to this MOA, It shall not Identify any lndMdual, business, or government entity and all 
results will have met the Census Bureau's dlsclosure avoidance guidelines. Full Trtle 13 
confldentlallty Is provided to protect the Identities of Individuals In all Items derived from 
program data until the data are destroyed. 
Both panles acknowledge that substantial penalties exist for wrongful disclosure of BOP data 
provided under this MOA: 

Unauthorized disclosure of the Information provided under this MOA may violate the 
terms of 13 u.s.c., Section 9; 42 U.S.C., Section 1306; 5 U.S.C., Sectlon 552a; and 44 
U.S.C., Section 3501. In the event of Inconsistency; the most restrictive provisions of 
these statutes will apply In determining what constitutes an unauthorized disclosure. 
The pen8'tles stipulated for wrongful disclosure In 13 u.s.c., Section 214; 42 u.s.c., 
Section 1306; S U.S.C., Section 552a; and 44 U.S.C., Section 3501 may lndude 
imprisonment for up to five years, a fine, or both. 
Knowingly and wUlfulty disclosing or obtiilnlng record(s) under false pretenses may also 
vlolate provisions of 5 U.S.C., Section 552a, resulting In penalty. Taking or ccnvertlng 
reCOrd(s) to one's own use or receiving the flle(s) knowing they were stolen or 
converted may violate 18 U.S.c., Section 641, resulting In penalty. 

2 
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By sign Ins this MCA, the Census Bureau and BOP agree to abide by aH provisions set out In the 
MOA for the protection of all Information contained In the data fffe(s) transferred from BOP to 
Census, and acknowledges having received notice of potential crlmln~I, administrative, or ctvll 
penalties for violation of the applicable laws supportina the terms of the MCA. 

The Census Bureau will notify the BOP within· 24 hours if the Census Bureau becomes: aware 
that any data may be lost or dlsclmed to any unauthorlted persons, and cooperate fully in the 
federal security Incident process. This requirement may Include notifying affected individuals 
and covering the cost of speclfled remedial action lf the BOP~ in consultation with the 
Department of Justice Core Management Team, determines that the r.lsk of harm requires 
notification to affected individual persons of the security breach and /or other remedies. The 
Census Bureau shall bear the costs of any breaches of privacy from the Information entrusted 
to them, and carry out _any remedial action without cost to .OOJ or BOP. 

4. MUTUAL INTEREST OF THE PARTIES 

Under this agreement, the Census Bureau will link administrative and survey data obtained 
through SOP with other records at the Census Bureau, includJng, but not limited to, the 
American Community Survey (ACS}, Current Population Survey {CPS}, Master Address FIie 
(MAF), Census of Populatlon and Housing. and Longltudtnal Employer Household Dynamics 
(LEHO) database. The Census Bureau will also link the data disclosed throu,Bh BOP to 
administrative records-from public and private sources. 

The Census Bureau benefits In that It will use these linked data to Im pro~ the-quality of the 
demographic and economic censuses and surveys that It conducts. Attachment I provides 
additional information on these uses and benefits. The data In the linked files are to be used 
only for the approved projects described In Attachment I. New projects may be Initiated In 
wrttlng to the Points of Contact for review and written approval by both agencies throughout 
the term of this agreement New projects must Include a description of the project, Title 13 
benefits to the Census Bureau, and the specific individuals who will be Involved In the resean:h. 
All new projects and any modifications, expansions, or enhancements to existing projects that 
are approved will be subject to all of the terms and conditions of this agreement. 

BOP will benefit from the joint research linking survey and administrative data from its 
Corrections Statistics Program to various data sources that the Census Bureau maintains to 
study pre- and post~prlson earnings, housing. mobility, MedJcald usage, Social Security 
Administration benefits, and also post-prison mortal tty outcomes. In addition. BOP Is 
Jnterested In understanding more about Its prison and Jail facility frames, and In particular 
potential coverage error In these frames. 

This project can be construed as a design, testr and build project, wherein the design aspects 
will cover the si>edflc statistical products that BOP would like the-Census Bureau to produce, 
assuming that reliable linkages of records can be made; the test phase will consist of efforts by 
the Census Bureau to link records and assess the quallty of the record linkages for the statistical 

3 



MEMORANDUM OF UNDERSTANDING

Page 20 of 430

purposes outlined In the deslan phase; and the build phase would consist of (a) the census 
Bureau producing I set cf statistical Indicators that BOP can use in Its statlstlcal publications 
and (b) conductlng Joint research with BOP staff or Its visiting fellows or IPA researchers after 
they have obtained Special Sworn Status (SSS) using the linked data. 

5. RUPONSIBILITIES OF THE PARTIES 
A. Census Bureau Responslblllties: 
1. Provide BOP a 11st of approved census Bureau projects, Included In Attachment I, which 

will use BOP-provided data far statistical purposes. 
2. Provide progress reports on these projects annually. New project proposals or 

e>et:enslons of current research will be provided to BOP In these progress reports. BOP 
concurrence ls required prior to the use of linked data for new projects. 

3. Ensure that data may be ;,ccessed In the Census Bureau's Research Data center Network 
(RDCs) under approved projects that meet all review criteria and are approved bv BOP 
and the census Bureau using the Census Bureau's standard data protection processes. 
Access will Include 13 u.s.c., Section 23(c) Special Sworn Status (SSS) researchers 
partfclpatlng In the project, 

4. The Census Bureau wlll assist BOP staff in obtaining SSS to conduct the Joint research, as 
11ecessary. 

B. BOP Respon~billtles: 
1. Provide subject matter expertlse to link survey and administrative data from its 

Correction, Statlstlcs Program to various data sources that th~ Center for Administrative 
Records Research and Applications (CARRA) maintains to study topics lndudlna, but not 
limited to, pre- and post-prison earnings, housing, moblltty, Medicaid usage, Social 
Security Admlnlstratton benefits, and also post-prison mortality outcomes, and the 
completeness of prison and Jail faclllty frames. 

&. EQUITABLE APPORTIONMENT OF COSTS 

The costs associated with this agreement are equitably apportioned. Census wlll provide 
1.25 FTE to analyze the linked survey and administrative data and manage the Joint 
statlstlcal project Including security, data stewardship, and disclosure avoidance reviews. 
BOP will provide 1.S FTE to analyze the llnked survey-administrative records data. 

7. POINTS OF CONTACT 

The points-of contact from each party to this agreement are: 

MIies D, Harer, Ph.D. 
Bureau of Prisons 
320 First Street, NW 

Washington DC 20534 
202-514-9654 
mharerfti;bop gov 
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AmV O'Hara, Ph.D. 
u.s, census Bureau 

4600 Sliver Hill Road 
Washington DC 20233 
301-763-5757 
amy.b.ohara@census.gov 
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The parties agree that if there is a change regarding the information in this section, the party 
making the change will notify the other party in writing of such change. 

8. DURATION OF AGREEMENT 

This agreement will become effective when signed by all parties. The agreement will terminate 
on September 1, 2020 but may be amended at any time by mutual consent of the parties. The 
parties will review this agreement at least once every three years to determine whether it should 
be revised, renewed, or cancelled. Any party may terminate the agreement by providing 30 days 
written notice to the other party. 

9. SEVERABILITY 

In the event that any provision of this Agreement is held to be invalid or unenforceable, for any 
reason, the remainder of the Agreement shall remain in full force and effect. 

10. RESOLUTION OF DISAGREEMENTS 

Should disagreement arise on the interpretation of the provisions of this agreement, or 
amendments and/or revisions thereto, that cannot be resolved at the operating level, the area{s) 
of disagreement shall be stated in writing by each party and presented to the other party for 
consideration. If agreement on interpretation is not reached within thirty days, the parties shall 
forward the written presentation of the disagreement to respective higher officials for appropriate 
resolution. 

_Q+-+)-=t:5_/'---"--· __ ___,_tr I I) /:l.o/5" 
John H. Thompson 
Director 
U.S. Census Bureau 

Sonya D. Thompson 

Digitally signed by SONYA THOMPSON 
ON: c=US, o=U.S. Government, ou=Dept of 
Justice, ou=BOP, Cfl"'SONYA THOMPSON, 
0.9.2342.19200300.100.1.1 =1 500 I 000140305 
Date: 2015.09.25 09:39:37-04'00' 

Sr. Deputy Assistant Director/CIO 
lnfonnation, Policy and PubHc Affairs Division 
Federal Bureau of Prisons 

q)i~:J~ 
Procurement Executive 
Federal Bureau of Prisons 

/o•"l-15 
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Attachment I: Proposed Projects Usins Data Disclosed by BOP 

All projects below provide the benefit to the Census Bureau In the areas of Demographic Survey 
Improvement and Record Linkage Methods. 

Evaluation and lmprOVl!fflent of Domosraphlc Surveys Using State and Federal 
Administrative Records. The U.S. Census Bureau administers multiple household 
suivays that collect data related to residence In group quarters, lncludlna correctlonal 
institutions. This project wlll evaluate the accuracy of such survey data and explore the 
determinants of misreporting and the impact of misreporting on estimates of 
population characteristics. This project will also evaluate and Improve current 
procedures for editing and/or Imputing survey data related to group quarters residence. 
The project Will also use the BOP data to investigate survey frame coverage, survey 
effects and survey non-response, 

Improve census Bureau Record Unkage Methods. The Census Bureau's Person 
ldantlflcatfon Valldatlon System (PVS) uses administrative records from a variety of 
sources to assign, where possible, unique person Identifiers to each record in Its 
surveys, Censuses and administrative records. However, coverage for some populations 
may be Incomplete In the PVS. Incomplete coverage in the PVS would have Important 
lmpllcatfons for the Census Bureau's ability to evaluate and improve its data products 
using administrative records. The use of the BOP data will permit an assessment of the 
coverage completeness Jn PVS while Improving upon coverage in the PVS of the 
populations residing In correctional fac:ifltfes. 

1. Fea,lblllty Study of Un king NCRP Data 

The Census Bureau will acquire federal prison data (FPO) from 2009 through the present. 
Approximately 1 mJlllon records will be transmitted In the form of prison admissions records. 
prison release records, and stock population records, Because the same person may appear in 
each these three flies, the transmission or the multiple flies provides for opportunlttes to test 
llnkages. For example, if the record of person A from the prison admlss1on file ls PIKed, that PIK 
should match the PIK of person A from the prtson release file, and so-on. 

The Census Bureau will explore the completeness and quality of Identification variables In the 
NCRP data, indudln1: First and last name of Inmate, date of birth, sex, race, state where the 
Inmate ls being held, federal Jurisdiction that has legal authority over the inmate, and county of 
sentenclns {which may or may not correspond to county of residence), Some records may 
Include social security numbers. 

The FPO also Includes the FBI number. 

6 
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2. Analysis of SIFCI' Data 

The Census Bureau will assess how data from the 1997 ·Survey of.Inmates In Federal 
Correctional Facllltles (SIFCFI can be used In linkage projects. BOP will not actually transmij this 
fife, but as the Census Bureau was.the-data colfectfon agent forth ls project, asks that CARRA 
locate the orlglnal study flies that contain the names and facllities of sampled Inmates. The 
sample slze for the 1997 SIFCF was 4,041 Inmates. 

The Census Bureau wtll explore the completeness and quality of identlflcatlon var1ables In the 
SIFCF data, lncludins: First and last name of Inmate, date of birth, sex, race, and state of 
residence when arrest occurred. 

3. FPD and pre-post prison .. pariences 

If reliable linkages between the FPO and CARRA data sources can be made (following Census 
Bureau Data Management System procedures to obtain data owner approval for all flies), BOP 
Is Interested in developing statistical products that address issues such as the following: 

1. Routine (perhaps annual) statistics an persons released from prison: 
a. What are the post-prison employment outcomes of ex-prisoners, Including the types 
and duration of employment, number of jobs, sectors employed, and earnings, and how do 
these var, by subgroups of prfsoners as well as over time? How do these outcomes vary with 
the pre-prison admission employment experiences of prtsone1'5? 
b. What are the Incomes of ex-prisoners, by source of Income {e.a., earned, Interest, EITC, 
etc.}, and how do they vary by subgroup and over time? How do these vary w1th pre,,prlson 
admission incomes? 
c. How much do ex-prisoners use social welfare benefits, such as Medicare TANF, SNAP, 
and WIC, and how does the consumption of these benefits vary by subgroup and over time? 
How do these vary with pre-prison admission consumption of benefits? 
d. What are the patterns of post-prison release mortality, lndudlng the timing of death 
and survival rates, and how do they vary by subgroup and across release cohorts? 
e. How do social welfare benefits use patterns and Incomes differ by type of prison release 
(unconditional versus conditional)? 
f. What is the timing of access to social welfare benefits and employment post-prison 
release? 
2. Routine (perhaps annual) statistics on persons admitted Into prison: 
a. To what extent are persons admitted Into prison connected to mainstream Institutions 
of social integration such as labor martets le.a., employment and Income}; housing markets 
(did they buy homes}, the milltar, (selective service enrollment)? 
b. How many persons admitted into prison received soda I welfare benefits prior to their 
admission, and how did this vary by subgroup? Overtime and across admissions' cohorts, are 
there differences In the consumptfon of sgclal welfare benefits? 

7 
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3, Routine (perhaps annual) statlstlcs on persons released from parole: 
a. What social welfare benefits are utilized most often by persons under post-custody 
communtty supervision compared to when they are ultimately rtdaased from all state 
supervision? 
b, What Is the level of geographic movement of ex-parolees from the state where they 
served thelr parole sentence? 
4. i:or all NCRP data, race and ethnicity: This would compare the recording of race and 
ethnicity In the NCRP administrative records with self-report measures of race and ethnicity 
from the 2010 DeceMial Census and passlbly other sources, such as the American Community 
Survey, after completing Census Bureau Data Management System procedures to obtain data 
owner approval for all flies. This effort Is critical to BOP to understand how Its administrative 
data on race and ethnlctty may misclasslfy these attributes as compared to self-report data. 
5. Routine (perhaps annual) statistics on prisoners who partldpated In various prison 
programs during Incarceration: 
a. What are the post-prison employment outcomes of prtson program participants, 
includlns the types and duration of employment, number of jobs, sectors employed, and 
earnlnBS, and how do these vary by subgroups of prisoners as well as over time? How do these 
outcomes vary with the pre-prison admission employment experiences of prisoners? How do 
these outcomes differ from Inmates not participating In prtson programs? 
b. What are the Incomes of prison program participants, by source of Income (e.g.,,eamed, 
hiterast, EFTC, etc.), and how do they vary in comparison to Inmates who did not take prison 
programs and over time? How do pre-prison admission Incomes affect thts comparison? 
c. How much do prison program participants use social welfare benefits, such as Medicare 
TANF, SNAP, and WIC, and how does the consumption of these benefits vary In comparison to 
inmates who did not take prison prosrams and over time? How do these comparisons vary with 
pre--prison admission consumption of benefits? 
d. What are the patterns of post-prison release mortality, includlng the timing of death 
and survival rates, and how do they vary prison program partlclpatton status and aaoss release 
cohorts? 
f. What ls the tlmins of access to social welfare benefits and employment post-prison 
release? 

4, 5w'vay of Inmates In Federal COtrectional Fadlltles (SIFCI') 1997 

The purpose of a study of the SIFCF 1997 sample Is to develop a 17Ryear retrospective look at 
what happened to the persons who were incarcerated In federal prisons In 1997. A tentative 
title for the study would be: HFederal Prisoners Incarcerated In 1997: A 17-'Vear Look at 
Custody, Release, and Return to Federal Prison.n 

Pre5umlng that Census has the origlnal SIFCF 1997 data with names of sampled Inmates and 
can PIK and link th~ records reliably, this study would track prisoners' outcomes from 1997 
through 2014 (or the most recent year of data for available data flies). Outcome, of Interest to 
be measured Include: · ' 
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Mortality: How many died, when did they die, and what was the hazard rate and survival rate? 
lncarceratJon: How many remained incarcerated or were relncarcerated? 
Employment: What were th• emplovment patterns, by subgroup, throughout the 10-year 
period? 

Income and earnings: What were the eamlnss profiles and Income {by source) of Inmates? 
SOclal welfare benefit consumption: What were the patterns of use of TANF, WIC, SNAP? 
Medicare coverage: How many used Medicare and how muth did they consume? 

other outcomes may be desirable to measure also, and If so, they would be discussed and 
described during meetings between CARRA and BOP. 

9 
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MEMORANDUM OF UNDER ST A,_'IDJNG 
BETWEEN 

THE SOCIAL SECURITY ADMINISTRATION 
AND 

THE UNITED STATES CENSUS BUREAU 
The SSA Master Beneficiary and Supplemental Security Income Record files 

Effective Date: when signed by both parties 
Expiration Date: September 3{1, 2fl24 

SSA Agreement Number: 100034-2019 
Census Agreement Number: 2064-2:0-PAY..Ol 

!. PIIRPDSF 

This Memorandum of Understanding (MOU) between the Department of Commerce, U.S. Census Bureau_(Census) and the Social Security Administration (SSA), sets forth the terms,conditions,and safegua(ds underwhtch SSA will disclose personally identifiable infonnation (PII) to Census for purposes of planning or carrying out a census-or survey or related activity pursuant to th~ provisions ofTitle13 of the United States Code (Title XIJJ). Under this MOU, SS'A will disclose this PU to Census from the Supplemental Security Income Record and Spedal Veterans Benefits (SSR] and the Master Beneficiary Record (MBR) for research and statistical purposes only. This MOU also authorizes Census's continued retention and use of MBR and SSR data obtained under p,8$t agreements under which SSA disclosed MBR and SSR file and quarterly update information to Census for the same purposes. 

II. U:GAI, AUTHORIT{ES 

SSA's authorities to disclose extracts from the SSR and the MBR systems of records to Census are 5 U.S.C. § 552a[b)(4), 20 C.F.R. § 401.185(a}, and 42 U.S.C. § 1306 which also serves as transfer authority. 

Census's authority for access and use of the information under this MOU is 13 U.S.C. §§ 6 and S(b). Census has legal authority to appoint Special Sworn Status staff, who may access SSA information under this MOU pursuant to 13 LJ.S.C.§ 23(c). 

Census will use the records obtained under this MOU and earlier MOUs for authorized research and statistical purposes only and will not use such records to make decisions concerning the rights, benefits, or privileges of specific individuals. As such, thi,s MOU is exempt from the computer matching requirements in the Privacy Act of 1974, as amended by the Computer Matching and Privacy Protection Act of 1988, 5 U.S.C..§ 552a(a)(8J(BJ(lQ. 

When fully executed, this MOU constitutes a binding Agreement in accordance with Title 31 U.S.C. § 1501(a)(1) and is subject to the s'ame provisfons of appropriation Jaw applicable to MOUs entered into with private contractors, 
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Ill. QESCRTPTION OF DATA INVOLVED 

SSA will disclose PU from the following Systems of Records 

A Supplemental Security Income Record and Special Veterans Benefits (SSR) 
(System Number60·0103)-SSA will disclose the indivlduaHeve1 Identifiable 
SSR data described in Attachment A. 

B. Master Beneficiary Record (MBR) (System Number 60·0090) -SSA wi!I disclose 
the individual•level identifiable MBR data described in Attachment A, which 
includes Payment History Update System (?HUS) data. 

C. SSA will exclude from the extracts and \\rill not disdose Federal Tax Jnforrnation 
or other data that is restricted bylaw, contract, or MOU; or data SSA determines 
to be sensitive or proprietary in nature. 

Data elements within the-SSR and MBR have varying degrees of accuracy. SSA will 
advise on the degree of accuracy for individual ~ata elements, as requested by 
Census. 

Census will mafntain the PII received from under this MOU in tbefotloW1ng Privacy 
Act:system of record: Commerce/Census a, "Statistical Administrative Records 
System" (System). Census use of the System Is for statlstlcal purposes only. This 
System of Records Notice does not have any routine use disclosure provisions. 

IV. RESPONS!BUJTIES QEIHB PARTIES 

The responsibilities of the parties ta this MOU are as fallows; 

A. SSA's Resnonsibllltfes 

1, SSA will prepare the SSR and MBR documentation, which will contain a copy 
of the record layouts, record lengths, and data dictionaries. SSA will send the 
SSR and MBR File documentation to Census's Project Coordinator for this 
MOU. The Project Coordinator will respond to any questions concerning the 
SSR and MBR File documentation. 

2. SSA will provide an extract of all fields In the SSR and MBR record layouts to 
Census on a quarterly basis. SSA will exclude any data elements lt determines 
are legally restricted or not relevant and necessary for the Census research 
described in this agreement. 

2 
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B. Census ReSf}onsibiliti,es 

1. Census will pay SSA for the annual extracts of the SSR and the MBR in the 
amount specified on the accompanying Form SSA-1235, 

2. Prior to internal dlssemi.nation of information from the SSR and the MBR for 
authorized research and statistical purposes, Census wlll replace all SSNs with 
unique non-identifying codes. Census will Umit access to SSNs from the SSR 
and the MBR files to Census employees and those working for Census under 
T1tle 13 Special Sworn Status (SSS) (collectlvelyi "Census staff") who work 
within a secure restricted-access environment and have a need for the 
identifying Information for an authorized research or statistical project. 

3. Census will maintain a list of all Census staff that have access to, or are 
responsJble foi:managing Census staff thatWlll have access to, the SSR and 
MBR. As needed, Census will provide this list to SSA's Project Officer for 
auditing purposes. 

4. Census will ensure all SSR and MB~ data acquired under this MOU may only 
be accessed and used at Census Headquarters and Census controlled and 
operated Federal Statistical Research Data Centers (FSRDCs), by Census staff, 
for projects authorized under this MOU. Census must obtain SSA prior 
written approval to transmit SSR and MER data t_o_ any other location. Before 
requesting SSA written approval for off site transmission, Census must obtain 
explicit permission from (ts Data Stewardship Executive Policy Committee 
approving the transfer (which requires adherence to a Census-approved 
security protocol). 

5, Census Will restrict access lo the SSA SSR and MBR data to a minimal number 
of Census staff who need the information for authorized research (as 
described in Section V of this MOU). Census Is responsible for the compliance 
of Its staff, including those working for Census under SSS, with the terms of 
this MOU. 

6. Census must provide quarterly project reports to SSA of all research and 
statistical projects using SSR and MBR data. Census will submit fts quarterly 
reports to SSA on the first day of each quarter Oanuary 1, April 1, July 1, and 
October 1) of each year for the life of this MOU. Census written quarterly 
reports will contain a list of all projects using SSR and MBR information for 
the lire of this MOU, including newly added or modified projects from the 
quarterly period that is the subject of the report. Such quarterly project 
reports must include the following information: project name; description of 
new project or modification: project being modified, where applicable; 
specific SSR and MBR data involved; data sets to be linked to SSRand MBR 
data; staff involved in the linkage and project; where data will be accessed, In 
addition, to staff reported to be involved with a specific linkage and project, 

3 
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V, 

Census must report any other staff that have access to, or are responsible for managing Census staff.that will have access to MBR or SSR data. 

lf SSA has a concern about a specific project, the Office of Research, Evaluation and Statistics (ORES) wm notify the Census project officer in wrJt1ng what its concerns are and that work on the project cannot begin until SSA's coneerns have been appropriately addressed. If SSA's concerns have been appropriately addressed, SSA Will notify Census in Wl'itingtbatworkon the project may begin or resume. JfCensus cannot address SSA's concerns or SSA determines the project involves inappropriate use of SSA's SSR and or MBR data, SSA will notify Census in writing that is has not approved the project and the project must not use SSRand MBR data. 

7. Census will comply with the disclosure avoidance reporting requirements in Section V. C. of this MOU. 

8, Census will provide a copy of the Certification and Accreditation to SSA Agreement Project Officer. Census's Authority to Operate (ATO) letter must be signed and dated by the aut~orizlng official of the system housing the SSR and MBR data, and delivered to SSA's Chferlnfonnation Security Officer. 
ALITHORJZ6P CENSUS USES AND RHSTBICT!ONS OF THE SSR AND THE MBR 
A Authodzed Uses of the SSR and the MRR 

Census may use SSR and MBR data for the below SSA-authorized research and stati.St!cal purposes only: 

1. The research an~ statistical projects described in Attachment B. AU pr~jects in Attachment B must conform to all requirements and limitations in the MOU (including but not limited to those In§ V.B): changes to such requirements and limitations require an MOU modification and cannot be modified through written project approval. 

2. Person Identification Validatlon System (PVS): Census developed software to standardize and validate incoming person records to assign a unique Census linkage identifier. The software relies an SSR and MBR data to conduct validation, Census retains this Identifier, called the Protected Identification Key (PJKJ, on files so that SSNs can be removed. This process (]CCUrs through the Person Identification Validation System (PVS). The PVS software processes d(rect identifiers from fnput files. Census may use PVS only In internal research and statfstics projects authorized under this MOU. The PVS system does not append addttional identifying information, only a unique identifier to facl1itate record linkage. 

4 
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3. As part of its internal decennial census research and statistical work, the 
Census may use demographic characteristics from the SSR and MBR (such as 
name, date of birth, age, sex, race/Hispanic origin, citizenship information as 
recorded in SSA records, and country of origin) for the direct substitution or 
replacement ofinformation missing from the Census's decennial censuses. 
Census may also use such demographic characteristics in its internal efforts to 
test and improve the decennial censuses and demographic and economic 
surveys. Such authorized uses include the unduplication of public, private, 
and census lists; and modeling to design and assign resources to carry out the 
census or surveys. 

4. In addition to authorized purposes 1 through 3 liSted above, Census may 
modify or add new projects to the list of authorized research and statistical 
projects that may use SSR and MBR data, without SSA's Agreement Project 
Officer approval, If Census determines the modified or new project meets the 
following criteria: 

a, The-project is a research and statistical activity that is for purpose 
of planning or carrying out a census or survey or related activity 
pursuant to the provisions of Title 13. 

b. The project otherwise meets all requirements and limitations of 
this MOU, Including but not limited to: 

i. There ls no re~dislosure or publication of SSR and MBR data 
in a manner not authorized access under this MOU, 

ii. The data will be maintainedi accessed, and otherwise used 
in authorized locations and under the other security 
requirements in this MOU. 

iii. The SSR and MBR data will not be used to make decisions 
concerning the rights, benefits, or privilegi' of specific 
individuals, 

New or modified projects that do not meet the above criteria require SSA 
written approval prior to use ofSSRand MBR data and being considered an 
authorized project under this MOU. To request SSA written approval for a 
project, Census must file a written request that Includes the information 
requested in quarterly project reports. The written request must include the 
same information as provided rn the quarterly reports. See section fV.B.6 
above. All projects are subject to the reporting requirements in Section IV.B.6. 
above. 

B. Restrictions on Use and Release of the SSR and the MRR 

Census will follow the below restrictions on its use and release of SSR and MBR 
data: 

1. Census will limit its use ofSSR and MBR data to authorized research and 
statistical projects as described in this MOU. 

5 
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2. Census may not use the SSR or MBR data to validate SSNs for purposes other than those described in this MOU. All validation results must be safeguarded under the terms of this MOU (i,e., results must be treated like SSR and MBR data and PIIJ. Census will not use SSR or MBR data or PVS to validate SSNs or other information for other agencies or entities. 

3. All person-level MBR and SSR data, including that used in direct substitution and replacement, must remain internal at Census and must not be publicly released in any form (including through release with decennial census data after 72 years). 

4. Census will not re-disclose PII they receive under this MOU tn any third party, un1ess required by law. If release of data derived ft-om orbased on data from the MBR orSSR is required bylaw, as pennitted by law, Census must notify SSA of the data to be disclosed and legal requirement for the disclosure at least twenty-four hours before the data is disclosed. 

5. Census is authorized 19 use the disclosure review process described in Section V. C. of this MOU to publish statistical products resulting from authorized research and statistical projects under this MOU. 

c. Disclosure Avoidrmce 

Disclosure avoidance is the process for protecting the confidentiality of data when preparing statistical products (e.g., tabulations, regression estimates) for release to the general public. A prohibited disdosure of data occurs when 

I 
published lnformatlon can be used to reliably ldentlfYj an individual whose information was used in compiling the productorsubl-portions thereof. 
Disclosure avoidance procedures modify or remove the characteristics that put individual infannation at risk for prohibited disclosure, Although a published table may appear to show information about a specific individual, disclosure avoidance steps may disguise or suppress the accurate individual data, to protect privacy while ensuring that the results ar~ still useful. The techniques used disclosure avoidance may vary, depending on the type of data. 

Census may publicly release statistical products derived from SSA and Census linked data, resulting from authorized research and statistical projects under this MOU, without advance SSA review and approval, under the following disclosure avoidance conditions: 

1. AU statistical products must be approved through the Census Dlsdosure Review Board (ORB), subject to the standard disclosure avoidance and 
procedural requirements of that process, prior to public release. 

6 
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2. Census DRB will use agreed upon rigorous and scientlfically~sound disclosure avoidance processes and will follow the procedures and techniques described in the Statistical Policy Working Paper 22 (second version, 2005) Report on Statistical Disclosure Limitation Methodology, Federal Committee on Statistical Methodology available at https:/ / 
www,hhs,gov bites /defau It /files /spwp22,pdf. 
Nolse Infusion is Census's preferred disclosure avoidance technique. Census applies noise infusion to all data products that are reported with geographies smaller Jhan a state. Census may require noise Infusion for ORB rnlcrodata re)eases,dependingon the characteristics of the microdata and the specific variables that are to be released. 

3. Upon request and prior to substantive changes, Census must brief SSA on Census's DRB standard requirements and procedures and techniques used to conduct disclosure avoidarice. 

4. Census wUI provide SSA with advance notice of any disclosure-proofed statistical products using the data covered by this MOU. The advance notice may be as short asjtwenty-four h'ours before public release, unless the parties I have developed a standard reporting pro~ss to provide regular, advance notice of upcoming public releases under a different timeframe. SSA reseives the right to request a copy of the publication prior to release to account for dfsdosures of SSR and MBR data. 

5. Census will provide SSA with written quarterly reports on all statistical products released by Census that included or were derJved from SSR and MBR data. The report will include the project name and number, names offiles contai_nlng SSRand MBR data used for t]le project, list of data products reviewed by the DRB, and date the DRIJI approved the products for publication. 

6. If SSA identifies disclosure or privacy concerns with the release of SSA data in Census publications, Census will work with SSA to resolve those concerns (e.g., modifying the concerning portions of publications not yet released, removing concerning portions of already released publications from Census's website or other means of public distribution under Census control). 

VJ. PROCRDIJRES FOR RETfiNTfON AND PESIBHCTION OF DATA 

When Census has no further need or Information SSA provided to Jt under this MOU or upon termination of this MOU, whichever occurs first, Census must return all SSA Information to the SSA Data Custodian, or securely destroy such information. If Census destroys such information, then it must provide a letter within 15 days of the date of destruction to the-SSA Data Custodian certifying that all SSA information has been destroyed. 
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If Census is required to retain the information in accordance with federal records retention requirements or other applicable Jaw, Census must notify SSA of the retention requirements prior to expiration of this MOU and retain the information solely for this purpose. 

Census is authorized to retain and continue to u:Se statistical products approved for publfc release by SSA or the Census DRB under the disclosure-avoidance conditions in this MOU. 

VII. DATA SECURITY& SAFEGUARDS 

SSA and Census will comply with the requirements of the Federal Information Security Management Act (FISMA), 44 U.S.C. Chapter 35, Subchapter II, as amended by the Federal Informatfon Security Modernization Act of2014 (Pub. L.113w283); related Office.of Management and Budget (0MB] circulars.iDd memoraDda, such as Circular A-130, Managino Information as a Strategic Resource Uuly 28, 2016) and Memorandum M-17-12 Preparing for and Responding to a Breqch of Personally Identifiable information Oanuary 3, 2017); National Institute of Standards and Technolo~ (NIST) directives; and the Federal Acquisition Regulation~, including any applicable amendments published after the effective date of this MOU. These laws. directives.and regulations include requirements for safeguarding Federal informatioD systems and PU used in Federal agency business processes, as well as related reporting requirements. Both agencies recognize, and will JmplemeDt, the laws, regulations, NIST standards, and 0MB directives including those published subsequent to the effective date of this MOU. 

FISMA requirements apply to all Federal contractors1 organizations, or entities that possess or use Federal information, 
1
or that operate, use, or have.access to Federal information systems on behalf of an agency. Both agencies are responsible for oversight and co111pliance of their contractors and agents. 

A. Reporting J.oss or Theft of PU 
If Census experiences a loss of Pfl obtained from SSA Ullder the terms of this MOU, itwiJl also follow the loss reporting guidelines issued byOMB. ID the event of an incident involving the confirmed loss of PJI, Census will follow Its established procedures, including notification to the proper organizatioDs (e.g., United States Computer Emergency Readiness Team, the agency's privacy office), 
In addition, in the event of an actual or suspected breach involving the Joss or potential loss of PIJ disclosed by SSA under this MOU, Census will immediately notify Census' Data Custodian named In this MOU and Census' Privacy Office to report the breach. 

Census will also immediately notJfy SSA's Data Custodian named in this MOU. If Census is unable to speak with the SSA's Data Custodian withill one hour or ff for 
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some other reason notifying the SSA Data Custodian is not practicable (e.g., It is 
outside of the nonnal business hours), Census will caII SSA's National Network 
Service Center toll free at 1-877-697-4889. 

B. Breach Notification 

Census will follow PH breach notiJication policies and related procedures issued 
byOMB. lf Census experiences a breach and determines that the risk of harm 
requires notification to affected individuals or other remedies.Census will carry 
out these remedies without cost to SSA. 

C. Administrative s~feguards 

Census will restrict-access to and use of all informatJon obtained from SSA, and 
any records derived from SSA infonnation, to only those authorized Census staff 
who need it in connection with the authorized research and statistical projects 
and activities under this MOU. 

n. CJpnd-Stnras:e 

Census will adopt po1icles and procedures to ensure that the data provided by 
SSA under this MOU and any data derived fr_om the SSA-provided data that is 
maintained in a Managed Service Provf der or Cloud Service ProvJder is encrypted 
at rest and in transit Census will also ensure that the data are accessed, 
transferred, stored, or processed within the jurisdiction of United States (I.e., 
within the continental United States, Hawaii, Alaska, Puerto Rico, Guam, American 
Samoa, the Northern Mariana Islands and the U.S. Virgin Islands). Census will 
ensure thatpoJicles a?d procedures protect the security and confidentiality of the 
information in accordance with Federal law. Only Census employees or I 
individuals with 13 U.S.G. Section 23(c) special sworn status who have a need to 
know will have the ability to decrypt the data. 

E. Physical Safeguards 

Census wlll store the data obtained under this MOU and any data derived 
therefrom that is not approved for public release in an area that is physically and 
technologically secure from access by unauthorized persons at all times (e.g., 
door locks, card keys, biometric identifiers, etc.). Only authorized Census staff 
will transport such data. Census wlll establish appropriate safeguards for such 
data, as determined l:,y a risk-based assessment of the circumstances involved. 

F. Technh:al Safeemlfds 

Census will process the data obtained under this MOU and any data derived 
therefrom that is not approved for public release under the immediate 
supervision and control of authorized personnel in a manner that will protect the 

9 



MEMORANDUM OF UNDERSTANDING

Page 37 of 430

RAFDOC200005 

confidentiality of the data, so that unauthorized persQns cannot retrieve any data by computer, remote terminal, or other means. Systems personnel must enter personal identification numbers when accessing data on the agency's systems, 
Census will strictly limit authorization to those electronic data areas necessary for the authorized staff to perform his or her official duties, 

G. Applir.a.tinn nf Po1irvand Procedures 

Census will adopt policies and procedures to ensure that it uses the information obtained under this MOU and any data derived therefrom that is-not approved for publrc release solely as provided in this MOU. Census will comply with these guidelines and any subsequent revisions. 

H. Security Assessments 

The Natlonal Institute of Standards and Technology [NIS1)Specfal Publfcatron 800~37~ as revised, encourages agencies to accept each others security 
assessments in order to reuse infonnation system resources and/or to accept each other's assessed' security posture in-order to share r4formation. NIST 800· 37 further encourages that this type of reciprocity is best achieved when agencies are transparent and make available sufficient evidence regarding the security 
state of an information system so that an authorizing Official from another 
organization can use that evidence to make credible, risk-based decisions 
regarding the operation and use of that system or the information it processes, stores, or transmfts. Consistent with that guidance, the parties agree to make 
available to each other upon request system security evidence for the purpose of making risk•based decisions, Requests for thJs information may be made by 
either par~ at any time throughout the duration or any extension 

1
of this MOU. 

1. Disclosure 

Census acknowledges that an unauthorized release or disclosure <lf information provided by SSA under this MOU may violate the terms of the Privacy Act and 
42 U.S.C. § 1306 and subject the Individual who disclosed the information to both criminal and civil sanctions, Census will inform all ortts employees or agents 
granted access to this Information that the release and disclosure of the 
information may subject the individual who released the information to civil and criminal penalties under 5 U.S.C. § 552a and other appllcable Jaws. 

J. Us@' of Contractors 

Census Is authorized to use contractors to fulfill its obligations under this MOU. Prior to disclosing any information obtained from SSA or records derived from SSA information to its contractor(s), Census must: 
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l. Provide a list of Census current contractor(s) to SSA's Data Custodian. The list must contain: contractor name and address, descriplion of the work that is performed with the information, and the location of where work is performed with the information. 

2. Obtain written permission from its contractor(s) to abide by all applicable terms and conditions of this MOU, includingbutnat lfrnited to all terms related to retention and destruction, security and sareguards, and PII loss reporting. 

3. Provide SSA's Data Custodian with any updates to Census's contractor list within 48 hours of any change, 

VIII. DATA CUSTDQIANS 

Census Data Custodian for this MOU is Lori Fox (301-763-3404), The Census Data Custodian is responsible.for ensuring that Census observes all conditions of use set forth under this MOU and establishes and maintains security arrangements that will safeguard SSA information from loss and unauthorJzed 1fe. Census will notify SSA within 15 days of any change in Data Custodian. 

IX. CONTACTS 

SSA Agreement Project Officer 
Sheron Matthews, Policy Analyst 
ORDP, ODEPPlN, ODXlA, RAIAPB 
Annex Building 
6401 Secuiity Boulevard 
Baltimore, MD 21235 
410-966-4750 
Sheron Matthews@ssa,.gov 

SSA Proiect Coordinator 
Terry Bosak 
DEDA,OEEAS 
Operations Building 
6401 Security Boulevard 
Baltimore, MD 21235 
(410) 966-5102 
Tem•.bosak@ssa.gov 

Census Bureau Agreement Project Officer 
Michael A. Berning 
Assistant Divislon Chief for D'ata Aquisition 
and Curation 

I 
Economic: Reimbursable Surveys Division 
U.S. Census Bureau 
301-763-2028 
Michael A,Berntng@census.gov 

Census Bureau Proiect Coordinatgr 
Ashley Landreth, Policy Analyst 
Administrative Records Coordination 
Branch, Policy Coordination Office 
Room HQ8H026A 
4600 Silver Hill Road 
Washington, DC 20233 
(30]) 763-8457 
Ashley.denele.landreth@census.gov 
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SSA Billing Contact 
Stephen Declue 
Office of Finance 
Social Security Administration 
P.O. Box47 
Baltimore, MD 21235M0047 
(410) 966-5919 
Slcphen.DeClue@ssa.e:ov 

X. FUNDING OR REIMBURSEMENT 

Census Rurruw Billing Contact 
Darrell Blyden 
Financial Services Branch 
U.S. Census Bureau 
4600 Silver Hill Road, Room 2K415 
Washington, DC 20233 
(301) 763-4390 
darrell.b.hlyden@census.gny 

SSA wm collect funds as set forth fn the Form SSAM 1235 executed between the parties 
at the beginning of each Fiscal Year (FY} from Census through the Intra
Governmental Payment and Collection (lPAC) system on a quarterly basls,sufficlent 
to reimburse SSA for the costs it has incurred for performing services through the 
date of billing. A copy of the !PAC billing and all original supporting documentation 
shall be mailed to Census to Darrell Blyden (see section IX) no later than five (5) 
calendar days following the processing of the IPAC n.rnsaction. 

At least quarterly, but no later than 30 days after an accountable event, SSA shall 
provide Census with a performance report (e.g. a billing statement) that details all 
.work performed to date. Additionaily, at least quarterly, the parties wlll reconcile 
balances related to revenue and expenses for work performed under the Agreement, 

XI. PURAT!ON OF MOU 

This MOl.1 will become effective when signed by both parties.and terminates 
September 30, 2024, Perfonnahce will start no earlier than October 1, 2019 and 
extend through September 30, 2024. 

However, this MOU does not authorize SSA to incur obligations through the 
performance of the services described herein. Performance of such services is 
authorized only by execution of Fann SSAM1235. Moreover, SSA may incur 
obligations by performing services under a reimbursable agreement only on a fiscal 
year basis. As part of this Agreement, both parties wlll execute a Form SSA-1235 that 
provides the authorization for SSA to perform services under this Agreement in FY 
2020. PrJor to any performance by SSA of activities under this MOU, both parties will 
execute a new Form SSA-1235 for each FY that SSA will perfonn activities under thfs 
MOU. The Form SSA-1235 ror each FY will identify reimbursable cost estimates for 
that fiscal year. SSA's ability to perform work ror fiscal years beyond FY 2.020 is 
subject to the availability of funds, 
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NDt\'Vithstanding the foregoing paragraphs, all provisions as to data security and 
safeguards shall remain in effect for all information SSA provides to Census under 
this MOU for as long as Census retains such information. 

XII. DISPUTE RESOI.llTION 

Disputes related to this MOU shall be resolved in accordance with instrucmms 
provided in the Treasury Financial Manual (TFMJ Volume I, Part 2, Chapter 4700, 
Appendix 10, lntragovernmental Transaction Gtiide (May 2013), 

XIII. MODIFICATION ANP Tl;RMINATTON OB CANCELLATION 

Modifications to this MOU must be inwr[tingand agreed to by the parties, This MOU 
may be terminated by either party upon 30 days' advance written notice. If Census 
cancels the order, SSA is autltorized to collect costs incurred prior to cancellation of 
the order plus any termination costs, 

XIV. INTEGRATION CIAUSE 

This MOU, Attachments A, B, C, and the accompa~ying Forn1 SSA-1235 constitute the 
entire Agreeme'nt of the parties with respect to its subject matter. There have been 
no representations, warranties or promises made outside of this MOU. This MOU 
shall take precedence over any other documents that may be in conflict with it. 

XV. DISCLAIMERS 

SSA is not liable for any damages or loss resulting from errors in information 
provided to Census under this MOU. Furthermore, SSA fs not liable for dampges or 
loss resulting from tHe destruction of any materials or data provided by census. All 
information furnished to Census will be subject to the limitations and quaHfita.tions, 
if any, transmitted with such information. If, because of any such error, loss or 
destruction attributable to SSA, the services must be re-performed by SSA, the 
additional cost thereof will be treated as a part of the fulJ costs Incurred In compill ng 
and-furnishfrig such information and will be paid by Census. SSA will obtain Census 
approval In advance of re-performing any such work that will result ln additional 
cost to Census. 

The-delivery by SSA of the goods and/or services described herein and the timeliness 
of said delivery are authorized only to the extentthatthey are consistent with proper 
performance of the official duties and obligations of SSA and the relative Importance 
of this request to others, If for any reason SSA delays or fails to provide services, or 
discontinues the services or any part thereof, SSA is not liable for any damages or 
loss resulting from such delay or for any such failure-or discontinuance. 
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1'itleto and ownershlp of any property purchased from funds transferred under this 
MOU wm reside with SSA. Title to and ownersh!p of any data SSA provides to Census under this MOU wfll reside with SSA. 

XVI. AIJTHOBTZ!NG SIGfMTURES & PATES 

The signatories may sign this document electronically by using an approved 
electronic signature process. Each signatoryelectronicallyslgning this document agrees that hisfher electronic signature has the same legal validity and effect as his/her handwritten signature on the document, and that It has the same meaning as hts/her handwritten signature. 

Social Security Admlnlstrallon 

~ ::tin~ 
U.S.. Census Bureau 

r?t'. 
Kevin Deardoff 
Chief, Economic Reimbursable 

0-11J/11 
Date 

rveys Division I 

IJST OF ATIACHMBNTS 

AttaclunentA: IndividuaMevel data elements from the Supplemental_Securlt;y Income Record and Special Veterans Benefits (SSR) (System Number 60,-0103) and the. Master Beneficfary Record and Payment History Update System (MBR) (System Number 60~ 
0090). 

Attachment B: The names of all Census individuals that have access to, or are responsible for managing Census individuals that will have access to, Cens~•s extracts of the SSR and the MBR; and a list of current Census prajects that_are Jinked to the SSR and the MBR. extracts. 

Attachment C: PU Loss RepDrting 
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AttaclJment A 

Record Layoyt of S§R Extract Data for Census SSR/MBR/PHUS Agreement 

Position number Variable Acronym FormM 
1 HUN $9. 10 PAN S9. 19 MFT S2. 21 T8VET $1. 22 RCO_EST_JO YYMMDDNa. 30 BlRTH_JD YYMMODN8. 38 CURR_PD_CTRL S1. 39 PDSCC SS. 45 PDZIP $5. 50 POZIP6_9 $4. 54 PDZIP10_14 $5. 59 ADDR_CHG_JO YYMMDON8, 87 DO $3. 70 PD_CITY "22. 92 PO_FRN_CNTRY $35. 127 PDNUM $1. 128 PDNAMAOR1 $35. 163 PDNAMAOR2 $35. 198 PONAMADR3 $35. 233 PDNAMADR4 $3S. 288 PDNAMADR5 $35. 303 I PDNAMAOR6 $3S. 338 APPL_ADDR_CTI. $1. 339 MZIP $5. 344 MZlP6_9 $4. 348 MZIP10_14 $5. 353 AA_crrr $22. 375 /\A_STNAME $2, 377 AALNG $1. 378 LNGCTL $1. 379 AA..ADDR1 $35. 414 AA,_AODR2 $35. 449 AA..ADDR3 $35. 454 AA_AODR4 $35. 518 AA..ADOR5 $35. 554 F.EDPMT 6. 560 STATF'MT 6. 566 PSTAT_CUR $3. NAME 

569-600 FIUER 
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Record Layout of MBR Extract Data for Census SSR/MBRIPHUS Agreement 

Name Type Length Format Label 

SEL_DATE Date 8 MMDDYYI0, Date of File Selection CAN Character 9 Claim Account Number (SSN) BOAN Character 9 Beneficiary's Own Account No. (CAN lfE SEXB Character I Beneficiary Sex Code DOB Date 8 MMDDYYJ0, Date of Birth 
AGE Numeric 8 Age 
AGE65 Numeric 8 Indicator ("0" < age 65; "l" > age 65) LAF Character 2 Ledger Account File 
TAC_CD Character Type of Award Code BICI Character 2 Beneficiary identification Code BIC_TOC Character 4 Beneficiary Identification Code Type of Cl TOC_I Character l Type of Claim (Most Recent) i ANSl_SC Character 2 Mailing Address State Code ADDR_SCC Character 5 Mailing Address State and County Code ANSI_DC Character 2 Mailing Address District Code ADDR_ZIP Character 5 Mailing Address Z]P Code ADDR_ZIP _ADD_ON Character 4 Mailing Address ZlP+4 ADDR_CITY Character 19 Mailing Address City Name ADDR_STATE Character 2 Mailing Address State Name ADDR_FON_GEO_CODE Character 5 Mailing Address Foreign Geographic Code AD!JR_COUNTRY Character 22 Mailing Address Country Name ADDR_CON_CODE Character 3 Mailing Address Country Consular Code ADDR_ CON_ GEO Character 8 Mailing Address Foreign Postal Zone ADDR_FGN_ZONE Character 15 Mailing Address Foreign Postal Zone ADDR_UPDDT Date 8 MMDDYYI0. Mailing Address Update Date ADDR_NUM_ADDRLN Character I Mailing Address Number of Mailing Addr, ADDR_ADRLNI Character 22 Mailing Address Line I 

ADDR_ADRLN2 Character 22 Mailing Address Line 2 
ADDR_ADRLN3 Character 22 Mailing Address Line 3 
ADDR_ADRLN4 Character 22 Mailing Address Line 4 
ADDR_ZDPC Character 3 Mailing Address Zip Delivery Point Code ADDR_SRCE Character Mailing Address Input Source of Address-NAME 
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Record Layoyt of MBR Extract Data for Census SSRIMBR/PHUS Agreement 

Start End Field Program Field 
Position Position Size Mnemonic Drm;rip(ion 

19 19 REC-ID LINKING-JD NUMBRR 

20 21 2 YEAR Panel Year 
22 27 6 EXTRACT-DATE Date Record extracted from master flies 

(MMCCYY) 
28 2967 2940 DIRECT-PAY MONTHLY BENEFITS PAID (01/84-12/18) 

(EACH ENTRY 7 POSITIONS - $$$$$SC, there 
are 420 entries.) (Signed Pos or Neg.) 
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Attachment B 

List of Census Bureau Projects and Users That Mny Use SSA's SSR, MBR and PJIUS 

Extracts Data 

Modeling Eligibility-Application for Disability Benefits under DI and SSI using the 
SIPP,and Administrative Data (Project JD: 282) 
The disability components of the social security and supplemental security income 
programs have experfenced periods of rapid growth since the late 1980's. The basis for this 
gi-owth in the rolls,is litt1e understood. It has long been accepted that the standard set of 
health and disability measures available from household surveys is not adequate for 
estimating program eligibility status. An attempt is being made to estimate-a structural 
model to describe and predict the application and eligibility detennination process for both 
programs. Disability applicants and application outcomes are identified-by an exact match of 
the SIPP data to SSA administrative records. in addition we hope to use the panel aspects of 
the SIPP to address thelendogeneity and measurement error problems in self-repotted 
health and work disability measures and their relationship to the decision to apply and the 
application outcome. This work will include both econometric estimation and policy 
simulation. 

Socioeconomic Differentials In the Returns to Social Security (Project ID: 320) 
The purpose of this project Is to measure the relationship between differential mortality and 
the net receipt of Social Security benefits. Often referred to as "the money's worth issue," a 
number of studies have attempted to get at these effects. The mostpromls[ng of these 
studies .have attempted to use

1

historical sample data for actual workers to identify the 
lifetime earnings, for example, -0f "low" versus "high" wage workers. A problem with I 
previous efforts has been the absence of information on relevant factors such as marital 
status, The matched SIPP data overcomes previous data deficiencies. The analysis of these 
data would help us to accurately depict the complex interactions among age, income, marital 
status, program experience, and mortality. This would extend our understanding of the 
lifetime redistributional effects of the Social Security program and would provide rellable 
indicators or the extent to which the progressivlty of the Old Age and Survivor's Disability 
Insurance (OASDI) program is affected by mortality differentials. 

Understanding and Increasing Utility of SIPP SSA Data (Project ID: 136) 
This project will support and inform the development of an enhanced Census Bureau SIPP 
Public Use File. On a periodic basis, CBO will also provide technical memoranda to the 
Census Bureau with recommendations for improved methodology for collecting SIPP data. 
Those memoranda will compare tabulations of SIPP data for things Uke beneficiary status 
and benefit amount wlth comparable administrative measures, so that the Census Bureau 
will be better in fanned about how their estimates compare with known values. CBO wi11 
also report to the Census Bureau its findings with regard to misreporting of Social Security 

' 
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benefits on the SIPP and other issues. Census, SSA, and CBO will coilaborate on the testing 
of analytic validity of the new public use data products. 

IIJlll'.)igration and Social Security (Project ID: 308) 
The purpose of this project is to increase our knowledge of the labor force behavior and 
emigration of immigrants. Little is known about these aspects of Immigrant behavior, 
despfte their relevance to projections of the financial status of Social Securlty.Amongthe 
specific areas addressed by this project, and highlighted by the Technical Panel to the 1991 
Advisory Council on Social Security as requiring research, are the earnings pro tiles, labor 
force participation, and emigration of immigrants. The resulting infonnation will aid in 
projecting the revenues and costs of the Old Age and Survivor's Disability Insurance 
(OASOfJ system1 which are sensitive to assumptions about immigrant employment, 
earnings, and the number of net immigrants. The SIPP matched to SSA's administrative mes 
wiU permit tracking individuals (as opposed to cohorts of Jndivlduals) over time with a wide 
a,rray ofimportantexplanatoryvarlables. This w6rk will complement other ongoing 
research on immigrants using decennial census data and the Social Security's Continuous 
Work History Sample. This project may also address 'issLJes related to the current or future 
economic status of the aged immigrant population. 

Analysis ofBociaIISecurltyReforms that Affect Women's Benefits (Proj'ectlJD: 238) 
The project examines the economic consequences for women of proposed changes in the 
Social Security program. These changes include (1) a reduction In spouse benefits combined 
with an increase in survivor benefits; (2) the re~institutlon ofa minimum benefit; (3) 
modification of AIME and PIA computation formulas; and ( 4) private retirement accounts, 
The analysis will assess the costs, distributional consequences, and antipoverty 
effectiveness-of these proposals, 

Modeling the Dlstribntional Impact of Alternative Poli des under the SSI Program 
(Project!D: 437) I I 
The-purpose of the project is to develop a model for eligibility and participation in the SSI 
program based on the survey-reported income sources, wealth holdings, and health. 
Administrative data on program application, benefit receipt, and medical eligibility will be 
analyzed. The project will identify discrepancies between survey-modeled and 
administrative eligibility for benefits and the possible sur,rey measurement errt.1rs 
contributing to the discrepancies. The project will also ana1yze the distributional impact of 
alternative SSJ policies. 

Disability Receipt for Older Workers (Project JD: 420) 
The proposed project consists of three parts. First would be to undertake descriptive, 
exploratory work on Disability Income (DI) applicants flrst·receivingtheir benefits in their 
fiftjes and early sixties. Detailed Survey of Income and Program Participation (Sf PP) data 
matched-to the Master Beneficiary Record (MBR), the 831 file, and summary Earnfngs 
Record (SER) would be used to identify the demographic and economic characteristics of 
these workers. The second part examines the yalidity and usefulness of several of the 
variables related to disability receipt on the MBR. These variables Include, among others, 
the dtsab!Uty award code, disability adjudication date, hearing decision date, and appeals 
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definition. If it is discovered that the MBR data would permit ft, the researcher would examine correlates of an acceptance or denial of a DI application at various stages in the application process and atd[fferentpoints in the life course. The third use of these data would bl! to estimate a function quite simflarto Gary Burtless's disability hazard function employed in the Model of Income in the Near Term (MINT). In addition to incorporating information about an individual's age-, earnings, histories, and education into this function, the research would also consJder whether marriage histories,and/ordifferences fn expected Social Security benefits levels (particularly, their relationship to potential wages) are associated with likelihood of DJ benefit receipt, If the MBR data permit, the researcher will compare models that use tnultiplestages in this process (e.g., application, award, appeal, and award on appeal], as Benitez-Silva and colleagues (1998) employ, with simpler models of the combined hazard of application, acceptance, and receipt (the Burtless model). 
Anti-poverty Effects, Distriliutional Differences and Costs under Current & Modified Law for OASDI and SSI (Project ID: 436) 
The Survey of Income and Program Participation [SIPP] matched flies are being used to evaluate the distributional dlfferences and anti-poverty effects and costs of current law Social Security benefits and various proposals for modifying the structure and/or level of the benefits rqceived byvarious types of current and future beneficiaries, The matched data permit marfta! status and family Jdentffication and the modification of benefits under proposals. The effects of modifled benefits can be examined bythe·fmpact on benefits and the impact on retirement income. Some analysis applfes the changes to current beneficiaries, such as aged widows. Some analysis applies the changes ta future beneficiaries such as the baby boomers. The survey data are necessary to characterize the poverty effects of the alternative benefit schemes and to determine the targeting of proposed changes to determine the proportion of gross change which accrues to beneficiaries at various income levels. 

Developing a Current•perJod Distributional Model of the mil Age and Stlrvlvor's Disability Insurance (OASDI} Program (Project ID: 429] This model will allow the SSA to consider how a broad range, of changes to program structure relating to SSA programs would affect the economic well-being ofits beneficiaries in a current period framework. It will put in place a capability to deal with issues such as changes rn disablUty benefits, changes in retirement ages, poverty among aged women, or child care dropout years in a more effective, and timely fashion, The model will allow the SSA ta evaluate policy alternatives in terms of outcomes such as the total family income, povertystatus,and the household composition of those affected.Also, the model can be used in conjunction with the SIPP·based Supp1ementa1 Security Income (SSJ) model to compare the target efficiency of Social Security and SSI in achfevlng a given policy objective. The administrative data are required in order to distinguish types of beneficiaries, to credlblyrepresent alternative benefit levels, and to identify the beneficiaries who would be affected by hypothetical modifications to the current benefit structure; survey data are essential in order to evaluate such benefit provisions fn terms of conventional measures of economic well-being. 
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Economic Status of Old Age & Survivor's Disability Insurance & Supplemental Security 
Income Be_neflclaries (Project ID: 3S7) 
The purpose of this project is to measure the economic status ofvarious OASDI and SSI 
beneficiary populations and to model the effects on the economic status of these 
populations from possible changes in the OASDI and SSI programs and from trends in 
economic, social and demographic characteristics. The Master Beneficiary Record (MBR), 
Supplemental Security Income Record {SSR), Summary Earnings Record (SER), NUMIDENT, 
and Disability Benefits Applications files will be used to model changes in the programs and 
in economic, social, and demographic trends. They will also be used to improve upon survey 
reports of economic and derhographic characteristics. 

"Policy Evaluation of Factors Affecting the Dynamics of Disability Program 
Participation (Project 10: 367) 
Project Description: The project will attempt, subject to confidentiality restrictions, to 
produce statistics and conduct analyses relating to ·retirement, disability, and Social Security 
program issues, Studies under this project may make use of the CPS, SIPP, and/or ACS 
matched to SSA administrative records (Numldent, MBR including PHUS, SSR, 831; and/or 
MEF (SER and DER)) to address 

- P,oduction of descriptive statistics on OASD1 beneflciarles, ssj recipients, OASDI tax 
base, and relevant comparison groups in the general population; 
Trends in eHgiblUty, application for, and .receipt of OASDI or SSI benefits, fncluding 
but not limited to studies of socioeconomic status, demographics, geographic 
variation, health, functional capacity, work limitations, and changes to program 
policy; 
Adequacy of OASDI and SSl benefits, includ1ng poverty effects; 
Interactions with employment, earnings, and wealth/debt accumulation; 
Interactions with other programs (e.g.SNAP, TANF, VADC, Medicare, Medicaid,state 
and local assistance prograD'/s, etc.); 
Distributional effects of actuS.I or potential policy; 
Behavioral/psychological factors influencing the nature and timing of retirement and 
the c1aiming of retirement and/or disability benefits; 
Factors influencing benefit receipt, including labor market behavior, marital history, 
etc.; 
Factors lnfluencing program solvency, including mortality and fertility; 
Broader community effects ofOASDI and SSL" 

LEHO Data Infrastructure Project (Project !D: 445) 
The LEHO Data Infrastructure Projects goal is to create LEHD Infrastructure File System to 
support other LEHO projects. Create a linked database of administrative, census, and survey 
records for indiViduals and businesses, This linked data LEHD Infrastructure File wlU be the basis for all LEHD program work and other related projects. 

Projecting the Economic Vulnerability of Future Benefidaiy Cohorts (Project ID: 369) 
This study develops a model to project the retirement income of future cohorts of retirees 
using the Survey of Income and Program Participation (SIPP] matched data. It specifically 
focuses on whether later cohorts will be more economically vulnerable at retirement than 
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persons born in earlier cohorts. The administrative data ~m earnings matched to the SJPP permit cohort-specific estimates on the retirement income of future retirees including Social Security benefits from the covered earnings'history of men and women (both individually 
and relative to husband~), pension benefits [both individually and held by husbands),asset income, and earnings while retired under Social Security. Analysis focuses upon distributional differences and' economically vulnerable subp-opulatfons such as minorities, low-wage earners, divorced woriien,and never-married women as well as married couples. Expansions of the model are planned. These will include improving projections of some sources of retirement income, adding sources, projecting the disabled as well as the retired, and projecting some demographic statuses, such as marital status and mortality. 

Projected Lifetime Social Security Earnings (Project ID: 459) 
This study projects covered earnings for five-year cohorts of women in a way that will be useful for projecting benefits and economic well-being. It uses lifetime Social Security earnings records along with demographic lnfortnation from the Survey of Income and Program Participation (SIPP). The number of years of covered earnlngs,and the average earnings until retirement age provide important information on future benefit trends. The project also develops models estimating the covered Social Security earnings untU 
retirement for future retirees based on the SIPP characteristics ~nd past observed earnings. The models developed with the older SIPP panels will be applied to estimate projected earnings for later SIPP panels. Analyses will be conducted on the pattern and level of 
earnings and their relationship to social charactertstics, such as marital-histories and eligibility of divorcees for spouse and survivor benefits. 

Demonstration of Administrative Records Improving surveys (Project JD: 707) Objective: To demonstrate methods of integrating data from surveys and administrative records, assess the quality of survey and administrative data, produce data sets that more accurately represent the 1argetpopulation's characteristics; conduct experimen\'.5 in disclosure~proofing hybr d data sets, and document feasibilfty. Methodology: we.will link admfnlstrative records such as TANF, Food Stamps, MSIS, MEDB, HUD, and PCF data to Census Bl.lreau surveys such as the ACS, CPS, and SIPP. First, we will assess the quality of these administrative records Independent of the Sllivey data. Then we will integrate the administrative data and assess tbe quality of the match and the quality of the data items in the survey such as enrollment,receipt, timing, type of benefit, and dollar amounts. We will include an assessment of quality across dimensions such as question wording and 
questionnaire modality. Based on the relationship between the administrative and survey information, we will develop adjustments to improve the accuracy of the survey data. We will create models to predict values ofltems needed but notavaf1able In the survey. Finallyi we will create disclosure-proofed synthetic data sets from the hybrid data and detennine their analytic validity and level of confidentiality protection provided. We will include documentation of technical feasibllit;y at each stage. 

Person Identification Valldation System (PVSJ {Project ID1 189) 
Objective: This program provides a fully automated on•site production capability for Social Security Number (SSN) verification, housed within the Planning, Research and Evaluation DiVision (FRED) Administrative Records Research area. This program replaces the exlSting 
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arrangement of sending demographic files to the Social Security Administration (SSA) for a 
comparable procedure. Known as the PREDSSN Verification System (PVS),'thls new 
capability enables SSN verification for regularly-repeating demographic surveys such as th_e 
CPS and SIPP, as well as for other demographic or administrative files, The PVS also expands 
dataJinkage capabillties for merging survey and admlnlstratlve data sets, Methodology: The 
PVS uses probabilistic matching to verifySSNs contained within an incoming file against 
those contained within the Census Numident. The processing consists of a verification phase 
followed by a two-step search phase. For the verification phase. SSNs are matched using 
several types of demographic data, including names, dates of birth and gender. Specific 
weights are set to define acceptable matches. Any records not verified through this phase 0 

or without an incoming SSN -- are sent forward to the s~rch phase of the system. (Note: In 
conformance with J:ensus Bureau privacy policy, the PVS does not process any record ror 
which the respondent has refused to provide his or her SSN. Also, due to technical 
constraints, the PVS does not process records where the respondent withholds both his or 
her first name and surname.) 

"SSA-Income and Poverty Status of the Population 65 and Older: A Comparison of 
the CPS and the SIPP {Project ID, 746) 
T~e Social Security Administration, Office of Research, Evaluation, and Statistics, publishes 
Income of the Population 55 or Older, which provides a broad Income p!cture of the 
population aged 55 or older, with special emphasis on Income of the p6pulation aged 65 or 
older. The-data source for the series is the March supplement of the Current Population 
Survey (CPS). For a current research project, which is part-of the SIPP-Match MOU, certain 
measures from this publication for persons aged 65 or older using a calendar year 1998 
data file frQm the 1996 SIPP panel have been calculated, The measures examined include 
percentage receiving various income sources, aggregate share _of various income sources, 
the importance of Social Security relative to total income, and poverty status. Because Social 
Security is su9l a widely received -~ource for the aged population and ;;elf~reported receipt 
status and/or amounts may be inaccurate, the SIPP data to Social SecOrity administrative 
records will be matched and substitute the Social Security benefit amount from the Master 
Beneficiary Record (MBR). The Supplemental Security Income (SSI) amount from the 
Supplemental Security Record (SSR) will also be substituted. 

Applicants for FedeTal Payments and Their Use of Transaction Accounts (Project ID: 
832) 
The Census Bureau and the Social Security Administration have long standing interests in 
the biases of reported income in household surveys. In response, the two agencies have a 
long collaborative history of wing Census Bureau demographic survey data matched to 
SSA's administrative record data to address relevant research questions, This project is 
concerned with two specific aspects of Income, fncluding biases In reporting of: 
1. Asset income from bank accounts; and 
2. Income from Government payments, particularly disability benefit payments. 

There ls substantial evidence that certain groups underreport income in the CPS and SIPP. 
Further, there is evidence of systematic biases in the reporting of asset holdings. Thus, the 
reporting of income from assets is a partlcular-eoncern. One theme in the research is that 
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the reporting of the existence of an asset holding is perhaps more of a concern than the 
reporting of the holding's value. 

These issues apply to measures of income in the CPS. In addition, although the CPS content 
does not include asset holdings, some prominent government microsimulatlon mo'dels use 
the CPS to estimate eUgiblUty for means-tested programs that include an asset test. For 
these purposes, reported income from the asset is used as an Indication of the existence of 
the asset 

Similarly, there is substantial evidence about certain groups underreporting disability 
benefit income. Again, an important theme Is that reporting of the existence of a payment 
maybe more ofa concern than the reporting-of the amount 

Potential linkages involving a recent supplement to the CPS would allow us to evaluate 
biases In the reporting of income in several new ways. First, the FDIC National Survey of 
Un banked and Underbanked Househo1ds, a supplement to the J.anuary 2009 CPS, contains 
questionnaire items that ask directly about the existence of bank accounts. Second, links to 
administrative records allow for Identification of people who have been awarded disability 
benefits with very little measurement error, While surveY)-administtative links have been 
used for similar purposes before, we wish to link to specific CPS samples that are not 
covered in previously approved projects. 

Using these survey-administrative links1 we will produce the following comparisons. 
1. Bank accounts. We will compare estimates of the existence of asset accounts based on 
reporting of asset income versus directly reporting on the existence of an account. Further, 
we will report breakdowns by different categories of receipt of government payments 
(defined by the administrative records), including retirement and disability benefits. These 
comparisons will use the January 2009 FDIC supplement tq the CPS as weU as the March 
2009 CPS. I 
2. Disability payments. We will compare estimates 0f the existence of disability payments 
based on reports of disabling and work-preventing conditions versus administrative 
records of the receipt of payments. These comparisons will use the March CPS samples for 
2007, 2008,2009 and 2010 as well as the Januaty 2009 sample. These dates were chosen in 
order to cover different parts of the business cycle during the recent recession. 
The methodology for these comparisons will be use of measures of central tendency and 
dispersion as well as multivariate analysis. Measures of dispersion wiU employ the Fay 
method using replicate weights. 

Data linkages will be accomplished using the same procedures as have been used for other 
CPS samples. First, a finder file containing the identifiers for the CPS samples to be linked is 
created by Census. IndMdual observations in CPS samples are identified by PH-SEQ and 
PPPOS. Then, Census creates a crosswalk file containing the identifiers fn all the samples 
combined and adds Social Security Numbers as identified in Census' version of SSA's 
NUMlDENT files. In this case, the crosswalk file will contain identifiers for the March 2007, 
March 2008, January 2009, March 2009, and March 2010samples. The crosswalk file is then 
sent to SSA via the secure data transmission line. At this point, staff in SSA's Division of 
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Earnings Statistics and Analysis create anonymous versions of the administrative files to be linked, including the Master Beneficiary Record, Supplemental Security Record,Dlsability extracts of the Determination Service Processing Files (NDDSSJ, NUMIDENT and Master Earnings File (MEFJ admlnistrative data files. The anonymous versions of these files contain the CPS identfffers but are stripped ofSSNs as well as other Identifying information such as name and address. Researchers have access only to the anonymous versions of the admfntstrative data files and the public•use versions of the CPS files. The crosswalk file is securely stored and can only be accessed by the staff responslbleforcreating the linked administrative files. 

The comparisons will be for analytical purposes and may result in publications lftrends can be identified, A Research and Statistics Note ls a likely publication outlet The comparisons t-vill add an increment of evidence to what is known about the biases in the reporting of income from these sources, 

In addition, we wish to describe economic and demographic trends that are related to asset income from bank accounts and-disability benefits income during the recent recession. PreJiminazy evidence from the public•use CPS and SSA's administrative records indicates that changes occurred that are related to these issuer- First, according to the Januaty 2009 CPS supplement, the number of households who lost access to transaction accounts at banks during 2008 exceeded the number of households who gained access to transaction accounts by more than a multiple of two, Second, according to SSA's administrative records, the recent recession was associated with an unprecedented Increase ln app1ications for disability benefits. Thus,_ there is reason to believe that these two important trends have had far~reaching consequences in society. Correspondingly, they may have affected the ability of the Census Bureau to measure well~being ~ and more importantly, changes in wel!'..beingfor specific subgroups in the population. We wish to write analytical reports about these two important trends. Because job loss and declines in fncome are common elements to both trends, we wish to link to the Master Eamidgs File to obtain measures of changes in employment and income. 

Reports provided by SSA will provide important evidence about whether these economic and demographic trends exacerbate the known biases in the reporting of income. On a dfrect level, an increase in dJsability awards leads to a potentially larger Impact of underreporting of dJsabilitypayments. Similarly, if more households are without bank accounts, this creates more potential confusion between respondents who correctly report the absence of asset income and respondents who incorrectly produce a similar result through cognitive biaSes (like rounding) or item non•response." 

SSA - Earnings Record Check Study (Project JD, 749) The Census Bureau is concerned about the quality of survey responses in the CPS on wage and salary Income and self•employrnent earnings. One reason for the concern is the percentage,amount by which income reported in the March CPS differs from aggregate income estimated in the Bureau of Economic Analysis' (BRA's) National Income and Product Accounts (NIPA). The CPS aggregate income from earnings was 96 percent of the comparableamountln theNIPA rn 1996. The CPS exceeded the NIPA benchmark on wages 
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and salaries byZ percent in 1996 but underreported self-employment by close to 50 percent. Not only js self-employment income one of the most difficult sources of income to measure, but also the quaUty of reporting of this source has declined from about two-thirds of the NIPA benchmark in 1990 to about halfin 1996, To evaluate the degree of misreporting (or no reptirting) of wages and salary and of self-employment in the March CPS, the Bureau needs good data. The best data available are that on SSA's Detailed Earnings Record (DERJ1n its Master Earnings FIie (Miff), because it provides breakouts of earnings by each employer. The Census Bureau will compare the survey response to the total earnings of the respondent in the survey Income year and the detailed earnings (for each employer) to detennine whether the respondent is misunderstanding the question. 
SSA - Improved Population Projections (Project JD: 751) Because the 1973 Exact CPS/SSA/IRS Match captures longitudinal information on a cohort of individuals alive in 1973, It Is an increasingly valuable file for analysis of mortality and the characteristics of agfng. The new upd<!,te will serve simiJar Bureau purposes as previous requests, but with several mare years of mortality experience, to assess mortality in relation to the most up-to-date demographic and economic characteristics. There fs repeated evidence that low income persons tend to have higher mortality rates and that the gradient of mortality decreases as income increases. A b~tter understanding of socioeconomic, demographic, and occupational differentials in mortality in the United States will assist the Census Bureau in maktngits population projections (see Population Projections of the United States by Age, Sex, Race, Hispanic Origin, and Nativity: 1999 to 2100). 

Imputation of Missing Data In SIPP Using Administrative Records (Project ID: 892) This project seeks to employ administrative records from the Social Security Administration (SSA) and from the Internal Revenue Serllfce (IRS) to model responses to questions from the Survey oflncome and Program Participation (SIPP) (n order to impute m1ssfngdata. Specifically, the Census Bureau Form y,m use data from W-2 tax forms, as authorized for conducting demographic, econotnic, and agricultural statistics programs and censuses and related program evaluation. (See 26 CFR, Part 301, 60130),2691-2695). 

Administrative Records Research in support of Decennial Operations, Survey Operatlonsi and Population Estimates (Project ID: 249) Project 249 evaluates how data can be used to pro!'.)uce statistical census counts and for measuring the population and person characteristics. Under the project, analyses range from single~source/single-yearstudies to multi-source/multi-year studies to develop methods to obtain the best coverage 8.nd data quaUty combinations. The project involves matching files by person identifier or name, basic street address, and housing unit. We assess whether an administrative records or third party data source fs correct relative to survey or census data coJJected under Title 13, and whether the Tith! 13 data looks correct relative to single or multiple reports from external sources. We determine which sourc.efs) offer the best informatron, and which methods or models help achieve the best infonnation, LEH• in Project249 is being used to better understand coverage in the 1099s and 1040s for decennial census purposes. 
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Business Owner Diversity, Area Demographics and Business Performance (Project JD: 994) 
Using data from the Survey of Business Owners (S80) and Annual Survey of Entrepreneurs [ASE) linked to the Longitudinal Business Database (LBD) and the Integrated Longitudinal Business Database (JLBD) as well as census data, and other administrative records data, the project will examine the characteristics and performance of firms by the demographics of the business owners, including the relationship between business owner and the local-area demographics. Some of the analyses will specifically look rnto potential associations between the performance offlrms with multiple owners of diverse racial backgrounds (diverse-owners firms) and the demographics of the local area where the business Is 
located. 

NSSRN Internal/ Sponsor Data Review and Evaluation Project (Project ID: 1146) This project is a reimbursable survey that has been establlshed to collect self.administered suivey data from nursing professionals. State boards of nursing provide the universe files for the frame. Race data from the T-13 best race data are linked to provfdesampUng evaluation. The survey collects workforce evaluation data for the HRSA/NCHWA, 

2020 Decennial Census Produi;tlon (Projjact ID: 987) 
DMS987 is the administrative records project withf n the U.S. Census Bureau that covers administrative data use dur1ngtestfng and production of the 2020 Census. For the 2020 Census, we will use administrative data, third•party datarand internal da~ to reduce costs, plan efficient operations, and Improve data quality, Administrative data wlll be used during the frame development, respondent motivation, response collection, and post•processing phases. 2020 Census evaluation and experiments activities are covered under DMS1252, 

More specifically, data wm be used in three broad ways during the response collection and post•processfng phases: 1) f1S an Input Jnto statistical modeling; 2) to develop a roi;Just composite data repository for use In various production operations; and 3) to deairmine citizenship status for final products. Statistical models will be used to help design and assign resources to carry out the census. The composite data will be used to validate response data, enumerate non-responding addresses, and fmpute missing data Although the citizenship question was removed from the 2020 Census questionnaire, the Census Bureau will still produce Citizen Voting Age Population (CVAP) estimates for the 2020 
Census population. 

SSA data is not used during frame development or respondent motivation; it is used during response collection and post-processing. Only data that has be properlypro_cessed through the Census Bureau's PVS/PIKsystem to remove SSN's is used for DMS987 activities. The Numldent Is a core data source for all three of the activities Jlsted above, SSA data linking chlldren under 18 years of age with their parents is also used in these actiVities. The Master Beneficiary Record (MBR) will only be used during citizenship deterrn:ination. Administrative data used for enumeration and response will not be archived, and all data products wlll go through disclosure avoidance processing so that confldentlallty Is maintained. 
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Health at birth and later life outcomes: Evaluating the returns to policy-driven early health Jnvestments (Project ID: 1272) 
This study will document the relationship between health at birth and later life outcomes, while evaluating the returns to polfcy-driven early health investments. First, the projectwiJJ use within family variation in birth weight to estimate the effect of health at birth on adult heal,th and productivity. Second, the studywlll analyze specific public health investments that target the prenatal and neonatal periods, The project will evaluate health investments at birth provided to very low birthweightfnfants. Jt will evaluate the Comprehensive Perinatal Services Program [CPSPJ, a landmark program providing enhanced pregnancyrelated care for low-income pregnant 1,vomen in California. Jn a similar analysis, the study will explore the impact of the Women, Infant, and Child (WfC) program on later outcomes using variation in geographic access to the WJC program, 

This project is one of six-projects conducted under the Chapin Hall 2016 RFP, and is part of CARRA's Evfdence-BuildlngPilotstudies (#2016-001), which will demonstrate the utility of the Census Bureau Data Linkage Infrastructure to support evidence-based research and program evaluations. Studies link local, s,tate, and national administrative data ln combination With data avail1ble at the Census Bureau to produce statistical analyses and products that provide policy-relevant insights on public programs. Studies range across policy areas, geographic-coverage, populationsofinterest, and methods. 

Objective: This project aims to demonstrate the utility of constructing and using linked datasets for reliable measurement ofimportantouttomes of program participants. The Hnkedadministratfvedatasets will provide rlcherinformatfon on outcomes across domains and give researchers and government officials a single access point to relevant data from different data providers, This project will assess and document the quality of national, state, and local administrative data, create record linkages with administrativ~ and census a_nd survey data held lat the Census.Bureau, and create analyses and stat[stical products that provide insights into program participants and their outcomes~ as well as improve methodology and statistical products. 

Methodology: Under the Evidence-Building Pilots, the Census Bureau and delegated qualified researchers will study the outcomes of participants of state, local, and nationallevel programs. These pilots link local, state, and national administrative records with data held at the Census Bureau, including administrative records, such as Medtcare and Medicaid participation, as well as surveys such as the Decennial Census and theAmerlcan Community Survey (ACS). First, the pilots will assess the quality of the local, state, and national administrative records1 as well as the quality of the linkage and the contentvarlables, such as enrollment, benefits, and outcomes, The pilots will create models to predict values of items needed but not available in the administrative dataset alone. Finally, the pilots will create disclosure-proofed, statistical products, such ~ aggregated tables and model parameters, showing estimates of population and program outcomes. Linking these data sets to various administrative and survey datasets held at the Census Bureau wfll allow the Census Bureau to produce timely research that wnt strengthen Census estimates, 
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Specifically, the project will bring in data from California Birth Re(:ords to be Jinked with Census Bureau-held survey and administrati1:e data. The project will use a fixed effects estimator that compares the listed outcomes among siblings and twins, employ a regression discontinuity design to study newborns above and below the ve;y low birth weight diagnosis threshold, and use difference-in-differences regression analyses to study the Impact of the California Comprehensive Perinatal Services Program (CPSP) and WIC. 

This project may be amended to include Internal Revenue Service (IRS) data ata later time, 

Improving Measurement of U.S. Health Care Workforce and Institutions (Project ID: 1246) 
The intended goal ofthfs project is to improve measurement of the U.S. health care workforce and Institutions by evaluating the quality and adequacy of existing data and by producing new estimates about thlS population. Additionally, to assess the quality of the newly acquired administrative records dataset from the CMS and its value for future research and production purposes, we will examine income. employment, industry, business ownership, and geographic mobility of health care workforce arid factors affecting these characteristics. To accomplish our goals, we will link the Census Bureau survey data such as A_CS, CPS.SIPP, +nd Decennial Census and IRS Infonnation from Form 1040.!Form 1099, Form 1099R, W-2,DER, Form Kl, BR, and LBD to the CMS's NPPES dataset which Will allow l!S to identify all health care providers in the U.S. We intend to focus on various health care providers, such as physicians, nurse practitioners, registered nurses, physician assistants, pharmacists, and dentists,and on various health care institutions1 such as ambulatory care, hospitals, residential settings and nursing homes, and pharmacies, to address the project's broad questions described be1ow. In this project, we will perform analyses to support five main methodological innovations, each with strong benefits to the Census Bureau, These methodological Innovations include validating survey data responses, produting new estimates related to characteristics of health care workforce and instrtlftions, assessing factors and circumstances influencing !he accuracy of existing measurement, examining predictors of indMdual's geographic mobility, and investigating factors affecting economic well-being of the population.As this Is a new alternative data source which has not been previously used for statistical research purposes, we acknowledge the uncertainty associated with these new external data and that the quality of the data may limit our ability to conduct some of the work we intend to do. 

Developing and Validating New Statistics on Intergenerational Inequality, Poverty, Mobility, and Opportunity (ProjectlD: 1255) 
We will be using these data to evaluate the role that retirement dfsabilil;y, and supplemental securityincomeplayin income inequality, mobility.and opportunity trends and patterns. We will also be using any address or tract information on these fdes, to help understand residential patterns over time. These data wlll help the Census Bureau develop and validate new statistics on Inequality and mobility. 

Income AnaJysls Using surveys (Project JD: 867) 
We will be using the MBR and PHUS data to validate retirement and disability income In surveys and to track these incomes overtime. We will use the SSR to validate supplemental 
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security income in surveys and to track this income source over time. These data ·will help 
the Census Bureau understand income reporting and measurement error ln our surveys. 

Adult labor market outcomes of Chicago Public SChooJ students: Pathways from K-12 
to work (Project ID: 7502442) . 
Under the Bvidence•Building Pilots, the Census Bureau and delegated qualified researchers 
wilJ study the outcomes of participants of state, local, and nationaHevel programs. These 
pilots link local, state, and national administrative records with data held at the Census 
Bureau, including administrative records, such as Medicare and Medicaid participation, as 
well as surveys such as the Decennial CensllS and the American Community Survey (ACS). 
First, the pilots will assess the quallty of the local. state, and national administrative records, 
as well as the quality of the linkage and the content variables, such as enrollment, benefits, 
and outcomes, The pilots will create models to predict values oritems needed but not 
available In the administrative dataset alone, Finally, the pilots will create disclosure
proafed, statistical products, such as aggregated tables and model parameters, showing 
estimates of population and program outcomes. Linking these data sets to various 
administrative and survey datasets held at the Census Bureau will allow the Census Bureau 
to produce timely research that will strengthen Census estimates, products, and activities 
and infonn policies ,nd programs. I 
Note: This project is "In preparation" 

Evaluating the Potential to Improve Income and Well•Being Measurement and 
Statistics through Administrative Records (Project ID: 1170) 
The main goal ofDMS project 1170 Is to use-administrative records from a variety of state 
and federal government sources, such as the Internal Revenue Service (IRS) and the Social 
Security Administration (SSA). linked to household surveys, including the Current 
Population Survey (CPS) including its Annual Social and Economic Supplement (ASEC), the 
Survey oflncorne and Program Partlclpatlon (SIPP~, and the American Community Survey 
{ACS), to examine the potential for improvement in the accuracy and reporting of income 
statistics, measures of economic status, and income dynamics within the U.S. 

Staff from the U.S. Census Bureau and Special Sworn Status (SSS) researchers will work on 
evaluations and studies that examine the benefits and mechanics of using earnings and 
income administrative records to improve Imputation methodologies, measurement error. 
and other measurement Issues as wen as to better understand the relationships between 
income sources and income and other demographlc and labor force characteristics. 

This project is a continuation and update of an existing project, #213. 

Projed #213, as well as its predecessor projects, has been used extensively to study the 
relationship between admjnlstrative and survey income reports. 

Subsequent research wing the SSA administrative records wlll proceed along a number of 
lines: 

Comparing administrative values to survey values allows identification of various 
forms of reporting error. 
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Comparing administrative values among sampled units, such as non-respondents and ineligible addresses, allows measurement of unit non-response bias and survey field operations. 
Comparing values among a variety of other admin records allows validation of the various data sources and synthesis of preferred values, Studying the relationships between various income sources and other characteristics of households and indiViduaJs to better understand the determinants of household material well-being and how those relationships may differ between survey Income reports and administrative records. 

Each of these data uses allows the development and testing of improved sampling, weighting. questionnaire, editing, and imputation, with the ultimate goal of produdngdata products that blend administrative data sources and_surveys in varying degrees, 
Some of these data products include unconditional measures of income distribution, while others include estimates of condltf onal program Impacts on the income distribution, over time and acro,$s geographic areas. 

2021! Census Program for Evaluations and Experiments [CPEXJ (ProjeqtJD: 1252 J DMS 1252 is the administr_ative records project within the US. Census Bureau that covers the 2020 Census Program for Evaluations and Experiments (CPEX). CPEX documents and evaluates the 2020 Decennial Census programs and operations, as well as tests new methods suggested from previous evaluation work. Results from the 2020 CPEXWfll serve as the background or basis from which the 2030 Decennial Census is designed, tested, and implemented, Two projects within the 2020 CPEX program expect to use admlnlstrative records. One will conduct a real-time administrative record census simulation and the other will explore the possibility of using administrative records to produce net coverage estimates Withouthav~ng field or clerical operations. 

SSA data, specifically the Numident, SSA data Un king children under 1B·years of age With their parents, MBR, Supplemental Securlty Record (SSR) and the Disability Application File will be used as sources for both of these efforts. These projects wm generate output fn the form of internal data products and memos, and external working papers, reports for the CPEX memorandum series, publications and presentations at external meetings and conferences. AIi released output will adhere to strict Title 13 and Title 26 disclosure review guidelines. 

Demographic Survey Improvement Project (Project ID: 782) The cOre actiVlty of this project is to link administrative data to the SIPP and CPS Internal and publJc use files and conduct analysis of these linked data In order to improve the Census Bureau's census and survey operations. Survey improvement using administrative data has been underway at the Census Bureau for some tfme. The LEHD program began thiS effort in 2001 after changes to the Treasuty Regulation authorized the use ofW•2 data for survey improvement That work proceeded under ARTS project 458. However changes in the LEHO program, fncl,uding the re-location of the program to the EconomlcDirectorateattbe Census Bureau, necessitated a change in responsibility for survey improvement. The 
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division of Housing, Household, and Economic Statistics (HHESJ in the Demographic Directorate has now taken on this responsibility and this new project outlines the administrative data to be linked and the specific survey improvement tasks that the division will perform. 

2010 and 2020 Census Match Study (Project ID: 249 Subproject P-7508990] This analysis is relfant on record linkage. The same people and addresses are present in many of the same administrati\1e records data sources. The administrative records files must be unduplicated in order to evaluate them relative to the 2010 Census. Thtis, unique person identifiers called protected identification keys (PIKs) are assigned to administrative records through the Person Identification Validation System (PVS), To match administrative records data to the 2010 Census, PIKs must be on these data sources. PIKs are assigned to the 2010 Census through PVS, For the assignment of PIKs, the matching software compared personally Identifiable information (PH) from administrative data and the 2010 Census to PU on person reference files. The software has two primary components, and one or both of those components can be utilized depending on the characterJstics available in the administrative records and 2010 Census flies. The two components are "verification" and "search." The verification module was used when the source file contained a SSN, Count and match ratiop are used to determine the quality and coverage of adrninisirative records and the quality and coverage of demographic infonnation in administrative records. . 

Demographic Survey Improvement Project: Expanded Data Jnfrastnacture and Statlsdcal Modeling Initiative [Project JD: 782 Subproject P-7507389) The core actiVity of this project is to link administrative data to the SIPP and CPS Internal and public use.files and conduct analysis of these linked data in order to improve the Census Bureau's census and survey operations. Survey,fmprovement using administrative data has been underway at the Census Bureau for some time. The LEHO program began this effort in 2001 after c~anges to the Treasury Regulation authorized the use qfW-2 data for survey improvemek That work proceeded under ARTS project 458. HOW'ever changes in the LEHD program, including the re-location of the program to the Economic Directorate at the Census Bureau, necessitated a change in responsibility for survey improvement The division of Housing, Household, and Economic Statistics (HHBS) in the Demographic Directorate has now taken on this responsibility and this new project outlines the administrative .data to be linked and the specific survey improvement tasks that the division will perform. 

The linking of suivey and administrative data: Is done using the masterSJPP-SSN-PIKand CPS-SSN-PIKcrosswalks. These files are created and maintained by the joint efforts of the Demographic Surveys Division (DSD), HHES, and the Data Integration Division (DJD). Address and demographic lnfonnation collected by the CPS and SIPP are provided by DSD to DID. DID uses the PVS system to search administrative databases for SSNs that match survey respondents on the basis of these demographic and geography characteristics. HHES does quality assurance on the output of the PVS system and maintains the final product in its official form. This work is explicitly covered under the CPS and SIPP SSN Validation Projects. 

32 



MEMORANDUM OF UNDERSTANDING

Page 60 of 430

The Use of Administrative Records and the American community survey to Study the Characteristics of Undercounted Young Children in the 2010 Census (Project JD: 249 
subproject P750B790) 
Children under age five are historically one of the most difficult segments of the population 
to enumerate in the U.S. decennJal census, The persistent undercount of young children is 
highest among disadvantaged populations. This study links 2010 Census data and the 
American Community Survey data to administrative records from the Internal Revenue 
Service, Housing and Urban Development, Centers for Medicare and Medicaid, fndian Health Service, the National Change of Address FIie, Temporary Assistance to Needy Families, and the Social Security Administration Numerical Identification System to identify differences between children reported and not reported in the 2010 Census compared to administrative records, Results showtha.t children from ra.cialfethnic minority groups, those liVIng In multi-family or complex households, and those in households where adults have low 
educational attainment or limited Hngllsh proficiency are more Ukely to be undercounted. One of the subtasks In this project is to develop a census tract hard-to_-countscorefor children underage five using administrative records, the 2010 Census and the Census Planning Database, which would help identify and promote outreach in census tracts with high concentration of young children at rfsk of under-enumeration In the next decennial 
census.I I 

"New Subproject-#1: Administrative Record Dual System Estimation (Project ID: 
1252 SubprojectP-7506669) 
This 2020 CPEX subproject proposes to use Census Bureau data and administrative data, including Federal Tax Information (PTJ) to conduct an evaluation to see if dual system estimates could be generated without conducting an Independent post-enumeration survey. This analysis would use administrative i-ecords as the second source of data Instead of the survey, The census would continue to serve as the first source for comparison. This 
eyaluation would be able to assess If population covera~ estimates of similar quality can be generated without haVing to conduct costly independent listing and independent 
interviews. This evaluation will start by researching and prototyping approaches on the 
2010 Census. Our evaluation will continue by applying and continuing to research 
approaches on the 2020 Census. The Census Bureau has conducted post-enumeration 
surveys to measure coverage since the 1950s. Since 1980, the Census Bureau has used dual system estimation to be able to provide :alternative measures of C()Verage, Dua] system estimation is a capture~recapture approach to estimate the true population. 
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Attachment c 
SSA,. Po)icy and Procedures for Reporting the Loss or Suspected Loss of Personally Identifiable Information (PU} 

Social Security's goal is to safeguard and protect the personally identifiable information (PU} entrusted to the agency by reporting immediately the loss or suspected loss 'of PII to lhe Department of Homeland Security's United States Computer Emergency Readiness Team (US-CERT}. Loss of PH could involve theft. malicious/deliberate breach or accidental mishandling of personally identifiable information in electronic or in paper form. 
To accomplish our goal of safeguarding PII, SSA requires that the custodfan and all other aulhorized users of the PU described in this Agreement follow the SSA procedures for reporting a loss or suspected loss of PU to SSA as outlined below. Examples of PII include a person's name, date of birth, Social Security number, bank accollnt information, address, health records and Social Security benefit d_ata. 

Procedqres for the Custodian and all Other Authorized Ugers of PII 

J. !When you Jose or suspect you have lost PU. you must notify sJA immediately. Time is oFthe essence. Provide updates to your supervisor/manager as they become available, but do not delay your initial report to SSA. Please provide SSA with complete and accurate infonnation about the details of the Joss or possible PU Joss. Use the attached Worksheet to document the following infonnation about the incident. 

a. Staff personnel and area involved in the incident. 
b. SSA custodian/contact information. 
c. A description of the loss or suspected loss (e.g., nature of loss, scope, number of files or records and type of equipment or media} ;ncluding the approximate time and location of the loss. 
d. How was the data physically stored. packaged and/or contained (e.g., password protected, encrypted, locked briefcase, redacted personal infonnation, etc.}? e. Have any individuals or external organizations (e.g., other agencies, law enforcement or the press) been contacted or contacted you? 
f. Have any other reports (e,g., FPS, local police. report to SSA) been filed? g. Any other pertinent information. 

2. Send the completed Worksheet to SSA and any other parties described in the Agreement or directly involved as soon as possible. 
3. The information and details about an incident are sensitive and you should share them only wilh those who have a need to know. 
4. Provide updates to the SSA custodian as they become available. 

Worksheet 
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Reporting Loss or Potential Loss of Personally Identifiable Infonnation 

1. In formation about the individual makin~ the renort: 
Name: I 
Position: I 
Or=nization; I 
Phone Numbers: 
Work: I l Cell: I I Home/Other: I 
E-mail Address: l 
Check one of the followimi:: 

Management Official I \ Security Officer I ! Non.Management I 
2. Information about the micro data tbatwas lost/stolen: 

Which element(s) of PH did the data contain? 
Name Bank Account Info 
SSN Medicel/Health Information 
Date of Birth Benefit Pavm~mt Info 
Place of Birth Mother"s Mai!::len Name 
Address Other f describe): 

Estimated volume of records involved: 

3-. How was the data pllysically stored, packaged and/or contained? Paper or Electronic? (circle one): 

Ii Electronic, what .me or device? 
u,n,nn Tablet BackuoTane Blackber"" I 
Workstation Server I CD/DVD Blackberry Phone# 
Hard Drive Flo"""'~ Disk USB Drive 
Other (describe): 

Additional Questions if Electronic: 
Yes NO Not Sure 

a. Was the di:vice cncrvntc:d? 
b. Was the device oassword orotected? 
c. If a lal]ton or tablet was a VPN Smart Card Jost? 

Cardholder's Name: 
Cardholder'sSSA Iosrnn PIN: 
Herdware Make/Model: 
Hardware Serial Number~ 

Worksheet- continued 

Additional QuestiOns if Paper: 
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Yes No Not Sure 
a" Wns the infonnation in a locked briefcase? 
b, Was the information in a locked cabinet or drawer? 
c. Was the informationJn a Jocked vehicle trunk? 
d. Was the information redacted'? 
e. Other circumstances: 

4. If the employee/contractor wl10 was in possession of the data or to whom the data was assigned is not the person making the r-eport (u. listed in #l)tinformation about this employee/contractor: 

Name: I 
Position; I 
O""anization: I 
Phone Numbers: 
Work: I I Cell: I \ Home/Other: l 
E-mail Address: l 

5. Circumstances of the loss: 

a. When was it lost/stolen? 

b. Brief description of how the loss/theft occurred: 

c. When was it reported to the SSA custodian (time/date, SSA custodian 
11ame/title/component)? 

6. W bich renorts have been flied? (include FPS, local oolice. and rennrt to SSA) 
Rennrt Filed ' y,s No 1<" .... ortNum"""r ' Federal Protective Service 
Local Police 

I Yes JNo 
Reoort to SSA I I 
Other tdescribe\ 

7, Other pertinent information (include actions under way, as 'fl'ell es any contacts with other agencies, law enforcement or the press): 
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As p~ut of the !DSA Review and Approval Process in SharePoint, the following checklist will provide 
guidance on whether or not an agreement or memorandum of understanding needs to be reviewed · 
and cleared by the DRB (and whether the agreement should include the standard DRB language). 
Should you need to bring your item in front of the ORB, please contact your DAO for assistance with 
your submission to the weekly agenda. 

1. The agreement produtes any type of statistical product or micro data OR allows for the 
acq~·sition of data. 

. Yes, GO TO Q2. 

. No, this agreement does not need ORB review (upload this checklist to IOSA w/division 
chief~ signature). 

2. The agreement intends to release the product(s) outside the Census Bureau. 
a. Yes, GO TO Q3. 
@ No, this agreement does not need DRB review (upload this checklist to IOSA w/division 

chiefs signature). 

3. The work under the agreement collects or makes use of statistical product(s) or micro data 
that are subject to the confidentiality protections of Title 5, 13, or 26. 

a. ~es, GO TO Q4. I 
b. No, this agreement does not need DRB review (upload this checklist to IOSA 

w / division chiefs signature). Those working on the agreement will work exclusively 
with data that are not confidential, and that are not otherwise protected (e.g., certain 

. Foreign Trade Data), 

4. This is a: 
a. new agreement,1 GO TO QS. 
b. solely an option year renewal/extension of an existing agreementZ. This agreement 

does not need ORB review (upload this checklist to JOSA w/divisiori chiefs signature)3, 
c. modification of an existing, signed agreement that DOES NOT alter the statistical 

product that is produced/released.4 This agreement does not need ORB review 
u load this checklist to /OSA w 'division chie s si nature . 

1 "New agreement" definition: A written arrangement, outlining a set of tasks and agreed to by the parties, with a start 
and end date in the future. A new agreement merely refers to the contract vehicle; the work undertaken under a new 
agreement might be work that the Census Bureau has done before but requires a new (fresh} agreement for the work to 
continue. 
2 "Option year renewal" or "extension" definition: An option year renewal of work (usually for an additional year) that 
was already agreed upon in a current "umbrella" (]arger) agreement Umbrella agreements spell out work to be done, for 
example, over the next five years; the option year renewal refers back to the umbrella agreement to allow the work to 
continue from year to year until the option years run out (the total number of years is spelled out in the umbrella 
agreement), An eh't:ension is a type of agreement modification that allows the work currently under an agreement to go on 
for a few more months (usually to allow for completion of the work). 
3 Bring the agreement to DRB once the umbrella agreement expires and a new one ls being drafted (even ifit is for 
substantially the same work). You will need to work w:ith ORB to create a new plan for infecting noise Into the resulting 
statistical products. You will also need to communicate the new disclosure requirements to the sponsor before signing 
any new agreements . 
.. "Modlficationu definition: (e.g., extending the period of performance, adding funds, adding additional work, or 
clarifying/changing the terms of the agreement), 
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d. modification of an existing, signed agreement that DOES alter the statistical product 
that is produced/released, GO TO QS. · 

5. This agree1nent uses a template listed in Appendix A. 
a. No, GO TO Q6. 
b, Yes, this agreement does not need DRB review [upload this checklist to JOSA 

w/division chiefs signature]. 

6. This agreement represents statistical work/effort from efforts Iis.ted in Appendix Band does 
not combine with any other confidential data. Appendix B lists products exempt from formal 
privacy protection below the sub-state level until September 30, 2019. The exemption does 
not extend to the combination of these products with other products [whether ar not they 
are on the list). 

a. No, GO TO Q7. 
b. Yes, this agreement does not need DRB review [t1pload this checklist to IOSA 

w/division chiefs si9nature). 

7. The agreement cites an exemption from the Census Bureau's disclosure protection mandate 
(e.g., authority to provide unprotected microdata to another entity by law, DSEP ruling, etc,) 

a. No, GO TO THE DRB. (Also, incorporate the QRB's standard noise injection language 
into the agreement see Appendix C:) 

;b. Yes, this agreement doe·s not !1-eed DRB review (upfpad this checklist to IOSA 
w/division chiefs si9nature). 

'·' _,,o••·,-t•--:7'.;· 
If the checklist above indicates you do not have to bring your agreement to the ORB for review, then 
your agreement does NOT need to be reviewed and cleared by the ORB. However, your division 
chief must sign and date this checklist (below) to certify your agreement is exempt from ORB 
review and clearance. Upload this signed Toolkit Checklist to the JOSA Review and Approval System 
in SharePoint. 

As the Division Chief, 1 certify that... 2'.0w't'.-ZQ -&Y-CP S'M NB8 
(Print Agreement Name/ Number) 

does NOT require the DRB's review and approval. 

(Signature) ~ (Date) 

Appendix A 

The following agreements are pre-approved and do not require approval by the ORB: 

• 
• uisition Tern late 
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1. Parties 

MEMORANDUM OF AGREEMENT 
ESTABLISHING A JOINT STATISTICAL PROJECT 

BETWEEN 
THE U.S. CENSUS BUREAU 

AND 
THE U.S. DEPARMENT OF THE ARMY 

0094-FY16-JSP-0Dxx 

This document constitutes an agreement between the Bureau of the Census (Census} and the 
Department of the Army Office of Economic and Manpower Analysis (Army) for the acquisition 
of Army administrative records data. The agreement also establishes a joint statistical research 
project between the census and Army that is based on the acquisition and linkage of those data. 
The research will study the labor market outcomes and socio-economic welt-being of Anny 
applicants, s~rvicemembers (Includes officers, warrant officers, non-commissioned officers, and 
soldiers) and their families during and after military service. 

2. Purpose 

This Memorandum of Agreement (MOA) establishes a data acquisition agreement and a joint 
statistical research relationship between the Census Bureau and the Army to conduc_t studies 
related to the labor market outcomes and socio-economic well-being of service members and 
their families. Research questions to be addressed under this MOA will include, but not be 
limited to: 

A. For selected Army Military Occupational Specialties (MOS) what is the comparison of 
those service members' earnings to the earnings of the demographically similar persons 
in the non-Army, civilian workforce? 

B. For those service members with spouses, what is the comparison of those spouses' 
earnings to the earnings of demographically similar persons in the non-P,irmyworkforce? 

C. For cff1ldren of service members, what is the comparison of educational attainment, 
income and other socio-economic factors compared to the children of non-army, cMlian 
parents? 

D. For service members, what is the comparison of marital stability factors compared to 
those of non-Army civilians? 

E. For service members, are there labor market indicators/risks of suicide compared to 
those of non-Anny civilians? 

F. For service members, how do the post-service labor market outcomes differ for 
indiViduals by,their participation in the Transition Assistance Program (TAP) and its 
components? 

G. For service members, how do Army programs and services provided during terms of 
service (e.g., education assistance, pilot transition programs, Army Community Service 
programs) affect post-service labor market outcomes? 

H. For service members, what are the post-service labor market effects of military service 
experiences including deployments, overseas assignments, and relocations. 

I. How do the labor market outcomes differ between service members and military 
applicants? 
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All new projects beyond the list above and any modifications, expansions, or enhancements to 
existing projects that are approved will be subject to all of the terms and conditions of this 
MOA. 

3. Authorities 

A. The Census Bureau is authorized to enter into this MOA pursuant to Title 13, U.S.C. Section 
8(b) which authorizes the Census Bureau to engage in joint statistical projects with nonprofit 
agencies or organizations on matters of mutual interest, upon equitable apportionment of 
costs and Title 13 U.S.C. Section 6 which authorizes the census Bureau to access by 
purchase or otherwise, information to assist the Census Bureau in the performance of duties 
under Title 13 of the U.S. Code. 

B. Title 13, United States Code {U.S.c.), authorizes the Census Bureau to utilize the services of 
researchers, providing access to confidential Census Bureau microdata for specific purposes 
and subject to the following restrictions: 

i. Section 9 ofTitle 13 states that Censuf data are confidential and may only be used 
for statistical purposes and cannot be disclosed or published in any way that permits 
identification of the respondent. To delineate "statistical purposes" as it relates to 
using outside expertise, a July 12, 1983, notice in the Federal Register gives 
conditions under which the Census Bi.Jreau may grant access to confidential d.ita to 
an individual with expertise or specialized knowledge that will contribute to Census 
Bureau projects or activities. In particular, the individual researcher may be 
employed by an organization for which the Census Bureau is performing a service or 
engaging in a joint project. 

ii. Section 23(cf permits the Census Bureau to use temporary staff to assist the Bureau 
in carrying out work authorized by Title 13, U.S.C., if such persons are sworn to 
observe the limitations of Section 9. 

m. No data or research results may be published that permit identification of a 
respondent. Section 214 of Title 13, U.S.C. (as amended) imposes a fine of up to 
$250,000 or a prison term of up to five years (or both) for wrongful disclosure of 
confidential information. 

C. Army (OEMA) is authorized to provide the services described herein under the OEMA 
Database System Notice, A0680-31 DSC G-1, dated 16 December 2010, FR 78685, as well as 
5 U.S.C. 301, Departmental Regulations; 10 U.S.C. 3013, Secretary of the Army; 10 U.S.C. 
2358, Research and Development Projects; and E.O. 9397 (SSN). OEMA may disclose 
administrative data according to provisions ofthe Privacy Act of 1974, 5 U.S.C. § S52a. 

4. Mutual Interest of the Parties 

Under this MOA, the Census Bureau will link administrative data obtained from the Army to census, 
survey, LEHO and administrative records data. These linked data wiU form the basis for research 
projects designed to add to the mutual benefit of the Census and Army in understanding more 
about factors affecting the labor market outcomes and socio-economic well being of Army officers, 
soldiers and their families: 
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The Census benefits from this project in that it will use these linked data to improve the quality of 
the demographic and economic censuses and surveys that it conducts. Additionally, the outcome of 
this research will improve the quality and understanding of the Longitudinal Employer Household 
Dynamics data by providing a more granular analysis of the Army population. 

The Anny will benefit from the joint research linking survey and administrative data from its Army
Experiences-Data to various data sources that the Census Bureau maintains to conduct research that 
Could lead to program improvements to enhance the well-being of Army members and veterans. 

5. Responsibilities of the Parties 

A. Census Bureau Responsibilities: 

~. Acquire, process and provision the 1990- 2016 {and future years as available) Army
Experlence Dataset from the Army. 

2. Ensure that data may be accessed In the Census Bureau's Research Data Center Network 
(RDCs} under approved projects that meet all review criteria and are approved by Army and the 
Census Bureau using the Census Bureau's standard data protection processes. Access will 
include 13 U.S.C., Section 23(c) Special Sworn Status (SSS) researchers participating in the 
project. In addition, approved joint research projects using linked data provided by Census and 
Army may be conducted using the Census Bureau's Virtual Desktop Infrastructure {VD!) and at 
the Census Bureau Headquarters, 46_00 Silver Hill Road, SUitland, MD and Research Data Center 
{RDC) locations. 

3. Participate in joint research with Army to address the research questions listed in paragraph 
2 of this MOA. 

4. Assist Army staff in obtaining SSS to conduct the joint research, as necessary. 

B. Anny Responsibilities: 

1. Provide the Census Bureau with the 1990-2016 (and future years as available} Army 
Ei<perience Dataset set that contains, but is not limited to, the variables shown in 
Attachment 1 of this MOA. 

2. Provide metadata for the Army-Experience Dataset that includes a data dictionary and 
record counts. 

3. Participate in joint research with the Census to address the research questions listed in 
paragraph 2 of this MOA. 

6. Equitable Apportionment of Costs 

The costs associated with this project are equitably apportioned. Census will provide 
appropriate staff to analyze the linked suivey and administrative data and manage the joint 

I 



MEMORANDUM OF UNDERSTANDING

Page 70 of 430

statistical project including security, data stewardship, and disclosure avoidance reviews. Army 
will provide the core dataset as shown in Attachment 1 and an appropriate number of 
researchers to analyze the linked survey•administratlve records data. 

7. Confidentiality 

·The Census Bureau assumes an obligation to keep all data received from other agencies in 
confidence and to use the data for statistical purposes only in accordance with the provisions of 
Title-13 United States Code. All data analyzed as a result of this interagency MOA will be treated 
as if they have, at a minimum, Title 13 protection. 

The Census Bureau complies with all current NIST standards and publications in accordance with 
Title 111 of the E-GovemmentAct of 2002 (PL 107-347). All systems are fully assessed against 
NIST Special Publication 800-53r3 "Recommended Security Controls for Federal Information 
Systems and Organizations," as well as Special Publication 800-37rl "Guide for Applying the Risk 
Management Framework to Federal Information Systems: A Security Life Cycle Approach." The 
Census Bureau IT Security Pr'ogram is reviewed annually by the Department of Commerce Office 
of the CIO as well as the Department of Commerce Office of Inspector General as part of the 
oversight responsibilities. 

All information and information systems are categorized in accordance with NIST FIPS 199 
"Standards for Security Categorization of Federal Information and Information Systems" and 
NIST Special Publication 800-60 "Guide for Mapping Types of Information and Information 
Systems to Security Categories: (2 Volumes)- Volume 1: Guide Volume 2: Appendices." Security 
controls and subsequent assessments are done based on the final categorization. 

The Census Bureau maintains a policy regarding the reporting of and response to losses of 
protected data in accordance with 0MB Memorandum 6·19 and M-07-16. Known or suspected 
losses of protected data are reported within one hour to the US CERT. Once the Census Bureau 
becomes aware of a known breach of Army data, the Census Bureau will contact the identified 
Army contacts to discuss the actions and potential remedies in regards to the incident. 

The Census will retain the original Army-Experience data for two (2) years from the date of 
receipt. Tue-Census will have unlimited use and ownership of the Army-Experience data after it 
is commingled with other Census data. 

s. Contacts 

The contacts for each party to this MOA are as follows: 

Amy O'Hara, Ph.D. 
Chief, Center for Administrative Records Research & Applications 
U.S. Census Bureau 
4600 Silver Hill Road 
Washington, D.C. 20233 
(301) 763-5757 
Amy.b ohara@census.gov 

COL David Lyle, Ph.D. 
Director, Office of Economic and Manpower Analysis 
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United States Military Academy 
607 Cullum Road 
WestPoint, N.Y.10996 
(845) 938-3329 
david.lyle@usma.edu 

The parties agree that if there is a change regarding the information in this section, the party 
making the change will notify the other party in writing of such change, 

9. Duration of Agreement, Amendments and Modifications 

This MOA will become effective when signed by all parties. The Effective Date will be the dc1te of 
the last signature below. The MOA will terminate on September 30, 2021, but may be amended 
annually by mutual consent of the parties. The parties will review this MOAat least once every 
three years to detennine whether it should be revised, renewed, or canceled. Any party may 
terminate this MOA by providing 30 days written notice to the other party. 

In the event that any provision ofthiS MOA is held to be invalid or unenforceable, for any 
reason, the remainder of the MOA shall remain in full force and effect. 

10. RESOLUTION OF DISAGREEMENTS 

Should disagreement arise on the interpretation of the provisions of this MOA, or amendments 
and/or revisions thereto, that cannot be resolved at the operating level, ihe area(s) of 
disagreement shall be stated in writing by each party and presented to the other party for 
consideration. If agreement on interpretation is not reached within thirty days, the parties shall 
forward the written presentation of the disagreement to respective higher officials for 
appropriate resolution. 

I 
JohnT D p Date 
Direct r, U.S. Census Bureau 

COL, U.S. Army 
Director, Office of Economic and Manpower Analysis 
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Attachment 1 

1990- 2016 Anny-Experience Dataset 

Variable Name Variable Description 
ssn Social Security Number 
name Name 
dob_s Date of Birth 
filedt s File Date 
fileyr File Year 
entry filedt 1.S Entry Fite Date 
entry fi1eyr Entry File Fiscal Year 

entry afnsc Entry AFQT Score 
entry afqtgrp Entry AFQT Group 
ent~ _basdt s Entry Basic Active Service Date 
entry bpedt s Entry Basic Entry Pay Date 
entry_civedcatd Entry Civilian Education Level, Recoded, 

Detailed 
entry_civedcatg Entry Civilian Education Level, Recoded, 

General 
entry datla s Entry Date of Entry onto Active Duty 
entry_ent ... •dt s Ent--· Ent_ry Date 

entry etsdt s Ent,.._, Expiration of Term of Service Date 

entry svcgrp Entry Service Group 
entry terms Entry Term of Service 
entry termsl Entry Term of Service, Recoded 
entry_typla Entry Type of Last Accessions 
addrcity Mailing Addr~ss City 

addrstate Mailing Address State 
addrzipcd Mailing Address Zip Code 
afqsc AFQT Percentile Score (1-99) 

afqtgrp Armed Forces Qualification Test (AFQT) 
Score Category {l, 2, 3A, 3B, 4, 5) 

afqte:rpcatl AFQT Group= CAT 5 (0/1) 
afqtgrpcat2 AFQT Group - CAT 4 {0/1) 
afqtgrpcat3a AFQT Group = CAT 38 (0/1) 
afqtgrpcat3b AFQT Group= CAT3A (0/1) 
afqtgrpcat4 AFQT Group - CAT 2 (0/1) 
afqtgrpcat5 AFQT Group= CAT 1 (0/1) 
ap_filedt s AD Pav, Monthly Pay File Date 
ap m bah AD Pay, Monthly Pay BAH 
ap_m_bahbas AD Pay, Monthly Pay BAH+BAS 
ap_m baspay AD Pay, Monthly Pay Base Pay 
ap_m_baspay_prev AD Pay, Monthly Pay Base Pay, Previous 

Month 
ap m totatcash AD Pay, Monthly Pay Total Cash 
an mgibillstat AD Pay, MGIB Contribution Status Code 
arloc Army Location Code 
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Attachment 1 

asvabap ASVAB Test Score, Audio Perception (1-
160) 

asvabcl ASVAB Test Score, Clerical Aptitude (1-
160) 

asvabco ASVAB Test Score, Combat Aptitude {1-
160) 

asvabdt s ASVAB Test Date 
asvabel ASVAB Test Score, Electronics Aptitude 

(1-160) 
asvabfa ASBAB Test Score, Field Artillery 

Aptitude {1-160) 
asvabgm ASVAB Test Score, General 

Maintenance Apptitude (1-160) 
asvabgt ASVAB Test-Score, General Technical 

Aptitude (1-160) 

asvabmm ASVAB Test Score, Motor Mechanical 
Aptitude (1-:i60) 

asvabof ASVAB Test Score, Food Operations 
Aptitude (t:160) 

asvabsc ASVAB Test Score, Surveillance & 
Communications Aptitude (1-160) 

asvabst ASVAB Test Score, Skilled Technical 
Aptitude {1-160) 

asvabtest ASVAB Test Type 

bar Barto Reenlistment {0/1) 

basdt s Basic Active Service Date 

black Race= Black {l=Black) 

bpedt s Basic Pay Entry Date 

branch Branch 

choice Choice at EfS (0/1) 

choice ct Number of Reenlistment Decisions 

choice_sum Number of Reenlistment Decisions with 
Choice to Reenlist 

chrsvc Character of Service 

citiz Citizenship Status 

civedcatd Civilian Education Level, Recoded, 
Detailed 

civedcatg Civilian Education Level, Recoded, 
General 

dg Civilian Education= College Graduate 

(0/1) 
cmbtfit Combat Fit or Ready (D/1) 

emf Career Management Field 

cohsat SAT Cohort 
compt Service Component 
compt1 Service Component, Recoded 

(AC-Active, NG-National Guard, 
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Attachment 1 

RC=Reserves) 

ctzn Citizenship Status, Recoded {C=Citizen, 
N=Naturalized, X=Non•Citizen) 

datla s Date of Entry onto Active Duty 
death Death (0/1) 
depend Dependents (0/1) 
deploy _last fl!edt s Last Deployment End Date 
dml Distibution Management Level 
dmsl Distibution Management SulHevel 
entrydt s Entry Date of Entry onto Active Duty 
ereupp Reenlistment Eligibility 
etsdt s Expiration ofTerm of Service Date 
evermarried Ever Married (0/1) 
female Gender =Female (0/1) 
ged Civilian Education= General Education 

Degree (0/1) 
goarmyed_total_army_cost Army Tuition Assistance, Total Cost to 

Army 
goarmyed total courses Army Tuition Assistance, Total Courses 
goarmyed_total_credits Army Tuition Assistance, Total Credits 
goarmyed _ total_ soldier_ cost Army Tuition Assistance, Total Cost to 

Soldier 
grade Pay Grade (E01·E09) 
g,d Ovilian Education= Graduate Level 

Degcee (0/1) 
grtit Pay Grade Abbreviation 
hisp Race= Hisoanic (l=Hispanic) 
hsd Civilian Education = High School 

Dropout (0/1) 
hsg Civilian Education= High School 

Graduate (0/1) 
loc Army Location Name, country or Army 

Area +State 
lossdt_s Separation Date 
male Gender =Male f0/1) 
marst Marital Status 
mep afqt_dt MEPCOM, AFQT Date 
mep afqt dt_s MEPCOM, AFQT Date 
mep afqt pctl MEPCOM, AFQTPercentile 
mep afot_test version MEPCOM, AFQTTest Version 
mep_asvab_raw_ao MEPCOM, ASVAB Raw Assembing 

Objects (AO} 
mep_asvab_raw_ar MEPCOM,ASVAB Raw Arithmetic 

Reasoning {AR) 
mep_asvab_raw_as MEPCOM, ASVAB Raw Auto and Shop 

Information (AS} 
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Attachment 1 

mep_asvab_raw_cs MEPCOM, ASVAB Raw Coding Speed 
(CS} 

mep_asvab_raw_ei MEPCOM, ASVAB Raw Electronics 
Information (El) 

mep_asvab_raw_gs MEPCOM, ASVAB-Raw General Science 
(GS} 

mep_asvab_raw_mc MEPCOM, ASVAB Raw Mechanical 
Comprehension (MC) 

mep_asvab_raw_mk MEPCOM, ASVAB Raw Mathematics 
Knowledge (MK) 

mep_asvab_raw_no MEPCOM, ASVAB Raw Numerical 
Operations (NO) 

mep_asvab_raw_pc MEPCOM, ASVAB Raw Paragraph 
Comprehension (PC) 

mep_asvab_raw_ve MEPCOM, ASVAB Raw Verbal 
Expression (VE) 

mep_asvab_raw_wk MEpCOM, ASVAB Raw Word Knowledge 
(WK} 

mep_civedcatd MEPCOM, Civilian Education Level, 
Recoded, Detailed 

mep_dvedcatg MEPCOM,Civilian Education Level, 
Recoded, General 

mep_hor city MEPCOM, Home of Record City 
mep_hor county MEPCOM, Home of Record County 
mep_hor state MEpCOM, Home-of Record State 
mep hor zip MEPCOM, Home of Record Zip Code 
mep init afqt_dt MEPCOM, Initial AFQT Date 
meo init afqt dt s MEPCOM, Initial AFQTDate 
mep init afqt pctl MEPCOM, Initial AFQT PercE!ntile 
mgib_elig VA-MGIB, MGIB Eligibilitv {0/1) 
mgib enroll VA-MGIB, MGIB En~oll (0/1) 
mgib use VA-MGIB, MG!B Use (0/1) 
ngibdt_s Date Accepted or Decflned GI Bill 

Enrollment 
ngibstat GI Eligibility Status 
nmbr chld DEERS, Number of Children 
nmbr chld 0004 DEERS, Number of Children, Age o - 4 
nmbr chld 0018 DEERS, Number of Children, Age 0- 18 
nmbr chld 0507 DEERS, Number of C:hildren, Age 5 - 7 
nmbr chld 0810 DEERS, Number of Children, Age 8 - 10 
nmbr chld 1113 DEERS, Number of Children, Age 11- 13 
nmbr_chfd 1417 DEERS, Number of Children, Age 14-17 
nrdep TAP DB, Number of Dependents 
nrdepa TAPDB, Number of Dependent Adults 
nrdepc TAPDI}, Number of Dependent Children 
orace Race= Other Race {l=Other Race) 
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p2002 hfpdur Months Den\oyed, Since FV2002 
phyca Physical Category 
phypr' Physical Profile (PULHES) 
pmos Primary Military occupation Specialty 
promodt_e4 First File Date in Rank of E4 
promodt es First File Date in Rank of ES 
promodt_e6 First ff/e Date in Rank of E6 
promodt_e7 First File Date in Rank of E7 
psicdt_s Security lnvesti~ation Initiated Date 
psicstat Security Investigation Completed Date 
psiidt s Security Investigation Initiated Status 
psiistat Security Investigation Completed Status 
psitype Security Investigation Type 
race Race/ Ethnic Group, General (B=Black, 

H=Hispanic, W=White, X=0ther) 
race9 Race/ Ethnic Group, Detailed 
reup Reenlisted (0/1) 
reup sum Nlimber of Reennstment 
reupelig Reenlistment Eligible (0/1) 
satmrecn SAT Math Recentered 
sattotrecn SATTotal Recentered 
satvrecn SAT Verbal Recentered 
sep_addrcity Separation Mailing Address City 
sep addrstate Separation Mailing Address State 
sep addrzipcd Seoaration Mailing Address Zip Code 
sep chrsvc Separation Character of Service 
sep erade Separation Pay Grade (E01-E09) 
sep sepdt s Separation Separation Date 
sep_spd Separation Separation Program 

Designator 
sepndoc - - Separation Document 
sex Gender (M=Male, F=Female) 
smc Civilian Education= Some College {0/1) 
spd Separation Program Designator 
spdgrp Separation Program Designator Group 
stanam Army Location Name, Installation Name 
statebrth State of Blrth 
statehor State of Home of Record 
strength_cat cd Strengtth Category Code 
svcgrp Service Group 
terms Term of Service 
terms1 Term of Service, Recoded 
ths status cd THS Status Code 
total hfpdur Months Deployed, Total 
typla Type of last Accessions 
ucx elig UCX Eligibility (0/1) 
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Attachment 1 

ucx elig_dt s 1 UCX Eligibility Date 1 

ucx elig dt s 2 UCX Eligibility Date 2 

ucx elig_dt s 3 UCX Eligibility Date 3 

ucx elig_dt s_ 4 UCX Eligibility Date 4 

ucx elie: state_1 UCS Eligibility State 1 

ucx elig__state_2 UCS Eligibility State 2 

ucx elie: state 3 UCS Elii ibility State 3 

ucx elig__state 4 UCS Eligibility State 4 

ucx inelig_dt_s_l UCX Ineligibility Date 1 

ucx_inelig_dt s 2 UCX Ineligibility Date 2 

u.cx inelig dt s 3 UCX Ineligibility Date 3 

ucx in,elig_state 1 UCS Ineligibility State 1 

ucx inelie: state_2 UCS Ineligibility State 2 

ucx ir'lelig__:state 3 UCS Ineligibility State 3 

unitstat Unit Status 

usapda_combined_rating USAPDA Medical Board, Combined 
Disability Rating 

usapda_final_result_cd USAP0A Medical Board, Final Result 

Code 

usapda_final_result_dt_s USAPDA Medical Board, Final Result 

Date 

usapda ptsd USAPDA Medical Board, PTSD {0/1) 

usapda tbi USAPDA Medical Board, TBI {0/1) 
usapda tyoe case cd USAPDA Medical Board, case Type Code 

va_bnf_pt_mn_qy VA-MGIB, VA Basic Benefit Payment 

Months Quantity 

va_edu_entl_qy VA-MGIB, MGIB Program Entitlement 
Months Quantity 

va_ki_mth_qy VA-MGIB, VA Kicker Payment Months 

Quantity 

vadc cmbrtg VA-DC, Combined Rating 

vadc comptype VA-DC, Compensation Type 

vadc deathcomp VA-DC, Death Compensation (0/1) 

vadc deathpension VA-DC, Death Pension {0/1) 

vadc diagptsd VA-DC, PTSD (0/1) 
vadc diagtbi VA-DC, TBI (0/1) 
vadc_dic VA-DC, Dependent Indemnity 

Compensation 10/1) 
vadc disablecomp VA-DC, Disability Compensation (0/1) 

vadc_disablepension VA-DC, Disability Pension (0/1} 
vadc effctvdt s VA-DC, Effective Date (0/1) 

vadc entcd VA-DC, Entitlement Code 

vadc era VA-DC, Era of Service 

vadc_grossawd VA-DC, Monthly Gross Award 

vadc iu VA-DC, Unemployability {0/1} 

white Race-= Black {l"'White) 
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yos Years of Seivice 
dobyr Birth Year 
entryfy Entry Fiscal Year 
mths_deploy_loss Months Between Last Deployment and 

Separation 
mil sep fy ACAP, Military Separation Fiscal Year 
presep_frm_cmpl_dt ACAP, Preseparatlon· Form Completion 

Date 
acap depl cd ACAP, Deployment Code 
acap ret cd ACAP, Retirenent Code 
acap site cd ACAP, Location Site Code 
acap spc: pgm cd ACAP, Special Program Code 
alt email_addr tx ACAP, Alternative Email Address 
application_dt ACAP, Completed an Application for 

Federal Job Benchmark Date 
cell_phone nr ACAP, Cell Phone Number 
cnsl_cmpl dt ACAP, Couselinu Completed Date 
desired location cd ACAP, Deslred Location, State 
email addr tx ACAP, Email Address 
fed_resume_cmpl_dt ACAP, Federal Resume Training 

Completion Date 
fed resume sent dt ACAP, Federal Resume Sent Date 
form version cd 
hor_phone_nr ACAP, Home of Record Phone Number 
init_cnsl_cmpl_dtm ACAP, Initial Counseling Completion 

Date 
install dprt_dt ACAP, Military Installation Depart Date 
intvw rdy dt ACAP, Interview Ready Date 
itp_cmpl_dt ACAP, Individual Transition Plan (ITP) 

Completion Date 
itp_nr ACAP, Individual Transition Plan (ITP) 

Type or Number 
itp_salary_range_cd ACAP, Individual Transition Plan {ITP) 

Salary Range 
mil_sep dt ACAP, Military Separation Date 
mil sep ym ACAP, Military Separation Year-Month 
obtained_job dt ACAP, Obtained a Job Benchmark Date 
phone nr ACAP, Phone Number 
post_mil_goal_tx ACAP, Post Military Service Goal Other 

Text 
presep_cmpl_dtm ACAP, Preseparation Counseling 

Completion Date 
svc_accpt_cd ACAP, Transition Service Acceptance 

Code 
trnstnr_reg_dt ACAP, Transition Assistance Program 

Registration Date 
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va_bene_cmpl_dtm ACAP, VA Benefits I Briefing Completion 
Date 

va_beneii_cmp/_dt ACAP, VA Benefits II Briefing 
Completion Date 

va_dtap_cmpl_dtm ACAP, VA Benefits DTAP Briefing 
Completion Date 

wksp cmpl_dt ACAP, DOL Workshop Completion Date 
presep_frm_cmpl ACAP, Preseparation Form Completion 

(0/1) 
presep_cmpl ACAP, Preseparation Counseling 

Completion {0/1) 
va_bene_cmpl ACAP, VA Benefits Briefing Completion 

(0/1) 
itp_cmpl ACAP, Individual Transition Plan 

Completion {0/1) 
dd_form_2648 ACAP, Service Usage D02648 

Completion 
non_dd_form_2648 ACAP, Service Usage Not D02648 

Completion 
acap_svc_use_cat ACAP, Service Usage Category, 

Computed 
u_fed_job_application_oeat_ct ACAP, Service Usage, Federal Job 

Application OEAT Count 
u_fed_job_application_oeat_dt ACAP, Service Usage, Federal Job 

Application OEAT Date 
u_govt_job_application_ct ACAP, Service Usage, Government Job 

Application Count 
u_govt_job_application_dt ACAP, Service Usage, GovernmentJob 

Application Date 
u _tap_ workshop_ attendance_ ct ACAP, Service Usage, TAP Workshop 

Attendance Count 
u_tap_workshop_attendance_dt ACAP, Service Usage, TAP Workshop 

Attendance Date 
ens! any_ct ACAP, Any Counseling Requested 
cnsl_career_change_ct ACAP, Counseling Requested, career 

Change 
cnsl_disabled_vet_benefits_ct ACAP, Counseling Requested, Disabled 

Veteran Benefits 
cnsl_education_training_ct ACAP, Counseling Requested, Education 

and Training 
cnsl_employment_ct ACAP, Counseling Requested, 

Employment 
cnsl finances ct ACAP, Counseling Requested, Finances 
cnsl_health_life_insurance_ct ACAP, Counseling Requested, Health or 

Life Insurance 
cnsl itp ct ACAP, Counseling Requested, ffP 
cnsl relocation ct ACAP, Counseling Requested, 
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Relocation 
cnsl_reseive_ct ACAP, Counseling Requested, Reserve 

Component 
cnsl_vet_benefits_brief_ct ACAP, Counseling Requested, Veteran 

Benefits 
b_cert_tech_schl_accept_ltr_ct ACAP, Benchmark, 

Certification/Technical School 
Acceptance Letter count 

b _cert_ tech_ schl_i:1ccept_Jtr _ dt 

b_cert_tech_schl_apply_ct 

b_cert_tech_schl_apply_dt 

b_college_accept_ltr _ct 

b_ college_accept_ltr _dt 

b_college_apply_ct 

b_college_apply_dt 

b_dd2958_ct 

b_dd2958_dt 

b_dol_employ_wrkshpjko_ct 

b_ dol_employ_wrkshp_jko_ dt 

b_dol eold card ct 
b dol_gold card dt 
b_ education_track_ ct 

b education track dt 
b_ entrepreneur _track_ct 

b_ entrepreneur _track_dt 

b gap analysis_ct 
b gap analysis dt 
b_ higher _educatlon_jko_ct 

ACAP, Benchmark, 
Certification/Technical School 
Acceptance Letter Date 
ACAP, Benchmark, 
Certification/Technical School 
Application Count 
ACAP, Benchmark, 
Certification/Technical School 
Application Date 
ACAP, Benchmark, College Acceptance 
Letter Count 
ACAP, Benchmark, College Acceptance 
Letter Date 
ACAP, Benchmark, College Application 
Count 
ACAP, Benchmark, College Application 
Date 
ACAP, Benchmark, Individual Transition 
Plan Checklist (D02958) Count 
ACAP, Benchmark, Individual Transition 
Plan Checklist (0D2958) Date 
ACAP, Benchmark, OOL Employment 
Workshop (JKO) Count 
ACAP, Benchmark, OOL E"mployment 
workshop (JKO) Date 
ACAP, Benchmark, DOL Gold Card Count 
ACAP, Benchmark, DOL Gold Card Date 
ACAP, Benchmark, Education Track 
Count 
ACAP, Benchmark, Education Track Date 
ACAP, Benchmark, Entrepeneur Track 
Count 
ACAP, Benchmark, EntrepeneurTrack 
Date 
ACAP, Benchmark, Gap Analvsis Count 
ACAP, Benchmark, Gap Analysis Date 
ACAP, Benchmark, Higher Education 
(JKO) Count 

Attachment 1 
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b_higher _ education_jko_ dt ACAP, Benchmark, Higher Education 
(JKO) Date 

b_moc_xwalk_jko_ct ACAP, Benchmark, MOS XWalk (JKO) 
Count 

b_moc_xwalk_jko_dt ACAP, Benchmark, MOS XWalk (JKO) 
Date 

b_obtain_job ct ACAP, Benchmark, Obtained Job Count 

b_obtain_job_dt ACAP, Benchmark, Obtained Job Date 
b_personal_finance_jko_ct ACAP, Benchmark, Personal Finance 

(JKO) Count 

b_personal_finance_jko_dt ACAP, Benchmark, Personal Finance 
(JKO) Date 

b _post_ service _budget_ ct ACAP, Benchmark, Post Service Budget 
Count 

b_post_service_budget_dt ACAP, Benchmark, Post Service Budget 
Date 

b _ technical_ track_ ct ACAP, Benchmark, Technical Track 
Count 

b_technical_track dt ACAP, Benchmark, Technical Track Date 
b_transition_overview_jko_ct ACAP, Benchmark, Transition Overview 

{JKO) Count 
b _transition_ ave rview _jko _ dt ACAP, Benchmark, Transition Overview 

{JKO) Date 

b_ va_benefits_i_jko_ct ACAP, Benchmark, VA Benefits Briefing I 
(JKO} Count 

b_va_benefits_i_jko_dt ACAP, Benchmark, VA Benefits Briefing I 
(JKO) Date 

b_va_benefits_ii_jko_ct ACAP, Benchmark, VA Benefits Briefing 
II (JKO) Count 

b_va_benefits_ii_jko_dt ACAP, Benchmark, VA Benefits Briefing 
II {JKO) Date 

b education_track ACAP, Benchmark, Education Track 
b entrepreneur track ACAP, Benchmark, Entrepeneur Track 
b_technical track ACAP, Benchmark, Technical Track 
b any_gps track ACAP, Benchmark, Any GPS Track - -
n_capstone_ct ACAP, Notes-Benchmark, Capstone 

Count 
n_capstone_dt ACAP, Notes-Benchmark, Capstone 

Date 
n_dd2958_ct ACAP, Notes-Benchmark, lndiVidual 

Transition Plan Checklist (002958) 
Count 

n_dd2958_dt ACAP, Notes-Benchmark, lndivldual 
Transition Plan Checklist (D02958) Date 

n__gap_analysis_ct ACAP, Notes-Benchmark, Gap Analysis 
Count 
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n_gap_analysis_dt ACAP, Notes-Benchmark, Gap Analysis 
Date 

n_post_service_budget_ct ACAP, Notes-Benchmark, Post Service 
Budget Count 

·n_post_service_budget_dt ACAP, Notes-Benchmark, Post Seivice 
Budget Date 

n_transition_overview_jko_ct ACAP, Notes-Benchmark, Transrtion 
Overview {JKO) Count 

n_transition_overviewjko_dt ACAP, Notes-Benchmark, Transition 
Overview (JKO) Date 

n _ va _ benefits_i_jko _ ct ACAP, Notes-Benchmark, VA Benefits 
Briefing I (JKO) Count 

n_ va_benefits_i_jko _dt ACAP, Notes-Benchmark, VA Benefits 
Briefing I {JKO) Date 

n_va_benefits_ii.Jko_ct ACAP, Notes-Benchmark, VA Benefits 
Briefina II {JKO) Count 

n_ va_ benefits_ii_jko_dt ACAP, Notes-Benchmark, VA Benefits 
Briefing II {JKO) Date 

dd2648_10 ACAP, 0D2648, Block 10 
dd2648_11 ACAP, 002648, Block 11 
dd2648_11a ACAP, DD2648, Block 11a 
dd2648_11b ACAP, D02648, Block 11b 
dd2648_11c ACAP, 0D2648, Block 11c 
dd2648 11c1 ACAP, 0D2648, Block 11cl 
dd2648 11cla ACAP, 0D2648, Block llcla 
dd2648 llclb ACAP, 002648, Block 11clb 
dd2648 11c1c ACAP, D02648, Block llclc 
dd2648 llcld ACAP, D02648, Block llcld 
dd2648 11cle ACAP, 002648, Block 11cle 
dd2648 11d ACAP, D02648, Block 11d 
dd2648 11d1 ACAP, D02648, Block lldl 
dd2648 11d2 ACAP, DD2648, Block lld2 
dd2648_11d3 ACAP, 0D2648, Block 11d3 
dd2648 11d4 ACAP, D02648, B_lock 11d4 
dd2648 11e ACAP, D02648, Block 11e 
dd2648 llf ACAP, DD2648, Block llf 
dd2648 11g ACAP, 002648, Block 11g 
dd2648 11g1 ACAP, 0D2648, Block.llgl 
dd2648 11g3 ACAP, D02648, Block 11g3 
dd2648~11g4 ACAP;D02648, Block 11g4 
dd2648 11g5 ACAP, D02648, Block llgS 
dd2648_11h ACAP, 0D2648, Block llh 
dd2648 lli ACAP, D02648, Block 11i 
dd2648 11il ACAP, 0D2648, Block 11il 
dd2648 lli2 ACAP, D02648, Block 11i2 
dd2648 llj ACAP, D02648, Block llj 



MEMORANDUM OF UNDERSTANDING

Page 83 of 430

Attachment 1 

dd2648_lljl ACAP, DD2648, Block 11jl 
dd2648 11j2 ACAP, DD2648, Block 11j2 
dd2648 llk ACAP, D02648, Block llk 
dd2648 111 ACAP, D02648, Block 111 
dd2648 12a ACAP, D02648, Block 12a 
dd2648 12b ACAP, D02648, Block 12b 
dd2648 13 ACAP, D02648, Block 13 
dd2648 14a ACAP, D02648, Block 14a 
dd2648 14b ACAP, 0D2648, Block 14b 
dd2648 14c ACAP, D02648, Block 14c 
dd2648_15a ACAP, D02648, Block 15a 
dd2648 15al ACAP, D02648, Block 15a1 
dd2648 15a2 ACAP, D02648, Block 15a2 
dd2648 15a3 ACAP, D02648, Block 15a3 
dd2648 1Sa4 ACAP, 0D2648, Block 1Sa4 
dd2648 15b ACAP, D02648, Block 15b 
dd2648 1Sbl ACAP, 0D2648, Block 1Sb1 
dd2648 1Sb2 ACAP, 002648, Block 15b2 
dd2648 16a ACAP, 002648, Block 16a 
dd2648 1Gb ACAP, 0D2648, Block 16b 
dd2648 16c ACAP, D02648, Block 16c 
dd2648 16d ACAP, 002648, Block 16d 
dd2648 16e ACAP, 0D2648, Block 16e 
dd2648_16f ACAP, 0D2648, Block 16f 
dd2648_16g ACAP, D02648, Block 16g 
dd2648_16h ACAP, D02648, Block 16h 
dd2648 16i ACAP, D02648, Block 16i 
dd2648 17a ACAP, D02648, Block 17a 
dd2648 17b ACAP, 0D2648, Block 17b 
dd2648 17c ACAP, D02648, Block 17c 
dd2648_17d ACAP, 002648, Block 17d -
dd2648_17e ACAP, 0D2648, Block 17e 
dd2648 18 ACAP, 0D2648, Block 18 
dd2648 19 ACAP, 0D2648, Block 19 
dd2648_20a ACAP, D02648, Block 20a 
dd2648_20b ACAP, 002648, Block 20b 
dd2648 20c ACAP, D02648, Block 20c 
dd2648_21 ACAP, D02648, Block 21 
dd2648_22 ACAP, 0D2648~ Block 22 
dd2648 23 ACAP, 002648, Block 23 
dd2648 25a ACAP, 002648, Block 25a 
dd2648 25b ACAP, D02648, Block 25b 
dd2648 25bl ACAP, 002648, Block 25bl 
dd2648_25b2 ACAP, 002648, Block 25b2 
dd2648 25b3 ACAP, D02648, Block 2Sb3 
dd2648 25b4 ACAP, 0D2648, Block25b4 
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dd2648 26a ACAP, 0D2'648, Block 26a 
dd2648 26b ACAP, 0D2648, Block 26b 
dd2648 27 ACAP, 0D2648, Block 27 
dd2958 1 ACAP, D02958, Block 1 
dd2958_10 ACAP, 002958, Block 10 
dd2958_11 ACAP, D02958, Block 11 
dd2958 12 ACAP, 0D2958, Block 12 
dd2958_13 ACAP, 0D2958, Block 13 
dd2958 14 ACAP, D02958, Block 14 
dd2958 15 ACAP, D02958, Block 15 
dd2958_16A ACAP, 0D2958, Block 16A 
dd2958 16B ACAP, 0D2958, Block 16B 
dd2958 16C ACAP, D02958, Block 16C 
dd2958 16D ACAP, D02958, Block 16D 
dd2958 17 ACAP, 002958, Block 17 
dd2958 18 ACAP, 0D2958, Block 18 
dd2958 19 ACAP, D02958, Block 19 
dd2958 2 ACAP, 002958, Block 2 
dd2958_20 ACAP, 0D2958, Block 20 
dd2958 21 ACAP, D02958, Block 21 
dd2958 22 ACAP, D02958, Block22 
dd2958 23 ACAP, D02958, Block 23 
dd2958 24A1 ACAP, D02958, Block 24A1 
dd2958 24A2 ACAP, D02958, Block 24A2 
dd2958 248 ACAP, 0D2958, Block 24B 
dd2958_24C ACAP, 0D2958, Block 24C 
dd2958 24D ACAP, D02958, Block 24D 
dd2958_25Al ACAP, 0D2958, Block 25Al 
dd2958 25A2 ACAP, D02958, Block 25A2 
dd2958 25B ACAP, D02958, Block 25B 
dd2958 25C ACAP, D02958, Block 25C 
dd2958 25D ACAP, 002958, Block 250 
dd2958 26Al ACAP, D02958, Block 26Al 
dd2958 26A2 ACAP, 0D2958, Block 26A2 
dd2958_26B ACAP, 002958, Block 268 
dd2958 28A ACAP, 0D2958, Block 28A 
dd2958_28B ACAP, 0D2958, Block 288 
dd2958 29A ACAP, D02958, Block 29A 
dd2958 298 ACAP, D02958, Block 29B 
dd2958 29C ACAP, D02958, Block 29C 
dd2958 30A ACAP, D02958, Block 30A 
dd2958 30B ACAP, D02958, Block 368 
dd2958 30C ACAP, D02958, Block 30C 
dd2958 4 ACAP, 0D2958, Block4 
dd2958 5 ACAP, D02958, Block 5 
dd2958 6 ACAP, D02958, Block 6 
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dd2958 7 ACAP, D02958, Block 7 
dd2958 8 ACAP, 002958, Block 8 
dd29S8 9 ACAP, D02958, Block 9 
acap site nm ACAP, Location Site Name 
acap mainsite_cd ACAP, Locaton Main Site Code 
_merge_acap ACAP, _MERGE (l=Non-Match, 

3=Matched) 
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1. Purpose. 

MEMORANDUM OF UNDERSTANDING 
BETWEEN 

THE U.S. OFFICE OF PERSONNEL MANAGEMENT 
ANO 

THE U.S. CENSUS BUREAU 

This Memorandum of Understanding (MOU) sets forth the terms and conditions of an agreement 
between the U.S. Census Bureau (Census Bureau), a component of the U.S. Department of 
Commerce, and the U.S. Office of Personnel Management (OPM} for the acquisition of data from 
the Enterprise Human Resources Integration (EHR!) - Statlstlcal Data Mart {SOM}. This agreement 
represents a commitment to protect the privacy of Federal employees whose records are 
entrusted to the undersigned, and a mutual commitment to provide statistics that accurately 
reflect the Federal clvilian workforce. 

2. Authority. 

CENSUS AUTHORllY 

The authority for the Census Bureau to enter Into this agreement Is 13 U.S.C. § 6, which permits 
the census Bureau to access, by purchase or otherwise, Information to assist the Census Bureau in 
the performance of duties under Title 13, United States Code. 

OPM AUTHORllY 

The records that OPM is providing to Census Bureau are covered by the Privacy Act. OPM Is 
permitted to disclose the records pursuant to (b){4) of the Privacy Act of 1974, 5 U.S. Code§ 552a. 

Further authority for OPM entering Jnto th.is agreement Is based on the following: 

• Federal Information Security Management Act (FISMA) as part of the EMGovemment Act of 
2002 

• Privacy Act of 1974, 5 U.S.C. § 552a 
• Office of Management and Budget (0MB) Circular AM130, Managing Information as a 

Strategic Resource 
• NIST Special Publicatlon 800--47, Security Guide for Interconnecting lnfonnation 

Technology Systems 
• Electronic Code of Federal Regulatlon (eMCFR) - Title 39 • Chapter I • Subchapter D • Part 

267 (AUTHORITY: 39 U.S.C, 401; Pub. L 93-579, 88 Stat, 1896) 
• U.S. Office of Personriel Management, Information Security and Privacy Polley, 
• U.S. Office of Personnel Management, IT Security Policy and Procedures, 

Memorandum of Understanding 
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3. Overview. 

The·OPM Data Analysis Group ls responsible for the oversight of the use and dissemination of EHRI 
/ SOM, which consist of data pertaining to each Federal employee. The Census Bureau Is 
continuing its research program to explore the potential for using administrative records to 
improve economic and demographic censuses, surveys, and intercensal populatlon estimates. As 
part of the research, various administrative record files will be included In a research data system 
called the Longltudlnal Employer Household Dynamics {LEHD) system, The goal Is to develop 
optimal combinations of administrative record file Information based on data accuracy, timeliness, 
and availability, as well as to produce statistical products. 

The broad objective of this agreement is to Improve the Censu~ Bureau data Infrastructure and 
prepare products for better understanding of the dynamics of the U.S. labor market. To this end, 
the data specified In Attachment 1 will be used by the Census Bureau for the following: 

a. Exploring the potential for using administrative records to Improve Census Bureau 
programs, including economic and demographic censuses and surveys and intercensal 
population estimates, that may be reasonably expected to benefit the LEHD program; 

b. Researching, integrating, maintaining, improving, and expanding the LEHO data 
Infrastructure, also referenced as the LEHO System in Section II, ~aragraph 5; 

c~ Researching, developlng, Implementing, producing, and enhancing LEHO data and 
products, including the Quarterly Workforce Indicators (QWI), LEHO Origin-Destination 
Employment Statistics (LODES), Job-to-Job Flows (J2J); 

d. Researching, developing, evaluating, Implementing, and enhancing economic, statlstlcal, 
and technical theories, methodologies, analyses, and procedures to Improve data 
qual!ty, tlmeliness, avallabillty, and appllcabllity of the LEHO data infrastructure and 
products; and 

e. Other LEHO-related purposes agreed to under this agreement in consultation with LED 
partner states. 

This research will provide important data to support Census Bureau programs, lncludlng the 
Master Address File, current demographic and economic survey and census operations, the 
Intercensal Estimates Program's population and housing estimates, and related census and survey 
program evaluations. 

4. Conditions of Agreement. 

Census agrees that: 

a. No data exchanged under this MOU may be transferred via email. Encrypted disks that 
OPM uses to provide the data will be kept in a safe and secute location. All related 
passwords needed to access the disks will be kept separately. 

Memorandwn of Understanding 
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b, All data acquired as a result of this lnteragency agreement wlll be treated as ff they have, at 
a minimum, protection at the moderate risk level In accordance with the National Institute 
of Standards-and Technology (NIST) Federal Information Processing Standards (FIPS) 200 
and Special Publication 800-G0rl. 

c. 13 U.s.c. Section 9 requires the Census Bureau to maintafn the confidentiality of the 
Information it receives from OPM. No one except Census Bureau employees and individuals 
with special sworn status may access the Information. 

I. Data can only be used for statistics 

II. No publicatlon can Identify or make identiflable any particular establishment or individual 

Iii. Cannot permit anyone to e>1amine individual reports. 

d. Prior to the handling of the OPM data, the Census Bureau agrees that each Census Bureau 
employee and each individual with Census Bureau Special Sworn Status that may have 
access to the OPM data, shall have signed a standard Census Bureau Affidavit of 
Nondisclosure, e.g BC17S9. Only those Individuals with a need to know wlll access the 
Information for the purpose for Which it is provided under this MOU. Only individuals who 
have undergone a background investigation at the appropriate level and received a 
favorable adjudication will be allowed access to the data. 

e. The Census Bureau will restrict access to the OPM Information to.authorized employees 
and officials who need It to perform their official d&les in connection .with the uses of the 
data authorized in this agreement. Further, the Census Bureau will advise all personnel 
who have access to the data of the safeguards required to protect the data, and the civil 
and crlmlnal sanctions for noncompliance contained In the applicable Federal laws, The 
Census Bureau will store the information in an area that Js physically and technologically 
secure from access by unauthorized persons at all times (e.g., door locks, card keys, 
biometric identifiers, etc.}. 

f. The Census Bureau understands and agrees not to extend the scope (Census 
Bureau's analytic and statistical actMties, Including the production of reports, estimates, 
and published material) of use of the original data files beyond the uses described 
herein without prior written approval from the OPM. OPM acknowledge? that 
derivative products that no longer contain OPM data Items are not covered by this 
prohibition. 

g. To the extent permitted by federal law, the original data received from the program 
agency will be retained by the Census Bureau after receipt for a maximum of two (2) 
years. Upon receiving a confirmed written notice to destroy orlginal data files, the 
Census Bureau will notify OPM of Its intentions to destroy or retain the flies. Federal 
law may require the retention of files for a set period before destruction. Any 
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destruction of files shall occur at the Census Bureau's expense, and the Census 
Bureau agrees to send a statement certifying their destruction to OPM within 30 
days of their destruction. The ~nsus Bureau agrees that no dataJrom the OP M's 
original records, or any parts thereof, shall be retained when the aforementioned 
flies are destroyed unless written authorization for the retention of such flies has 
been received and confirmed to-the extent permitted by Federal law. OPM 
understands that while original data files may be destroyed, in accordance with 
Federal law, the public-use data created by the Census Bureau will not be destroyed. 

h. Disclosure Avoidance Review of Statistical Products: 

Trtle 13, Section 9 of the United States Code (U.S.C.) requires the Census Bureau to keep 
confidential and the Information collected from the public under the authority ofTrtle 13. 
Section 214 ofTitle 13, U.S.C., and Sections 3551, 3559 and 3571ofTitle 18, U.S.C., provide for 
the imposition of penalties of up to five years in prison and/or up to $250,000.00 In fines for 
wrongful disclosure of confidential census Information. 

Dlsclosure.avo!dance is the process for protecting the confldential!ty of data, as required under 
Tltle 13 U.S.C. A disclosure of data occurs when someone can use published statistical 
information to identify and individual who has provided confidential lnformation under a 
pledge of confidentiality. For data tabulations, the Census Bureau uses disclosure avoidance 
procedures: to modify or remove the characteristics that put confidential information at rlsk for 
disclosure, Although a published table may appear to show lnfcirmatlon about a specific 
individual, the Census Bureau has taken steps to disguise or suppress the original data, while 
making sure the results are still useful. The techniques used by the Census Bureau to protect 
confidentiality In tabulations vary, depending on the type of data. 

Noise lnfuslon is the Census Bureau's preferred disclosure avoidance technique. By poltcy, 
nolse Infusion is applied to all data products that are reported with geographies smaller than a 
state. Noise Infusion may be required for microdata releases, depending on the characterlstlcs 
of the mlcrodata and the speclflcvarlables that are-to be released. Data that cannot be publicly 
released may still be analyzed within the Federal Statistical Research Data Centers (FSRDCs) by 
Individuals who have Special Sworn Status; the results of such analyses must still go through a 
disclosure avoidance process prior to being publicly released. 

The parties understand that Title 13 confidentiality protection and dlsclosure avoidance 
techniques apply to all work described In this agreement. The disclosure avoidance disclosure 
methods are defiiled by the Census Bureau who has the responsibility of carrying out that 
work. Accordingly, upon completion oft he tabulation, the data produced must be reviewed by 
the Census Bureau to ensure that no Identifiable Title 13 data are or may be dlsdosed. Should 
the Census Bureatfs Disclosure Review Board (DRB) determine that the requested statistical 
product does or reasonably could result In such disclosure, then the data product will be 
modified prior to approval for release to the party(ies) of this agreement. The DRB-must 
approve before a research product can be released to an individual who does not have Special 
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Sworn Status (SSS) and a need to know, or moved to a computer not approved for controlled 
data according to Census' existing policies and procedures. 

No attempt will be made to Identify an indivldual employee for any purpose, and tabutatJor,s 
drawn from 4 or fewer indlvtduats will be suppressed to protect against inadvertent statistical 
disclosure of such information. The Census Bureau in producing statistical reports must adhere 
to the above guideline or an equ[valent alternative disclosure avoidance protocol that has been 
approved by both the Census Disclosure Review Board and OPM, 

i. The Census Bureau will comply with the requirements of the Federal Information 
Security Management Act (FISMA), 44 U.S.C. Chapter 35, Subchapter II, as amended by 
the Federal Information Security Modernization Act of 2014 (Pub. L 113-283); related 
Office of Management and Budget (0MB) circulars and memoranda, such as Circular A 
130, Managing Information as a Strategic Resource (July 28, 2016), and Memorandum 
M-17-12, Preparing for ancf Responding to a Breach of Personally Identifiable 
Information (January 3, 2017); National Institute of Standards and Technology (NIST) 
directives; and the Federal Acquisition Regulations, Including anv applicable 
amendments published after the,effectlve date of this agreement, These laws, 
directives, and regulatlons include requirements for safeguarding Federal information 
systems and personally identifiable Information {PII) used in Federal agency business 
processes, as well as related reporting requirements, FISMA requirements apply to all 
Federal contractors, organizations, or entitles that possess or use Federal information, or 
that operate, use, or have access to Federal Information systems on behalf of an agency. 

The National Institute of Standards and Technology (NIST) Special Publlci!tion 800 37, as 
revised, encourages agencies to accept each other's security assessments In order to reuse 
information system resources and/or to accept each other's assessed security posture in 
order to share information. NIST 800-37 further encourages that this type of reciprocity Is 
best achieved when agencies are transparent and make available sufficient evidence 
regarding the security state,of an Information system so that an authorfzlng official from 
another organization can use that evidence to make cred!ble, risk-based decisions 
regarding the operation and use of that system or the informatlo·n It Processes, stares, or 
transmits. Consistent with that guidance, the Census Bureau agrees to make avallable to 
OPM upon request system security evidence for the purpose of making risk-based 
decisions. Requests for this Information may be made at any time throughout the duration 
or any extension of this agreement. 

J. ctoud providers must be approved for at least moderate level information through the GSA 
FedRAMP process prior to acquiring any services. Census Bureau ldentltres, assesses and 
authorizes use based an the published FedRAMP results and an assessment of any Census 
Bureau (customer provided) controls implemented to protect the Infrastructure and data. 
Security reporting on cloud providers is reported to the Department of Commerce on a 
regular basis under FISMA. 
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k. The Census Bureau maintains a policy regarding the reporting of and response to losses of 
protected data in accordance with 0MB Memorandum M-17-12. Known or suspected 
losses of protected data must be reported within one hour of its discovery to the Bureau of 
the Census Computer Incident Response Team (BOC CIRTI who wlll report as required to 
the ·United States Computer Emergency Readiness Team (US CERT). 

Census Bureau must report information security incidents where the confidentiality, 
integrity, or avallablllty of a federal Information system ts potentially compromised to US
CERT within one hour of being Identified. Census Bureau shall also immediately thereafter 
follow Census Bureau's Incident reporting procedures and Census Bureau shall immedfately 
notify the OPM Security Operations Center at 844-377-6109 or CyberSolutions@opm.gov 
of all information security incidents and breaches. In addition, Census Bureau wfll notify 
OPM's Po!nts of Contact named in this agreement. 

Census Bureau will provide OPM all Information and status updates discovered during the 
investigation of the cyber Incident. Census Bureau wlll follow its Cyber Incident Response 
Plan, as required by 0MB M-16-04 and M-17-12. Census Bureau may request assistance 
from or tum over the cyber incident investigation to OHS and FBI In accordance with the 
applicable Cyber Incident Response Plan. 

When reporting a breach or Incident to the OPM Security Operations Center by email: 

1. Do not Include any PII or sensitive information in the subject or body of the email; 
2, Use FIPS 140-2 compliant encryption methods to protect PII or sensitive information to 

be included as an email attachment, and do not Include passwords In the same email as 
the encrypted attachment; and 

3. Provide any supplementary information or reports related to a prevlously reported 
incident directly to the OPM Security Operations Cen1:er with the following text in the 
subject line of the email: nsupplementary Information/Report related to prevlously 
report Incident #[Insert number]." 

Census Bureau and OPM will follow PII breach notification pollcles and related procedures 
of 0MB M-17-12, as appropriate. Appropriate notice, remediation efforts, and 
responslbllity for related costs wlll be determined based on the circumstances of the 
incident. 

I. Requests by private Interests for any Information provided to Census Bureau under this 
MOU will be forwarded to the OPM's Data Analysis Group for review and response. 
Nothing ln this MOU shall prevent a party from complying with an order of a court of the 
United States or, if compllance Is deemed compulsory, a request or demand from a duly 
authorized committee of the United States Senate or House of Representatives. In the 
event that Census Bureau receives a congressional request or a court order for access to 
data contained in the files, Census Bureau w!U provide the Data AnafysTs Group written 
notice of the request in advance of disclosure. 
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m. The Census Bureau will notify the Data Analysis Group of any apparent errors or 
discrepancies in the Information pr9Vided to Census Bureau under this MOU. 

n. Published material resulting from the provision of information to Census Bureau under this 
MOU will identify the source of the information as~ OPM, Enterprise Human Resources 
Integration Data Warehouse Statistical Data Mart. Information/Data that can be combined 
with other publfc data sources to re-Identify lndMduals cannot be-published. 

o. All of the conditions pertaining to security and privacy will apply if Information provided to 
Census Bureau under this MOU Is co-mingled with other system/data elements. Census 
Bureau will make no effort to merge the requested data with any further data tn an 
attempt to re-Identify individuals represented in EHRI/SDM data. 

p. Census wlll destroy the Social Security Number {SSN)-laden flies once the protected 
Identification key (PII<} is applied. 

OPM agrees that: 

q. Upon a request from Census Bureau for data as described In thls MOU, it will provide such 
data to Census Bureau within 30 days of avallabllity, 

r. The Data Analysts Group, In coordination with Data Management of DCIO, will consult with 
relevant Census Bureau personnel on appropriate EHRI/SDM data structures and data use, 
qualifying data quality factors concerning agency submissions to EHRI/SDM, and 
consistency of population coverage wlth other OPM data releases. 

s. OPM wfll provide Census Bureau with the requested data on a quarterly basis for the next 
three years follow Ing execution of this agreement. 

t. The Data Analysis Group will provide advice to relevant Census Bureau personnel on data 
quality assurance and on data Interpretations and analysis upon Census Bureau request. 

u. OPM will put the encrypted/password protected data on disks and mall It via UPS to a 
designated Census Bureau point of contact. Census Bureau will contact OPM to obtain the 
password for unlocking the data flies. 

5. General Provisions. 

a, Period of Agreement: This MOU w!II become effective upon the signature of both parties 
and wm remain In effect for a period of three years from the date of thfs Agreement or until 
either party terminates the Agreement by giving 60 days' notice of Intent to terminate. The 
parties may renew this Agreement in increments of three years. This MOU expflcltJy 
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supersedes the five-year DUA signed between Census Bureau and OPM in 2014 that 
covered data files for years 1990-2005. 

b. Amendments: Amendments, including additions, deletions, or modifications to this MOU, 
may be proposed in writing by either party for the other party's consideration. If both 
parties agree to the revision, OPM will amend the existing MOU and forward it to Census for 
signature. Any agreed-upon revisions will be considered part of this MOU prior to their· 
formal-Incorporation. 

6. Points of Contact (POCj. 

The OPM POC for this agreement is Kareen Currey, telephone number (202) 606--0047, and e-mail: 
Kareen.Currey@opm.gov. The Census Bureau POC for this agreement is Kimberly M. Jones-Ruiz, 
Ph.D., telephone number (301) 763-8689, and·e--mail Kimberly,MJones@census.gov. 

' ' 11/U."'j i; 
' Date Lance Harris 

Manager, Data Analysis Group 
Office of Strategy and lnno·vatlon 
U.S. Offrce of Personnel Management 

Memorandum of Understanding 

Date 
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Assistant Center Chief and lead Division, ERO 
U.S. Census Bureau 
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Attachment 1 

Enterprise Human Resources integration 
(EHRl)-Statistlcal I Data Elements 

A complete listing of all data elements contained In the Status and Dynamics flies can be found at 
https:l{www.OQin.gov/policy-data-overslght/data-analysis-documentatlon/data-pollcy
guldance/#url=Data-Standards. 

DESCRIPTION OF THE DATA 

EHRI - DW Is the OPM source system for the OPM subsystem- Enterprise Human Resources 
Integration (EHRI)-Statistical Data Mart (SOM), which contains the following four file types for 
Calendar Years 2006-2017: 

o Status FIie 

o Dynamics File 

o Personnel Office Identifier (POI} 
o File Standard Code Table {SCT) File 

The Census Bureau wlll be. requesting this data on a quarterly basis. The Foreign Keys Of the data 
elements will also be sent to the Census, so they can be used to match with the translation tables. 

The below represents the most frequently used Items and the U,S, Census Bureau's requested data 
elements. The column 11Confidentlallty'' status Identifies the current status of a Data Element with 
respect to e~dsting OPM data products and as per OPM Data Release Policy, Identified elsewhere in 
this document. 

Memorandum of Understanding 
U.S. Office of Personnel Management and U.S. Census Bureau 
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Data Element Confldentlality 

Agency Sub-element PUbllc-use 
Agency Public-use 
Sub-element Public-use 
•ate of Birth (yyyymm). Protected 
Duty Station Maybe 

based °on' OPM 
data redaction 
policy. -

Occupation Public-use 
Occupational Category Publlc-use 
PayB'asis Publlc-use 
Grade Public-use 
Pay Plan Public-use 
Race/National Origin Protected 
Basic Pay Public-use 
Service Comp Date {yyyymm) Protected 
Sex Protected 
Supervisory Status Public-use 
Tenure Public-use 
Type Appointment Public-use 
Veterans Preference Protected 
Work Schedule Public-use 

Memorandum ofUnderstanding 
U.S. Office of Personnel Management and U.S. Census Bureau 
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Attachment 2 

Enterprise Human Resources Integration (EHRJ}- Sta~istlcal Data Mart 
{SOM) Data Elements. 

Instructional Program Protected 
Annuitant Indicator Protected 
As Of Date (yyyymm) Protected 
Bargaining Unit Protected 
Creditable Military Service Protected 
Current Appt Auth 1 Protected 
Current Appt Auth 2 Protected 
Education Level Publlc~use 
FLSA Protected 
Frozen Service Protected 
Functlonal Class Protected 
GS-Related Grade Public-use 
Handicap Protected 
FEGLI Protected 
Health Plan ' Protected 
Orga.nlzatlonal Component Protected 
Pay Rate Determinant Protected 
Pay Status Protected 
Rating of Record Level Protected 
Personnel Office Id Protected 
Position Occupied Public-use 
Retained Grade Protected 
Retained Pav Plan Protected 
Retained Step Protected 
Retirement Plan Protected 
Saclal Security Number Protected, PU 
Step/Rate Protected 
US Citizenship Protected 
Veteran Status Protected 
Yr Degree Cert Attained Protecte_d 

Memorandum ofUnderstanding 
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Attachment 2 

Enterp!'fse Human Resources Integration {EHRI}- Statistical Data Mart (SDM) 
Data Elements. 

"-dJusted Basic Pay Public-use 
~talPay Protected 
FERS Coverage Protected 
CSA Protected 
ocality Adjustment Protected 
ncallty Pay Area Protected 

icBSA Public-use 
upervisory Differential Protected 

Retention Allowance Protected 
OLA Protected 
peclal PayTable Id Protected 

~onsolldated MSA Retro Public-use 
eniorPayLevelslnd Protected 
eoGeoRetro Protected 
atlngofRecord Pattern 0 rotected 
atlngofRecord Period Protected 
RI (Ethnicity/Raca Indicator) Protected 
RI Bridge Protected 

Memorandum of Understanding 
U.S. Office of Personnel Management end U.S. Census Bureau 
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Attachment #3 

THE U.S. OFFICE OF PERSONNEL MANAGEMENT 

DATA RELEASE POLICY 

November 2018 

The US. Office of Personnel Management (OPM) endeavors to make a wide range of workforce 
Information and reports readily available to the public, This document outlfnes OPM policy governing 
the releas.e of Information concerning Federal civilian employees. The policy Is consistent with 5 C.F.R. 
part 293, OPM's regulation concerning Personnel Records. OPM continues to comply with the 
Freedom of Information Act and the Privacy Act when releasing Information. 

Data at the Individual record fevel with employee name: 

Pursuant to 5 C.F.R. § 293.311, certain Information collected In the Statlstlcal Data Mart (SOM), 
formerly the Central Personnel Data Ale (CPDF), or Enterprise Human Resources Integration (EHRI) 
database concerning Federal employees and former employees will be released to the public at the 
lndMdual record level with respect to most employees, The categories of Information which may 
generally be released are: name, job title, grade level, position description, duty station, and salary. 
Although-the referenced lnfonnatlon regarding most present and former Federal employees is 
avallable to the public, certain information will be withheld under Exemption 6, as constituting a clearly 
unwarranted Invasion of privacy. 

Pursuant to this pollcy, the Federal Bureau of Investigation, the Drug Enforcement Administration, the 
Bureau of Alcohol, Tobacco, Firearms and Explosives, the Alcohol and Tobacco Tax and Trade Bureau, 
the United States Mint, United States Secret Service, and all U.S. Attornevs' Offices are collectfvely 
referred to as security/sensitive agencies. Responses to requests for record level data of employees in 
security/sensitive agencies will have identities and organizational components codes redacterL1 Duty 

stations fur employees of those agencies working in the Washington Core Based Statlstlcal Area {CBSA) 
will be recoded as "Washington, D.C." Duty stations for employees of those agencies working outside 
of the Washington CBSA wlll be redacted. For employees of these agencies working In sensitive 
occupations, Identities, duty stations and organizational component codes wlll be redacted. For any 

employee whose duty station Is redacted, the related locatlon data ELEMENTS (CBSA, Combined 
Statistical Area, adjusted basic pay, and locality pay area) will also be redacted. Within the Department 
of Homeland Security is an organizational component, "HS OS04 Under Secretary for Intelligence and 
Analysis & Chief lntellfgence Officer," for which OPM releases employee record level data in•the same 
manner as a security/sensitive agency. 

1 As of September 2008, all names of employees In sensitive/security agencies, except U.S. Attorneys' Offices, are 
wlthheld by HR service provider, not by OPM. 
Memorandum ofUnderstanding 
U.S. Office of Personnel Management and U.S. Census Bureau 
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The United States Department of Defense (DoD) has implemented a security based policy for release of 
indlvldual level data on DoD employees. A re guest to OPM for information concerning DoD employees 
that requests data at the Individual record level will be forwarded to DoD for an appropriate response 
In accordance with DoD's policy. 

The Internal Revenue Service (IRS) has adopted a Registered Pseudonym Program. In light of that 
program, OPM will refer requests for names of IRS employees to the IRS for a direct response. Requests 
for other Information concerning IRS employees wlll be processed by OPM. 

OPM does not release Information about whether positrons are coded for cybersecurlty 
c.itegory/speclalty area. 

Whenever an employee's name Is released, Information collected concerning the following data 
elements will be withheld: social security number; date of birth; dlsabllity status; race and national 
origin, ethnicity and race indicator {ERi), and the OPM ERi bridge (a code used to translate previous 
race and national origin reporting to the new format of race and ethnicity); gender, United States 
citizenship status; annuitant status; Federal Employees Health Benefits Program data; Federal 
Employees Group Life Insurance data; Federal Employees Retirement System coverage; frozen Clvll 
Service Retirement System service; retirement plan; veterans' preference; year degree attained; 
performance rating level; current appointment authority; legal authority; dynamics category (broad 
categories of accessions, separations, and terminations); and previous retirement coverage. 

The preceding data elements may also be withheld-from releai;e in de-identified (record level with 
name removed) datasets In order to mitigate the risk of re-identification. 

Nature of Actlon -codes describing adverse actions are not released (Nature of Action codes 330,385, 

450, 452, 713, 888, and 897). Releasable award actions are limited to Nature of Action codes 841-844, 

849,878,887, and 889 only. Performance ratlng~based awards (Nature of Action codes 8401 871,879, 

885, and 886) are not Included. OPM withholds the foregoing Nature of Action codes under Exemption 
6 of FOIA as a clearly unwarranted Invasion of personal privacy. 

Release of names, duty stations, CBSA codes, CSA codes, locality pay areas, adjusted basic pay, and/or 
organizational components will be withheld when employees are In the following occupations, deemed 
sensitive: 

• 0007- Correctional Officer 
• 0082 - United States Marshal 
• 0083- Police 
• 0084- Nuclear Materials Courier 
• 0132- lntelllgence 
• 0134- lntelllgence Clerk/Aide 
• 0401- General National Resources and Biological Sclence {United States Department of 

Homeland Security only} 

Memorandum of Understanding 
U.S. Office of Personnel Management and U.S. Census Bureau 
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• 0436 - Plant Protection and Quarantine {although this series has been discontinued, it 
remains on this 11st to prevent disclosure of data from the period in which it applied) 

• 0512 - Internal Revenue Agent 
• 0840- Nuclear Engineering 
• 0930- Hearings and Appeals 
• 1169- lntemal Revenue Officer 
• 1171-Appraising (Property Appraisal and Liquidation Specialist- Internal Revenue Service 

only) 
• 1801- General Inspection, Investigation, Enforcement and Compliance 
• 1802- Compliance Inspection and Support 
• 1805 - lnvestigatfve Analysls 
• 1810-General Jnvestlgatlng 
• 1811- Criminal Investigating 
• 1812 - Game Law Enforcement {cancelled March 2009 and employees reclasslfted to 1801 

and 1811- although this series has been discontinued, It remains on this l!st to prevent 
disclosure of data from the period in which it applied) 

• 1816- Immigration Inspection {cancelled March 2009 and employees reclasslfled to 1895-
although this series has been discontinued, it remains on this list to prevent disclosure of 
data from the period in which It applled) 

• 1854- Alcohol, Tobacco, and Firearms Inspection (cancelled March 2009 and employees 
reclassified to other appropriate but undeslgnated series- although this series has been 
discontinued, it remains on this list to prevent disclosure of data from the period In which it 
applied) 

• 1881- Customs and Border Protection Interdiction 
• 1884- Customs Patrol Officer (cancelled March 2009 and employees reclasslfled to 1801-

although this series has been discontinued, it remains on this 11st to prevent disclosure of 
data from the period In which it applied)' 

• 1890- Customs Inspection {cancelled March 2009 and employees reclasslfled to 1895-
although this series has been discontinued, It remains on this Ustto prevent disclosure of 
data from the period ln wh!ch It applied) 

• 1895- Customs and Border Protection 
• 1896- Border Patrol Enforcement 

In an effort to provide transparency regarding monetary compensation for employees in 
security/sensitive agencies or sensitive occupatiohs, OPM will provide base pay and a separate total 
compensatlon field. The total compensation fleld wUl be the sum of adju~ed basic pay and all award 
data elements, Including those not otherwise releasable. Due to this change, 0PM will no longer 
provide a separate awards data field for these employees. In addition, OPM may withhold salary, 
bonus or other related Information for any employee {whether or not in a security/sensitive agency or 
occupation) whose performance rating(s) may be reverse engineered from release ofsuch records. 

Summary level data 
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Pursuant to the statutes, ExecutiVe Orders, and regulations that govern OP M's authorities and 
responslbilltfes, OPM periodlcally issues reports concerning the Federal workforce, OPM will release summary level data unless It appears that the presentation of that data wlll permit the Identification of 
Individual employees. 

OPM makes a version ofa tool called FedScope avallable to the public. The public version of that tool 
currently permits the user to "drill down" through the data only to the level of statewide information. References to Metropolitan Stat!st!ca'i Areas were removed as of March 2004. 

Although OPM will release summary level data for all agencies, data for sensitive occupations will not 
be released for any level below statewide. 

Memorandum ofUnderstati:ding 
U.S. Office of Personnel Management and U.S. Census Bureau 
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MEMORANDUM OF UNDERSTANDING 
THROUGH WHICH 

THE U.S. CENSUS BUREAU IS ACQUIRING 
IHS PATIENT REGISTRATION DATA 

FROM THE INDIAN HEALTH SERVICE (IHS) 

Agreement No. 2064-FY20-NFE-0339 

I. PARTIES AND PURPOSE 

This Memorandum of Understanding establishes an agreement between the U.S. Census 
Bureau ·(Census Bureau) and the [ndian Health Service (IHS), a component of the U.S. 
Department of Hea1th and Human Services (HHS), for the acquisition of IHS Patient 
Registration data file(s). In order to ensure the integrity, security, and confidentiality of 
infonnation maintained by the IHS, and to permit appropriate disclosure and use of such data 
as permitted by law, IHS and·the Census Bureau, hereinafter collectively termed the "Parties," 
enter into this Agreement This Agreement addresses the conditions under which IHS will 
disclose and the Census Bureau wilJ obtain, use, reuse, and disclose the. IHS data file specified 
in Attachment B (Data 'File(s)) and/or any derivative fi_le(s) that contain direct individual 
identifiers or elements that can be used in concert with other information to identify 
individuals. 

2. AUTHORITY 

The authority for the Census Bureau to enter into this agreement is 13 U.S.C. § 6, which 
permits the Census Bureau to access, by purchase or otherwise. information to assist the 
Census-Bureau in the perfonnance of duties under Title 13, United States Code. 

The Census Bureau's Health Insurance Portability and AccountabiJity Act (HIPAA) Privacy 
Board approved the research protocols specified in Attachment C and also issued a Waiver of 
the HIPAA Privacy Rule's Authorization Requirements on November 13, 2019 (See 
Attachment A). 

Disclosure of the Data File(s) is made pursuant to: 

, a. HIPAA: 45 C.F.R. § · l 64.512(i)(l) disclosures for reseatch purposes 

b. Privacy Act: 5 U.S.C. § 552afb}(3); IHS Medical, Health, and Billing Records, 
System No. 09. 17-0001 System of Records-Notice, Routine Use #9. 

3. TERMS AND CONDITIONS 

Pursuant to this agreement, the IHS will transfer the Data FiJe(s) to the Census Bureau and the 
Census Bureau agrees to protect the-Data File(s) as confidential in accordance with applicable 
law. To the eXtent provided by law, only Census Bureau staff and those Special Sworn Status 
("SSS") researchers participating in the research will have access to the data. Access shall be 
limited to the minimum number of individuals necessary. Any data. records, or other 
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information shared through this research agreement are protected from unauthorized 
disclosure. The Census Bureau represents, and in furnishing the Data File, IHS relies upon 
such representation, that the Data File(s) will be·used solely for the research purposes set forth 
in Attachment C and not for program or administI'atiVe enforcement. When the Census Bureau 
publicly releases infonnation·related.-to this research, it may not be disclosed in individually
identifiabJe·fonn that permits the identification-of any individuai or contains any combination 
of data elements that might allow the deduction of ari individual's identity. 

The Census Bureau will link the IHS Patient registration data to census data, survey data and 
administrative records data. To the extent provided by law, the Census Bureau wi1l recognize 
the program agency as the owner of the original data in the form that it is delivered· to the 
Census Bureau, prior to its integration with confidential CensU:s data. The Census Bureau will 
use the linked data for research and operations to improve data collection and record linkage 
methods for surveys and decennial censuses. The Census Bureau-will also utilize the Patient 
registration data to· provide new and, improved estimates of population characteristics related 
to citizenship. 

The Parties mub.lally understand··and agree that in performing their respective duties and 
obligations under this Agreement, the Parties·are at all times.acting as separate entities with 
respect to eac.h other. Nothing in this Agreement shall constitute or be construed to create a 
business.associat_e arrangc:ment, partnership, joint venture, an agency relationship. or any fonn 
of organized health care arrangement between the Parties. Neither Party shaII use the name of 
the other Party i11 any publicity, advertising, or.news release without the prior written approval 
of the authorized representative of the other Party. Furthennore, nothing ex.pressed-or implied 
in this Agreement is intended or shall be deemed to confer upon any individual or entity other 
than the.Parties, any rights, obligations, remedies, or liabilities. User does not have the right 
to assign or transfer its rights to any third.party, including agents or subcontractors, under this 
Agreement. 

This Agreement supersedes any and all agreements between the Parties with respect to the use 
of the Data File(s) described herein, and preempts and overrides any unwritten or preceding 
instructions, directions, agreements, or other understanding in or pertaining to any grant award 
or other prior communication from DHHS or any of its components with respect to .the data 
specified herein. 

a. IHS agrees: 

i. To transfer to the Census Bureau via secure method such as the IHS Secure 
Data Transfer Service (SDTS) or appropriately encrypted CD-ROM or DVD
ROM. the·first delivery of data as described in the Variable List-in Attachment 
B as soon as possible after 'this MOU is signed by both parties. A second 
delivery of data wi1l be made with a cut date of April 1, 2020, to arrive at the 
Census Bureau prior to July 31, 2020. Beginning in 2021 and for the remainder 
of the period of p·erformance, annual deliveries with an April 1 cut date will 
arrive at the.Census Bureau by July 31 for each of those years. 

ii. To provide adequate documentation and support of transferred files for the 
Census Bureau to be able to interpret the data for the uses pennitted in this 
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agreement; including a record layout, record count, record length and data 
dictionary. 

iii. To allow the Census Bureau to use its record linking processes to assign, where 
possible, person and address identifiers to each record in the Data File(s). 
Record linkage identifiers may not contain any IHS Patient regfstration data or 
direct identifiers. 

iv. To allow the Census Bureau staff and SSS researchers to use the Data File(s) 
for the projects listed in Attachment C or those approved in writing by both 
parties. 

b. The Census Bureau agrees: 

i. To the extent provided by law, to grant access to the Data File(s) only to 
Census Bureau staff and SSS researchers only for the research projects listed 
in Attachment C or those approved in writing by both parties. The Census 
Bureau agrees to ensure that access by-such individuals complies with the 
terms of this Agreement and_shall be limited to the minimum amount of data 
and minimum number ofindividuals necessary to achieve the purpose(s) 
stated in this Agreement (i.e., individual's access to the data will be on a need
to~know role-dependent basis). 

ii. The Census Bureau _affirms. that the requested data is the minimum necessary 
to achieve the research purposes listed in Attachment C. 

iii. The Census Bureau agrees to ensure the integrity. security, and confidentiality 
of the data files by complying with the terms of this Agreement and applicable 
law. 

iv. The Census Bureau represents that, except as specified in this Agreement or 
except as IHS shall authorize in writing, the Cens_us Bureau shaU not disclose, 
release, reveal, show, sell, rent, lease, loan, or otherwise grant access to the 
data files-covered by this Agreement to any person(s) except as required· by 
law. The Census Bureau agrees to notify IHS if it feels it is legally obliged to 
release the Data File(s), thereby affording IHS an opportunity to assert that 
such release is not legally required. 

v. The Census Bureau acknowledges that the use of unsecured 
telecommunications, including the Internet, to transmit individually 
identifiable, or deducible information derived from the Data File(s) is 
prohibited. Further, the Census Bureau agrees that the data must not be 
physically moved, transmitted or disclosed in any way from or by the Custodian 
in this Agreement without written approval from IRS, Uilless such movement, 
transmission or disclosure is required by a law. 

vi. Without limiting any other provision of this Agreement, the Census Bureau 
agrees· to be responsible for all of its actions taken or not taken from or related 
to use of the Data Files(s), including inaccurate or incomplete Data. 

vii. The Census Bureau agrees that the information received through this agreement 
shall not be used for any purposes that would qualify as a "matching program" 
under 5 U,S.C, 552a, 
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viii. The Census Bureau a~es that, absent express written authorization through 
this Agreement or the appropriate IHS POC to do so, the Census Bureau shall 
not attempt to link records included in the Data File(s) to any other individually 
identifiable source of infonnation. This includes attempts to link to other IHS 
da4tfiles, 

ix. The Census Bureau agrees that in the event IHS detennines or has a reasonable 
belief that the Census Bureau has made or may have made a use, reuse or 
dis.closure of the aforesaid file(s) that is not authorized by this Agreement, IHS, 
at its sole discretion, may reql.!,ire the Census Bureau to: (a) promptly investigate 
and report to IHS the Census Bureau's detenninati?ns regarding any alleged or 
actual unauthorized use, reuse or disclosure, (b) promptly resolve any problems 
identified by the investigation; {c) if requested by IHS, submit a fonnal response 
to an allegation of unauthorized use, reuse or disclosure; (d) if requested by 
IHS, submit a corrective action plan with steps designed to prevent any future 
unauthorized uses, reuses or disclosures; and (e) if requested by IHS, return data 
files to IHS or destroy the data files it received from IHS under this agreement. 
The Census .Bureau understands· that if IHS detennines or has a reasonable 
belief that any unauthorized uses, reuses or disclosures have taken place, IHS 
may refuse to release further IHS data to the Census Bureau for a period of time 
to be detennined by'IHS. 

x. The Census Bureau understands and agrees that they may not reuse original or 
derivative data file(s) without prior written approval from the appropriate IHS 
POC, unless otherwise permitted by this agreement. 

4. CONTACTS 

The parties mutually agree that the Census Bureau will appoint a designated "Custodian" of 
the Data File(s), who will in a representative capacity. comply with all of the designated 
provisions of this agreement on behalf of the Census Bureau; including observance of all 
conditions of use. and for the establishment and maintenance of security arrangements, as 
specified in the agreement to prevent unauthorized use. The parties mutually agree that the 
following named individuals will be designated as points of contact f0rthe agreement on behalf 
of the rn::s and the Census Bureau, respectively: 

IHSPOC: 
RADM Francis Frazier 
Director 
Office of Public Health Support 
5600 Fishers Lane, 9El OD 
Rockville, MD 20857 
301-443-9531 
Francis.frazier@ibs.gov 

Census Bureau POC: 
Michael Berning 
Assistant Division Chief 
Economic Reimbursable Surveys Division (ERD) 
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U.S. Census Bureau 
4600 Silver Hill Rd 
Suitland MD 20746 
301-763-2028 
mjchaeI.a.berning@census.gov 

The parties agree that if there is a change regarding the infonnation in this' section, the party 
making the change Will notify the other party in writing of such change. 

5. DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS 

This agreement is effective on the date on which it is signed by both parties. The agreement 
shall tenninate three (3) years following the date on which it becomes effective. If, at the end 
of three (3) years, the parties wish to continue the relationship, they must execute a new 
agreement. 

The parties shall review this agreement whenever a Federal statute is enacted that materially 
affects the substance of the agreement, in order to determine whether it should be revised, 
renewed or canceled. The review will be conducted by the Census Bureau's Associate 
Director for Research and Methodology and-the IHS. 

Notwithstanding all other provisions of this agreement, the Parties agree that: 

a This agreement may be amended at any time by written mutual consent of both parties. 

b. Either party may terminate this agreement upon thirty (30) days written notice to the 
other party. 

6. DATARETENTION 

The original data received from the IHS will be retained by the Census Bureau for a maximum 
of two (2) years, after which Census will expunge the original data from its-systems, so long 
as expungement is not inconsistent with Federal law. Any revisions to the data retention 
timetable after the execution of this agreement will be stated in writing in an amendment to 
this agreement. 

The dissemination and use of publicly-released reports, articles, and other products derived in 
whole or in part-from the Data File(s) will not be discontinued due to the expiration or 
tennination of this agreement. Furthermore, the use of records with linkage identifiers and 
IHS Patient Registration data linked to other data as part of the projects described in 
Attachment C will 'not be discontinued due to expinilion or termination of this agreement. 

To promote organizational transparency, and in support of data discovery for current and future 
research projects, the U.S. Census Bureau posts non-sensitive data documentation to public
facing websites. This documentation. such as a record layout or data dictionary, can include 
file descriptions, variable lists, variable labels and valid values for each variable. 

7. RESOLUTION OF DISAGREEMENTS 

Should disagreement arise on the interpretation of the provisions of this agreement, or 
amendments and/or revisions thereto, that cannot be resolved at the operating level, the area(s) 
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of disagreement shall be stated in writing by each party and presented to the other party for 
consideration. If agreement on interpretation is not reached within thirty (30) days. the parties 
shall forward the written presentation of the disagreement to respective higber officials for 
appropriate resolution. 

The Census Bureau will promptly consider and adjudicate, in accordance with Federal law, 
claims which may arise for damages of any nature arising out of a Census Bureau act under 
this agreement. Such adjudication will be pursued under the Federal Tort Claims Act, 28 
U.S.C. Secti_on 2671 et seq., the Federal Employees Compensation Act, 5 U.S.C. Section 8101 
et seq., ,or such other legal authority as may be pertinent. The U.S. Department of Justice shall 
determine the appropriate venues for any Jitigation arising under this agreement. 

8. CONFIDENTIALITY 

A. IT Security Language 
The Census Bureau assumes an obligation to keep all data received from other federal and state 
agencies and commercial entities in confidence and to use the Data File(s) solely for the 
research protocols listed in Attachment C. Upon receipt, all data acquired as a result of this 
interagency agreement will be trei:lted as __ if they have, at a minimum, protection at the 
appropriate risk level in accordance with the National Institute of Standards and Technology 
(NISn Federal Information Processing Standards (FIPS) 200 and Special Publication 800-
60rl. 

The Census Bureau complies with all current NIST standards and publications in accordance 
with Title Ill of the E-Governrnent Act of2002 (PL 107-347). All systems are fully assessed 
against NIST Special Publication 800-53r4 "Recommended Security Controls for Federal 
Infonnation Systems-and Organizations," as well as Special Publication 800-37rl "Guide for 
Applying the Risk Management Framework to Federal Information Systems; A Security Life 
Cycle Approach." The Census Bureau IT Security Program is reviewed annually by the 
Department of Commerce Office of the CIO as well as the Department of Commerce Office 
of Inspector General as part of the oversight responsibilities. 

All information and infonnation systems are categorized in accordance with NIST FJPS 199 
"Standards for Security Categorization of Federal Information and Information Systems" and 
NIST Special Publication 800-60rl "Guide for Mapping Types oflnfonnation and Information 
Systems to Security Categories: (2 Volwnes) a Volume 1: Guide Volume 2: Appendices.'' 
Security controls and subsequent assessments are done based on- the final categorization. 

Cloud providers must be approved for at least moderate level information through the GSA 
Fed.RAMP process prior to acquiring any services. Census Bureau identifies, assesses and 
authorizes use based on the published FedRAMP results and an assessment of any Census 
Bureau (customer provided) controls implemented to protect the infrastructure and data. 
Security reporting on cloud providers is reported to the Department ·of Commerce on a regular 
basis under FISMA. 

The Census Bureau maintains a policy regarding the reporting of and response to losses of 
protected data in accordance with 0MB Memorandum M~ 17-12. Known or suspected losses 
Qf protected data must be reported within one hour of its discovery to the Bureau of the Census 
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Computer Incident Response Team (BOC CIRT) who will report as required to the United 
States Computer Emergency Readiness Team (US CERTI. 

The Census Bureau agrees to report any breach of personally identifiable information (Pll) or 
protected health infonnation (PHI) (as defined in 45 C.F.R. § 160. 103) from the !HS data 
file(s), loss of this data or disclosure to any unauthorized persons to the IHS POC identified in 
this Agreement within one hour. The parties agree to cooperate fully in the federal security 
incident process. 

B. Disclosure Language 
Title 13, Section 9 of the United States Code (U.S.C.) requires the Census Bureau to keep 
confidential and the infonnation collected from the public under the- authority of Title 13. 
Section 214 of Title 13, U.S.C., and Sections 3551, 3559 and 3571 of Title 18, U.S.C., provide 
for the imposition of penalties ofup to five years in prison and/or up to $250,000.00 in fines 
for wrongful disclosure of confidential census infonnation. 

Disclosure avoidance is the process for protecting the confidentiality of data, as required under 
Title 13 U.S.C. A disclosure of data occurs when someone can use published statistical 
infonnation to identify an individual who has provided confidential information under a pledge 
of collfidentiality. For data tabulations, the Census Bureau uses disclosure avoidance 
procedures to modify or remove the characteristics that put confidential infonnation at risk for 
disclosure. Although a published table may appear to show information about a specific 
individual, the Census Bureau has taken steps to disguise or suppress the original d_ata, while 
making sure the results are still useful. The techniques used by the Census Bureau to protect 
confidentiality in tabulations vary, depending on the type of data. 

Noise injection is the Census Bureau'-s preferred disclosure avoidance technique. By policy, 
noise injection is to be applied to all data products that are reported with geographies smaller 
than a state. In cases when it is Dot feasible to fully implement noise injection within the period 
of the contract, a transition plan for implementing noise injection or other provable privacy 
methods must be developed in coordination with the Census Bureau. Noise injection may be 
required for microdata releases, depending on the characteristics of the microdata and the 
specific variables that are to be released. Data that cannot be publicly released may still be 
analyzed within the Federal Statistical Research Data Centers (FSRDCs) by individuals who 
have Special Sworn Status; the results of such analyses must still go through a disclosure 
avoidance process prior to being publicly released. 

The parties understand that Title 13 confidentiality protection and disclosure avoidance 
techniques apply to all work described in this agreement, in addition to any other applicable 
privacy laws. The disclosure avoidance disclosure methods are defined by the Census Bureau 
who has the responsibility of carrying out that work. Accordingly, upon completion of the 
tabulation. the data ,produced must be reviewed by the Census Bureau to ensure that no 
identifiable Title I3 data are or may be disclosed. Should the Census Bureau's Disclosure 
Review-Board (ORB) determine that the requested statistical product does or reasonably could 
result in such disclosure, then the data product will be modified prior to approval for release to 
the party{ies) of this agreement. The ORB must approve before a research product can be 
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released to an individual who does not have SSS and a need to know, or moved to a computer 
not approved for controlled data according- to Census' existing policies and procedures. 

9. APPROVALS 

(Date) 

Kevin Deardorff 
Chief, Economic Reimbursable Surveys Division 
U.S. Census Bureau 

R,\DM Michael D. Weahkee. MBA, MHSA 
Assistant Surgeon General, U.S. Public Health Service 
Principal Deputy Director 
Indian Health Service 
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Attachment A IDPAA Waiver Approval 

Novtrnbtr 1~. 2019 

MEMORANDUM fOI\; 

From: 

Ml~IBernlng 

Uli!T£D STATES DEPARTMENT OF CONNER CE 
U.S. Ctmus Bt.l'HU 
W,nhln!lfon. oc 2023J-0001 

Ai!ilstant: l,)n,ISIOn Cl!il!flor Oiita Acqubttion 111'11 Cur,ltlon 
Emnomlc ReJmbursable Surveys Division 
U.S. Cef!SUS l!LlfC.1U 

Cl!mt.a D. Jones 
Chair, H!PM Privacy Bc.ird 
u S Cernu, 811n>a11 

Walvffof theA11U>or1ta1km Rcquln:ment Fgr th~ U.S. Cenw, &.n!au', 
Atquisitfon and IJ$i! of the f"dbn Heitllh Selvke'~ Patient Registration 
flle 

I am~ to lnfonn YQU lhrt on NoYl!mbl!r 13, Wl9 the U.S. Ceniw, SUll!ilu°s Health 1"'s11t'lnce 
Portiblllty andAcccuntlbllltyAct (111P~) Privacy Board reviewed reqim:t CEN·HP&-00S f'Dr;a fulwal¥er 
of the HIPM PflvuYllllle'sAuthortzatlc111 Requlremen1 so Ill.It !he agenc.y may acquire patient 
Rl!lirtrldon dt111 froin the lmllan HetlthSC!1Yicc, (!HS) ;ind 111, 1klin, d:ua Iii 115 statistiall Pl'Dgnms. TNs 
w1M:raJlPIIHtoa onc-time aelr,ery In 20J9or re,:o,ds coverincthe ynrs 2017,2019. and then 
rea:lkrly schedul~ msle-year d~rlt!s from 2~ through 202J. Spe;cinc mms that apply 10 this 
transfer and uwtof PnllcCted Hetl1hlnforrna1lon IPHl)wlll h addreutd In I data acqUkltion aareernnt 
between the CellSUl BLlreiUJil'ld IHS. 

The ?rill.icy Board ~w.!d yoor ,eql.l!ft u11der nomial prom:htres ,1nd detennloed tltat all of the 
511Ctlfitd crileria farlssuinjJ • full waiVtrof aut.hona1ion hove betn IT!t!t. The dlstk1511reor protected 
health ihfofvr)Won from IHS to tht cansus 8tnau for thitse researth tMS irrvolves no more tNln 
mln&nil rislc 10 the prl\lli:y of lndMduals. and 1her could not bi: p,iicUullr condu"ed Wlthc1111he 
reqUl!.ned Waiver or Ktl!SS 10 and U$ce of the PHI. 

As acuthorued under 45 CFR Settlon 164 512(1)111M[Bl, on behillr of the Cemus Bun:au's Hl:tM Ptivaty 
so.an! I titre by w.tlv• lhe requ!remem: for lnclividu•I ~horlrillhon to disclo~ thu ~i~nt reahfr.uloo 
d.lta malntllntd by!HS to tffl! U.S. Census Bure-.wforuse In 1heiraa1tstlcal 11rogro1rm. 

II VOLi havo any que1fion1 or concmns p1'ue tolllact M:ch.lel Cutr0. Chief, Pollq and oaia Slewardshlp 
Br,JICh at i.WlJ 763-6280 ot at michael.castro@taim,s.gov, 

™~ 

(
United Slater 

_e __ n=s~ 
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Attachment B: Variable List Record Layout for the Indian Health Service (IHS) Patient 
Registration File 

10 

Standard Postal Abbreviation 

(MMOOCCVY) 

MorF 

3~digit Indian Health Servlce·(IHS) code to indicate 
trlbal affillat!On. 

May contain various codes, but only "V" Indicates 
SSN was verified by the Social Security 
Administration as belonging tc>'the person 
described by-name, sex, and date of birth, 

y or N. Whether the person Is considered by 
standard HIS rules to be "Indian" 

SSCCCOM 
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11 

State = 2-dlglt IHS code 

County= 2-diglt IHS code 

Community= 3-dlglt !HS code 

(Note: IHS communities do ·not necessarily 
equate to the 'CITY lndlcate·d; in the m~lling 
'address above) 

Malden Name 

MMDDCCYY-lndlcates when the information for 
the person was known to be last 
reviewed/updated at the registerlng medical 
facility. 
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Attachment C: Description of Approved Research Projects 

1. Project to use Administrative Records Data to Support Executive Order 13880 

The Census Bureau plans to use several administrative data sources of citizenship status in a 
statistical model that will produce a probability of being a U.S. citizen on April 1, 2020 for 
each person in the 2020 Census. The citizenship probability will be used together with age, 
race, ethnicity, and location information from the 2020 Census to produce Citizen Voting Age 
Population. (CV AP) statistics. The objective of the project is to determine the number of 
citizens and non~itizens in the country. 

Person records in each administrative and survey data source, including the 2020 Census, will 
be validated and assigned a unique person identifier, called a Protected Identification Key 
(PIK). The PIKs will be used to link each person's citizenship infonnation to their 2020 Census 
record. The citizenship probability for persons in the 2020 Census without PIKs will be 
estimated based on local area information and the person's demographic characteristics, but 
not the person's citizenship, which makes the estimate much less accurate than if the person's 
citizenship information were available. The validation process (called the Person Identification 
Validation System (PVS)) involves comparing records to highMquality federal government 
sources ( called reference files) using fields such as Social Security Number (SSN), name, date 
of birth, sex, and residential address. Currently, the reference files are limited to the Social 
Security Administration's (SSA's) Nwnident file and the Internal Revenue Service's (IRS's) 
Individual Taxpayer Identification Number (ITIN) file. Several million U.S. residents have 
neither an SSN nor an- !TIN, however. Thus; even if such a person's information in an 
administrative or survey source is accurate, it will not be found in the reference files; no PIK 
will be assigned, and the person's citizenship probability will be estimated without the benefit 
ofinfonnation about her/his citizenship status. Just because a person doesn't have a PIK does 
not necessarily mean the person doesn't have an SSN or !TIN, however. Records-often contain 
eirors in personaJJy identifiable information (Pil), missing information, or variants not seen in 
the reference files (e.g., a name or address change), leading to a failure to validate. Thus, 
imposing an assumption that all persons without PIKs are-not U.S. citizens would lead to a 
significant underestimate of the number of citizens. 

Once citizenship data sources and the 2020 Census person file have been assigned PIKs, the 
citizenship data will be linked to the 2020 Census person file. A model will be estimated for 
each person with a PIK, using the most current citizenship status from each available 
citizenship source for the person, as well as the person's other demographic, household, and 
Iocation'information as explanatory variables. The model will produce a citizenship probability 
for each person, which will then be combined with age, race, ethnicity, and location 
information from-the 2020 Census to produce the Citizen Voting Age Population (CVAP) 
statistics. 

Having more than one source of citizenship inforrnation is necessary, because no one source 
is complete and up-to-date. The SSA Nwnident contains citizenship status for most of the 
population. But the information is not always up-to-date for foreign-born persons. Prior to the 
1970's people were not required to provide evidence of citizenship status when applying for 
an SSN. Thus, the citizenship status is blank for many older people in the Numident. Also, 
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naturalized citizens are not required to notify SSA about their naturalization. Thus, a 
naturalized citizen's SSA record may incorrectly say the person is',nota citizen. 

Having infonnation about not only whether a person is a U.S. citizen or not at a point in time, 
but al.So their country of origin, visa status, and how long they have been in that status, could 
help predict naturalization at a later date, because naturalization rates vary across countries of 
origin, visa statuses, and lengths of time in status. This would be useful for estimating the 
current citizenship status-for persons with citizenship inforination sometime in the past. but 
who lijck current infonnation. 

Prior to producing citizenship statistics in the fall/w'inter of2020-2021, the Census Bureau will 
do extensive testing' of the cltizenship models. Researchers will use past censuses and the 
American Community Survey (ACS)-as person frames (in place of the 2020 Census)i together 
with citizenship infom1ation from administrative sources in the same time periods. The testing 
will require historical data. 

Tue administrative records data will both expand the coverage of persons with citizenship 
information in the 2020 Census and provide more up-to-date citizenship infonnation for those 
already covered by other sources, resulting in more accurate statistics about the U.S. citizen 
population. 

2. Improve Census Bureau Record Linkage Methods 

The Census Bureau's Person Identification Validation System ("PVS") uses administrative 
records from a variety of sources to assign, where possible, unique person idetltifiers to each 
record in its surveys, Censuses and administrative records. However, coverage for some 
populations may be incomplete in the PVS. Incomplete coverage in the PVS would have 
important implications for the Census Bureau's ability to evaluate and improve its data 
products using administrative records. The use of the IHS data file(s) specified in Attachment 
B will permit an assessment of the coverage completeness in PVS while improving upon 
coverage in the PVS of the populations participating in state programs. 

3. Research, Testing and Operations for the 2020 Census 

The Census Bureau intends to test and use data from many sources, including public and 
private sources, to design and conduct the 2020 Census. The Census Bureau is using state 
program infonnation, along with data from fe,deral, state, and private sources to pursue lhe 
following four research initiatives leading to the integration ofthese data to augment or replace 
Census operations: 

A. validating and enhancing the Master Address File (MAF); 1 

B. designing and assigning resources to carry out the 2020 Census;2 

C. unduplicating public, private, and census lists; and 
D. imputing missjng data.3 

\ Census Btirenu ti5es includeupd111ing and eva!u111ing the Mester Address File. 
2 Data uses includeslmulllling a targllled address cartYassing, modeling tadc!cnnine data collection madi:s. modeling ta pred!ci self-response 
probabililfos, simulBting nO(l-rCSpome follow-up designs, dira:11:d advertising campaigns, and special cnumcr111ian apcralians planning, 
3 Census Bureauuscs,includc ficm imputation and count impullllion using infomtatian l\'om 11 composite of public and pri't'lllt datasD11n:cs. 
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To determine the feasibility of incorporating the administrative records data into Census 
operations, the data will be explored using 2010 decennial census data and intercensal test data 
to assess the quality and utility of household roster, .location, and demographic characteristics 
data. Disagreement observed in content across sources will be analyzed to develop approaches 
such as modeling or business rules to resolve conflicting infonnation. Administrative records 
will be assessed- to tabu]ate data at various levels of geography including the housing unit, 
block, tract. and state levels. These tabulations will be compared to the 2010 Census and 
intercensal test data to assess accuracy based on the level of aggregation. Research and testing 
includes simulations with 2010 Census data as well as using these data in operational site tests 
with the end goal of eventually incorporating the data into decennial census operations. 
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MEMORANDUM OF UNDERSTANDING 
AND INTER-AGENCY AGREEMENT 

BETWEEN 
U.S. CENSUS BUREAU 

AND 
U.S. POSTAL SERVICE 

This Memorandum of Understanding and Inter-Agency Agreement (the "MOU") is 
entered into by and between the U.S. Census Bureau (the "Census Bureau") and 
the U.S. Postal Service (the "Postal Service" or "USPS"). Capitalized terms used 
herein and in any exhibit hereto shall have the meanings ascribed to them in this 
MOU. unless otherwise noted. 

I. General Terms 

A. General Purpose 

The Census Bureau has requested that the Postal Service supply it with 
certain change-of-address information received from the public for mail 
forwarding services. The Census Bureau needs this information for use in the 
administration of its responsibilities associated with its conduct of decennial 
census and survey programs. 

In exchange, and within the legal restrictions governing the Census Bureau's 
release of data. the Census Bureau proposes to provide the Postal Service 
with information the Census Bureau has collected that is useful to the Postal 
Service's administration of the change-of-address data. 

Therefore, the Postal Service and the Census Bureau have decided to enter 
into this MOU to document this agreement for the ongoing provision by USPS 
to the Census Bureau of change-of-address data. 

B. Background and Legal Authority 

The legal authority for entering into this MOU is contained in 39 U.S.C. § 
412(b), also known as the Census Address List Improvement Act of 1994, 
which states that the "Postal Service shall provide to the Secretary of 
Commerce for use by the Bureau of the Census such address information, 
address-related information, and point of postal delivery information, including 
postal delivery codes, as may be determined by the Secretary to be 
appropriate for any census or survey being conduced by the Bureau of the 
Census." 

census mou execution copy fonnatted protected 
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The Census Bureau's access to these data is also authorized under 
13 U.S.C. § 6. This section of U.S.C. states that the Secretary of Commerce 
may request information from Federal Government establishments for the 
purposes of assisting the Census Bureau in the conduct of its work, including, 
but not limited to the decennial census. 

The Census Bureau's authority to provide the requested data to the USPS is 
found in 13 U.S.C. § B(b). 15 U.S.C. § 1525 and 13 U.S.C. §B(b) provide 
authority for the Census Bureau to engage in joint statistical projects with 
public and private entities. Further, the confidentiality of the USPS data is 
guaranteed under 13 U.S.C. § 9. Title 13 also provides for strong penalties 
for wrongful disclosure. 

In a letter dated February 14, 2005 to the USPS, the Census Bureau stated 
its need of change-of-address data as being "for use in its intercensal 
estimate program, the development of the Master Address File, the Statistical 
Administrative Records System, and other products that support the Census 
Bureau's decennial census and survey programs." 

C. USPS Change-of-Address System 

Pursuant to 39 U.S.C. §§ 401 and 404, the USPS collects change-of-address 
information from the public for the purpose of providing mail forwarding 
services to customers who have moved. The change•of-address data is a 
system of records within the meaning of the Privacy Act, 5 U.S.C. § 552a. 
Accordingly, the USPS is prohibited from disclosing any information from that 
system of records except as provided in the Privacy Act and implementing 
USPS regulations. 

D. Privacy Act of 1974 

The Privacy Act of 1974, 5 U.S.C. § 552a establishes that Executive Branch 
agencies, as defined by 5 U.S.C. § 552(1), who maintain a "system of records" 
are subject lo conditions of disclosure of any records contained in the system 
of records. Specifically, 5 U.S.C § 552a (b) states: 

(b) Conditions of disclosure 

No agency shall disclose any record which is contained in a system of 
records by any means of communication to any person, or to another 
agency, except pursuant to a written request by, or with prior consent 
of, the individual to whom the record pertains, unless disclosure of the 
record would be - * * * 
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(4:) to the Bureau of the Census for purposes of planning or carrying out a 
census or survey or related activity pursuant to the provisions of Title 13; 

II. Specific Terms And Conditions 

A. Definitions 

1. "The Census Bureau Programs" means the Census Bureau's 
intercensal estimate program, the Master Address File, the Statistical 
Administration Records System, and other products that support the 
decennial census and survey programs conducted by the Census 
Bureau. 

2. 11Change.,of .. Address Data" and ucoA Data" mean the compilation 
of new mailing addresses for individuals or entities collected by 
USPS over the past four years. The information regarding new 
addresses typically consists of the information supplied by a user of 
USPS PS Form 3575, Change-of-Address Form. The current count 
of records is approximately one hundred sixty (160) million records. 

a. "COA Data" shall include 

i. both the Permanent and the Temporary change-of-address 
records the USPS possesses for the most recent four (4) years. 

ii. Deleted Records (defined below) as well as new or added 
records 

b. "COA Data" shall not include records received from Individuals who 
are classified as Court Ordered Protected Individuals. 

3. "COA Update(s)" means the COA Data collected and prepared for 
distribution since the previous distribution of COA Data that is 
provided by USPS to the Census Bureau; 

4. "COA Original Information" means the COA Data and/or the COA 
Updates supplied by USPS to the. Census Bureau, except when the 
COA Data and/or the COA Updates (or portions thereof) are 
commingled with the Census Bureau's data systems for the Stated 
Purposes. 

5. '(Deleted Records'1 has the meaning ascribed to it in Section II, 
subsection D. 

6. "Format" means a standard text format consisting of fixed length 
fields; USPS shall provide a file description that defines the 
organizational structure and the definition of specific fields; the media 
type shall be mutually agreed to by both parties. 

7. "Stated Purposes" has the meaning set forth in Section II, 
Subsection 8. 
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8. "Territory" means the United States of America, its territories, 
military bases and embassies. 

B. Grant 

USPS grants to the Census Bureau a non-exclusive, revocable license to 
the COA Original Information during the Term of this MOU in the Territory 
for use in the Census Bureau Programs to: 

1. determine if a person or persons resides at an address currently 
maintained by the Census Bureau; 

2. determine a new address of any person or persons for whom the 
Census Bureau already is in possession of that person's name and 
old address; 

3. improve the quality and completeness of an address for which the 
Census Bureau already possesses the person's name and partially 
complete address; 

4. perform statistical analysis as it relates to the conduct or survey of 
census;and 

5. identify any addresses with the change-of-address data that the 
Census Bureau does not maintain currently within their Master 
Address File. 

The foregoing enumerated uses of the COA Original Information are 
herein referred to as the "Stated Purposes." 

C. The Scope of this Agreement 

1. The scope of this MOU does not include a right to sublicense, assign, or 
transfer any part or all rights granted under it; any sublicense, assignment, 
or other transfer or attempt to do the foregoing shall be void. 

2. The scope of this MOU does not include any right to develop or use the 
COA Original Information to artificially compile or maintain lists or histories 
of new movers. 

3. The scope of this MOU does not include any expressed or implied right to 
display or distribute the COA Original Information. The scope of this MOU 
does not include any expressed or implied right to outsource the COA 
Original Information, except as provided for in 
Section IV Subsection B. 
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4. The scope of this MOU does not include any expressed or implied right to 
export the GOA Original Information out of the Territory. 

D. Fulfillment Frequency and Data Retention Terms 

Within thirty days of the effective date hereof, the USPS shall provide to the 
Census Bureau a master copy of the GOA Data. 

At intervals agreed upon by the parties hereto, the USPS shall provide the 
Census Bureau with a GOA Update. Each GOA Update will include, in 
addition to change-of-address information that is new since the last delivery 
by USPS of data, a compilation of records for which either the 4-year 
retention period has elapsed or for which a subsequent transaction has been 
received that cancels or deletes an active record (herein "Deleted Records"). 
Upon receipt of a GOA Update, the Census Bureau shall apply the 
transactions in the following manner. The Census Bureau shall remove all 
GOA Original Information Deleted Records prior to the insertion of the new or 
added records and the Census Bureau shall not retain GOA Original 
Information Deleted Records in any manner or form without prior nottfication 
and authorization in writing by the USPS Chief Privacy Officer and the USPS 
Senior VP Intelligent Mail & Address Quality or their authorized designees. 

All fulfillment of GOA Data shall be provided via USPS Express Mail. The 
USPS will provide all releases of the GOA Data in a format encrypted using 
the Advanced Encryption Standard protocol. The Census Bureau shall be 
responsible for developing all software necessary to decrypt the GOA Data 
based on the AES protocol. The encryption key necessary to perform 
decryption shall be transmitted separately from the GOA Data for security 
purposes. The Census Bureau shall expect and be prepared to 
accommodate changes to the AES encryption/decryption key on a month-to
month basis. 

Ill. USPS' Intellectual Property Rights 

A. To the extent permitted by law, the Census Bureau agrees and acknowledges 
that USPS owns and retains all rights, title and interest in the intellectual 
property rights (including the right to create derivative works, modifications, 
and new compilations) in the GOA Original Information, regardless of its form, 
format, or media. 

B. The Census Bureau agrees and acknowledges that the GOA Original 
Information is confidential, securely-protected proprietary property of USPS. 
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IV. Restrictions on the Census Bureau's Use and Disclosure of COA 
Original Information 

A. The Census Bureau shall not use the COA Original Information outside 
the scope of this MOU for any purpose, including, without limitation, for the 
purpose of obtaining postage discounts for First-Class Mail entered into 
the USPS mail delivery system, or what is commonly known in the mailing 
industry as the Move Update Requirement, without the prior written 
approval of the Postal Service. 

B. The Census Bureau shall employ the same protections It would for its own 
systems of records to safeguard from disclosure the COA Original 
Information in its possession. This includes restricting access to the COA 
Original Information to only those employees, contractors, or agents within 
the Census Bureau employ or service who have a compelling and 
legitimate business need to access the COA Original Information. The 
Census Bureau shall maintain an up-to-date and current accounting of all 
such authorized individuals and shall make such accounting available to 
USPS upon request. Such individuals shall maintain an appropriate level 
of security clearance as the Census Bureau routinely uses for its other 
sensitive and privacy-related data systems. The Census Bureau shall not 
disclose to any other person or external organization or other government 
agency the COA Original Information provided to ii hereunder or any 
version or element of such COA Original lnfom,ation. Upon tennination of 
this MOU for any reason, the Census Bureau must completely erase and 
destroy any and all COA Data that is in the form of COA Original 
Information in its possession. 

C. The Census Bureau shall not stale, suggest, or infer publicly or to a third 
party that the Census Bureau's methodology lo apply COA Data to 
Census Bureau data systems has been "endorsed by the United States 
Postal Service" or words to that effect or intended to have that meaning. 
While the Census Bureau may share with the statistical community the 
fact that COA Data has been provided to the Census Bureau by USPS, 
open disclosure of this fact to the general public will be limited to direct 
inquiries, and materials authored or presented by professional staff of the 
Census Bureau. 

V. No Representations or Warranties 

The Postal Service makes no representation or warranty as to the 
accuracy of the COA Data provided herein or as to its fitness for a 
particular purpose. Notwithstanding anything contained herein to the 

census mou execution copy formatted protected 6 



MEMORANDUM OF UNDERSTANDING

Page 123 of 430

• • Execution Copy 

contrary, and to the extent permitted by Federal Law, nothing herein shall 
be construed to prevent USPS from pursuing, restrict USPS's right to 
pursue, or limit USPS's ability to recover with respect to, any and all 
claims it may have against the Census Bureau for breach of this 
Agreement and for any and all damages, losses, liabilities and expenses 
incurred by USPS, its employees, agents, representatives and members 
of the Board of Governors in connection therewith or related thereto. 

VI. The Census Bureau's Provision of Data to USPS 

A. The Census Bureau shall compensate USPS for the COA Data through 
the provision of information, as outlined below in this Section IV B and C. 
If, at a later date, USPS determines in its sole discretion that this 
exchange of information and services proves to be an unsatisfactory 
method of reimbursement, then USPS may require that the Census 
Bureau make payments in cash for some or all of the USPS' costs in 
providing the COA Original Information hereunder. Should the data 
exchanges cease, any subsequent release of the COA Data to the 
Census Bureau will be at a cost not-to-exceed $25,000.00 within a given 
calendar year. 

B. In exchange for the COA Data, the Census Bureau shall supply to USPS 
information related to the administration of name and address data for the 
sole USPS purpose of improving and enhancing USPS administration of 
the change-of-address data. All Census Bureau information transmitted to 
USPS under this agreement shall be in aggregated form, i.e. non
individually-identmable, in accordance with all legal restrictions governing 
the Census Bureau's release of data. The Census Bureau maintains a 
publicly available list of all custom tabulations that includes the names of 
the requesters and a brief description of the products. Once produced, 
custom tabulations also will be available upon request for the cost of 
reproduction. · 

Examples of the type of data sought by USPS include, but are not limited 
to: 

1. Name Frequency Distribution Tables 
2. Name Ethnicity Patterns and Variations 
3. Name Gender Indicators 
4. Geographic-Specific Name 
5. Geographic Mobility Characteristics, Analyses, and Reports 
6. Change-of-Address Data Quality Control Analysis Feedback 
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C. To the extent permitted by Federal Law regarding the release/publication 
of the data, the Census Bureau shall share to the maximum extent 
possible other information, as it would relate to the USPS administration of 
the change-of-address data, within the legal restrictions governing the 
release of such information. The Census Bureau shall advise and inform 
the USPS of other such additional value in kind that the Census Bureau 
may offer from time to lime. 

D. The Census Bureau and USPS shall meet at the commencement of this 
MOU, and on or about each anniversary date thereafter to set the 
schedule on which such information will be supplied to USPS by the 
Census Bureau. 

VII. Termination; Survival 

A. Term 

This MOU shall continue in effect until terminated by either party as provided 
herein the (the period during which this MOU is in effect being herein referred 
to as the "Term"). 

Either party may terminate this MOU at any time for any reason upon written 
notice from its designated representative to the designated representative of 
the other party. Termination will be effective within 90 days of the receipt of 
the notice or at such later date as is specified within the written notice. 

B. Effect of Termination 

Following receipt of a termination notice, both parties agree to fulfill, as 
reasonably practical and prior to the effective date of any such termination 
notice, all service commitments that are in process. Any project or service 
commitment hereunder which cannofreasonably be fulfilled prior to such 
effective date shall be terminated at the date of termination, unless the parties 
mutually agree otherwise in writing. The Census Bureau shall completely 
erase and destroy all COA Original Information in its possession upon any 
such termination. 

Notwithstanding anything else contained herein to the contrary, USPS or the 
Census Bureau may terminate this MOU immediately, without obligation of 
any kind to fulfill service commitments or otherwise, in the event of a breach 
by USPS or the Census Bureau of the terms of this MOU. 
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C. Survival 

Section Ill "USPS" Intellectual Property Rights'"; Section IV "Restrictions on 
the Census Bureau's Uses and Disclosures"; Section V "No Representation 
or Warranties"; and this Section VII "Termination; Survival" will survive any 
termination of this MOU. 

VIII. Designated Representatives 

For purposes of this MOU, the designated representative of the Postal 
Service shall be: 

Janice E. Caldwell [or any successor) 
ianice.caldwe/l@usps.gov 
Manager, Address Management 
US Postal Service · 
6060 Primacy Pkwy Ste 201 
Memphis TN 38188-0001 

(901) 331-4600 / Office 
[901) 767-8853 / FAX 

For purposes of this MOU, the designated representative of the Census 
Bureau shall be: 

Sally M. Obenski (or any successor) 
sa/ly.m.obenski@census.gov 
Assistant Division Chief, Administrative Records Research 
U.S. Census Bureau [301) 763-4044 / Office 
4700 Silver Hill Rd Stop 9200 (301) 457-3401 / FAX 
Washington DC 20233-9200 

IX, Modification 

Performance of this MOU will be reviewed on an annual or more frequent 
basis by the parties hereto. This MOU may only be modified by a written 
agreement executed by duly authorized officer of each party hereto. 
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X. Signatures And Effective Date 

The parties hereto hereby execute this MOU, which shall become effective on 
the later date of the two dates (if different) shown below. 

US Postal Service 

SR VP Intelligent Mail & Address Quality 

Date: _-_l_l -_2_-_o_s_-__ 

census mou execution copy formatted protected 

US Department of Commerce 
US Census Bureau 

#=---/+= 
CHARLES LOUIS KINCANNON 

Director, U.S. Census Bureau 

Date: II- GJ- OS 
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Modification 1 
lnteragency Agreement (Agreement No. 0094-2012-NFE-001) between the U.S. 
Census Bureau and the U.S. Department of Housing and Urban Development 

THROUGH WHICH 

THE U.S. CENSUS BUREAU WAS ACQUIRING 

Calendar Year {CY) 2012-2017 Tenant Rental Assistance Certification System (TRACS) and the Public and 
Indian Housing Information Center (PIC) data 

FROM 

The U.S. Department of Housing and Urban Development 

The purpose of the modification to the CY 2012-2017 [nteragency Agreement (Agreement No. 0094-2012-
NFE-001) between the U.S. Census Bureau (Census Bureau) and the U.S. Department of Housing and Urban 
Development {HUD} is to extend the data acquisition period and to-acquire additional data files. 

Therefore, replace Paragraph I in the original agreement with: 

I. PARTIES AND PURPOSE 

This lnteragency Agreement (IAA) establishes an agreement between the U.S. Census Bureau (Census 
Bureau) and the U.S. Department of Housing and Urban Development {HUD) for the acquisition of 
Calendar Year (CY) 2015-2020 Tenant Rental Assistance Certification System (TRACS), the Public and 
Indian Housing Information Center (Pie), Computerized Homes Underwriting Management System 
(CHUMS), Low-Income Housing Tax Credit {UHTC), and Federal Housing Authority (FHA) data for use in its 
intercensal estimates program, the Statistical Administraflve Records System, and other activities that 
support the Census Bureau's decennial census and survey programs. 

Replace Paragraph Ill in the original agreement with: 

Ill. TERMS AND CONDITIONS 

The information provided by HUD under this agreement is confidential under the Privacy Act of 1974, 5 
U.S.C. § 552a, as amended. Title 13 U.S.C., Section 9, guarantees the continued confidentiality of data 
once acquired by the Census Bureau. The Census Bureau agrees that any information received under this 
agreement will remain confidential, that no data under this agreement will be disclosed in personally
identifiable form, and that all uses will be solely for statistical purposes. 

Data transmitted to the Census Bureau will become a part of the Census Bureau's Statistical 
Administrative Records System (StARS) and is covered under the Census Bureau's System of Records 
Notice COM MERCE/CENSUS-81 StARS. As such, these records are subject to all requirements and 
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conditions of the Privacy Act of 1974. 

To the extent authorized by federal law: When the Census Bureau publicly releases information pursuant 
to this agreement, it shall not identify any individual or business entity and all results will have met the 
Census Bureau disclosure avoidance guidelines. Full Title 13 confidentiality is provided to protect the 
identities of individuals in all items derived from program data until the data are destroyed. The Census 
Bureau agrees to allow HUD the ability to verify that findings, listings, information derived, or any 
combination of data extracted or derived from the HUD program data properly protects the identities of 
individuals. 

Both parties acknowledge that substantial penalties exist for wrongful disclosure of HUD information 
provided under this agreement: 

A. Unauthorized disclosure-of the information provided under this agreement may violate the terms of 
13 U,S.C., Section 9; 5 U.S.C., Section 552a; and 44 U.S.C., Section 3501. In the event of 
inconsistency, the parties agree that the most restrictive provisions of these statutes will apply in 
determining what constitutes an unauthorized disclosure. 

B. The penalties stipulated for wrongful disclosure in 13 U.S.C., Section 214; 5 U.S.C., Section 552a; and 
44 U.S.C., Section 3501 may include imprisonment for up to five years, a fine, or both. 

C. Knowingly and willfully disclosing or obtaining rec6rds(s) under false pretenses may also violate 
provisions of 5 U.S.C., Section 552a, resulting in penalty. Taking or converting records(s) to one's 
own use or recei11ing the fi!e(s) ~newing they were stolen or converted may violate 18 U.S.C, 
Section 641, resulting in penalty. 

By signing this agreement, the Census Bureau agrees to abide by all provisions set out in this agreement 
for protection of all information contained in the data file(s) and acknowledges having received notice of 
potential criminal, administrative, or civil penalties for violation of the applicable laws supporting the 
terms of the agreement. 

Detailed file specifications and requirements of the Census Bureau's CY 2015-2020 request for the PlC, 
TRACS, CHUMS, UHTC, and FHA data are provided in Enclosures A, B, C, D, and E. The Census Bureau will 
retain the original CT 2015-2020 PIC, TRACS, CHUMS, LIHTC, and FHA date for two (2) years from the date 
of receipt. The Census Bureau will have unlimited use and ownership of the PIC, TRACS, CHUMS, LIHTC, 
and FHA data after it is commingled with Title 13 data. 

Replace Paragraph IV in the original agreement with: 

IV. CONTACTS 

The contacts of each party to this agreement are: 

Agreement 

Shawn J. Bucholtz 
Director, Housing and Demographic Analysis Division 
Office of Policy Development and Research 

Page 2 of18 



MEMORANDUM OF UNDERSTANDING

Page 129 of 430

U.S. Department of Housing and Urban Development 

451 Seventh Street, SW, Room 8222 

Washington, DC 20410 
202-402- 5538 Phone 

shawn.j.bucholtz@hud.gov Email 

Michael A. Berning, Supervisory Survey Statistician 

Center for Administrative Records Research and Applications 

U.S. Census Bureau 

HQ-6H105 
4600 Silver Hill Road 

Suitland, MD 20746 
301-763-2028 Phone 

301-763-4310 Fax 
Michae!.A.Berning@census.gov Email 

Data Custodian 

Lydia B. Taghavi 

Social Science Analyst, 

Division of Program Monitoring and Research Office of Policy Development and Research 
U.S. Department of Housing and Urban Development 

451 Seventh Street S.W. Room 1826 
Washington, DC 20410 

202-402-5741 Phone 

Lydia.b.taghavi@hud.gov Email 

J. Trent Alexander 
Center for Economic Studies 
U.S. Census Bureau 
HQ-2K133 
4600 Silver Hill Road 
Suitland, MD 20746 
301-763-9810 Phone 
301-763-4310 Fax 
J.TrentAJexander@census.gov Email 

Technical 

Lydia B. Taghavl 
Social Science Analyst, 
Division of Program Monitoring and Research Office of 
Polley Development and Research 
U.S. Department of Housing and Urban Development 
451 Seventh StreetS,W. Room 1826 
Washington, DC 20410 
202-402-5741 Phone 
Lydia.b.taghav1@hud.gov Email' 
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Vickie Kee 
Center for Economic Studies 
U,S. Census Bureau 
HQ-6H117 
4600 Silver Hill Road 
Suit!and, MD 2074P 
301-763-3071 Phone 
301-763-6234 Fax 
vickie.lynn.kee@census.gov Email 

Sponsor 
Amy OHara, Chief 
Center for Administrative Records Research and Applications 
U.S. Census Bureau 
HQ--6H1068 
4600 Silver Hill Road 
Suitland, MD 20746 
301-763-5757 Phone 
301-763-4310 Fax 
Amy.B.Ohara@census.gov Email 

The parties agree that if there is a change regarding the information in this section, the party making the 
change will notify the other party in writing of such change. 

Replace Paragraph Vin the original agreement with: 

V. DURATION OF AGREEMENT, AMMENDMENTS, AND MODIFICATIONS 

This agreement will become effective when signed by all parties. The agreement will terminate on 
September 30, 2020, but may be amended at any time by mutual consent of the parties. The parties will 
review this agreement at least once every three years to determine whether it should be revised, 
renewed, or canceled. 

Any party may terminate this agreement by providing 30 days' written notice to the other party. If the 
agreement is terminated, neither party shall be responsible for any costs incurred by the other party prior 
to the termination. 
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Replace Paragraph VIII in the original agreement with: 

VIII. APPROVALS 

Ron S. Jarmin 
Assistant Director for Research and Methodology 
U. s-. Census Bureau 

Date 

Katherine M. O'Regan Date 
Assistant Secretary for Policy Development and Research 
Department of Housing and Urban Development 

Enclosures: 
Enclosure A: Census Bureau File Specifications and Requirements for the TRACS files 

Enclosure B: Census Bureau File Specifications and Requirements for the PIC files 
Enclosure C: Census Bureau File Specifications and Requirements for the CHUMS files 

Enclosure D: Census Bureau File Specifications and Requirements for the LIHTC files 
Enclosure E: Census Bureau File Specifications and Requirements for the FHA files 
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Replace Paragraph VIII in the original agreement with: 

VIII. APPROVALS 

--2L _______ ~'!{oo/rr .. 
Ron S. Jarmin 
Assistant Director for Research and Methodology 

U.S. Census Bureau 

Date 

~~ot-~---~o4~~ 
K:;i,~~~~ M. O'Regan elate 

Assistant Secretary for Policy Development and Research 

Department of Housing and Urban Development 

Enclosures: 
Enclosure A: Census Bureau File Specifications and Requirements for the TRACS files 

Enclosure B: Census Bureau File Specifications and Requirements for the PlC files 

Enclosure C: Census Bureau File Specifications and Requirements for the CHUMS files 

Enclosure D: Census Bureau File Specifications and Requirements for the LIHTC files 

Enclosure E: Census Bureau File Specifications and Requirements for the FHA files 

Page 5 of 18 



MEMORANDUM OF UNDERSTANDING

Page 133 of 430

Enclosure A 
CY 2015-2020 Census Bureau File Specifications and Requirements for 

the Housing and Urban Development (HUD) 
Tenant Rental Assistance Certification Sy,1te1m 

Ma't30t2015 
May 30; 2016 
ryi~y 30, ~017 
Mai 30, 2018 
May 30, 2019 

2020 

Ji.\ 

Househ·ofd; all records including move outs and inconiplete 
addresses_: 

LAST_NAME 
MlD0~E_I 
FIRSTcNAME 
Ml;M_SSN 
HEAQ~SSN 
BIRJHcDATE 
SE_X~COt>E 
RELATIONSHIP 
RACE 
ETHNICITY 
CONTRACT_NUMBER 
MOVING_DATE 
PROJECT_NAME 
PROJECT_NUMBER 
CERTIFICATION_DATE 
CERTIFICATION_TYPE 
TRANSACTION_DATE 
TRANS.ACTION_TYPE 
TERMlNAT!ON_REASON 
ACTJVE_IND 
CURRENT_IND 
TOTAL_JNCOME 
SUBSIDY_TYPE 
TOT_ TENANT _PMT 
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CONTRACT_RENT 
GROSS_RENT 
STD_ADDRESS 
STD_CITY 
STD_STCD 
STD_ZIP 
FlAG 
MCE_AMRIND~ALKN1V 
RACE_ASIAN 
RACt_BLCK_AFR_AMR 
RACE_HAWAIIAN_pl 

DVD·(e'hciyf)t_ed) 
(Please-e-maifCE!llSus Bureau Technical Contact:Persoil 
With paSswC,rd)" · 

I 
Documentation: 1. Please include a record layout, record count, block 

size, BPI, the latest data dictionary, and the name 
and telephone number of a technical advisor, 1f we 
should have questions. 

2. Include responses required in special instructions. 

I jpgjivc"'.ry·M~ib~g;, \ ,,: "'"" ~T' •-'\r ,0:•,T;:~(~i{Jt!j,'.[lJlfj,@l,I~[~lRtl'8\\!'.aJ,l,iw'j;~til'.~;~fc.)l fu'JlJ< 
'liJJJX! ,4, ; r Hi. , ',~' ~ if""'' 'L ·,; ' =""-: 'ff3<'('::f' •i¼;'t,'.tw;~AW4 !f.f Jtt,Y~) ""'ii:,~~"'' '{q,lt\ ,~ ,/i/("iJ£,d$ "',t~ ~ 
~"" , " , ~' "'" 1;'. ; 1 , _ ~ ,, >:f',,_-"~':{~ 1.:?,0:-';.\f-2?1{f ~, 1J:l ,,,,, d\K~~'½-' •YS"""' T\..,'-/x?,;,;f:fitt:~2:;~"''±''~"cS;; 

Mark Shipment: 

Ms. Vickie Kee 
301-763-3071 
301-763-3072 (staff) 
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Enclosure B 
CY 2015-2020 Census Bureau File Specifications and Requirements for 

the Housing and Urban Development (HUD} 

·tf6"r'riiaq,\·, i\-0 . 

Documentation: 

I '"M~~k--shi·p~~"~C -

Public and Indian Housing Information Center (PIC) files 

,-::Natlo_~j(:Fj1e_ . , _.:•-.. -:;.- ; _ <:. _ -i·_: ·_,.,- __ _-:,', :, _ -::· . __ ··;\-..:--··_.- :: -,-

-,,;It,' :_:·:41!JW()Ja,~: __ ~Nft~:fb,f1fR°,~i-~--~.'.:~ef,iw~~6rlZ:)t .- .'.-,./ ''·';{; 
> •··.> >< >• · :-.fi;'~:PH(4~-z,~i4·:-~?~-;~--~Ji_i..if ?.O,W~,:ti:z'} ;_:r!::f~'.,if~!:~ -'.~~t<·,,:'./> •:v < <> 

·Cf~-p~1pi;:to,:~S.:a,r{~ __ ,A;P.fi1.',_;t~.;20:i;6. __ >\i; ,c-c•··, •• 

. _9y'--~_B.rw1-2~~pl61~~~~lf~'df}A?9~1-•:;/_;--. . . k? 
,. (YAprtl1,.,011end fi>r1Li;;2p:ts; .· f, 

-_._ · :d;r}P'.i:i'tif-'2p1:~ioi:~_P.d.i.-~/?9.-i_~!j- ~1i ;; ·'--;_:kt' 
: ---cy; Af:i'd1_,i~_:2ox9·/~hai'f\PJn:t.:202_0_,;f: +:i -'i">-

. --:-·:·'./::'3}r;?,;z:_\s, ---, -.;~\ ".:\;:;, -~:)'-ff:h: .. ~·--:_,;::.\L;;:_::yr :--: 
May 30, 2015 
May 30, 2016 
May 30, 2017 
May-30, 2018 
May 30, 2019 
M21y 30, 2020 

. . ~· -,~ptf~ffoh•t~-~.~~~ryi--t1P;:,~~•-_.-f 
1 >\ :: ')'\~\>~WPt \:,:~r/-:\;}:t .'. ~'tlJ g: f}: 

-----;::-,;"~·~r~-~:->·: ,._\,-
··1--1::,, >.-r~X\ 

FQr Head of Household ind All other Membl?rs of the 
Househdld; all recprds including ·move outs and incomplete 
addresses. ·see attach_ed lists ofvc!riables: 

1. Member File Data" Vl:lriablt? List 
2. Vacan't File Data variable .List 
3. Not~Reported File bata Variable Lis_t 

· -· -;-:pf~~Sf:"V~. f [fy." !f,,S~@if sfGzyfitY.;NWth tfgt(Yf~l~:Vafi,daJ~if:~~1,;\:: 
{t~l~ti.~~{f ai_!~~Jifr5:#t§_f~:i~::ifl\~S~O:ffl:~~fiYihf,:): --s;,:~l',;)· -· ;,,- ,'. 

'\db~"t.iin~hJliiti_tjiit:, .->i-'i' - '' ••-· -·c:11v.\1•.•-~ 
,\ _, \>:"· -!:t-_,_, ,, 

DVD {encrypted) 
{Please e-mail Census Bureau Technical Contact Person 
with password) 

Pl_ease include a record layout, record count, block site, BPI, 
tile latest data dictionary, and t_he name and telephone 
number of a·technic"al advisor, ifwe should hav_e questions. 

~ ,_ · ·-::;t:1~~~;~;Wt~~~i1~~i i?~~t~l~;rt::~I~1r~r~•,f i~~~:t~,~v:t{~\1;: 
HUD.:... PIC File 

DVD- DO NOT X-RAY 

l:'i;;1;;{~10ii;;,0i1(~h:prti~,·. 
ji1~a'~ei;e~·rna·11!'attt-i'~, 'tlih~ Pf ShiPrTieht, 
-.- ·,>·-- :i,:t\:\:_:,:.: ;:·.:;-:._/ .. ". ,- '< ;_, ;_,;·\' '\ ... _ ;_ \:~:.':·- > ~-;---: 
Mi·_y1_'~_ki¢i_~-e~:i:_t\.;;-_. __ :·--- \.H·--

o:.s·;;ce~·sµs s~;r~Ju·. · '""" >",, .. , f .• 
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Kee 

301-763°3071 
301 '763-1072 (staff) 
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MBR_LAST_NAME 

MBR_M_INITIAL 
MBR_FIRST_NAME 
SSN_HEAD 
SSN_MBR 
BIRTH_DATE 
MBR_AGE 
MBR_SEX 
MBR_ETHNICITY 
RELATIONSHIP 
WHITE_IND 
BLACK_IND 
A_INDIAN_ALASKAN_IND 
ASIAN_JND 
HAWAl!AN_PACIFIC_IND 
PROGRAM_TYPE 
DEVELOPMENT_CODE 
PROJECT_NAME 
TYPE_OF_ACTION 
PARTICIPANT_(ODE 
CERTIFICATJON_DATE 
MOV!NG_DATE 

TOT_A_INCOME 
TTP(TOTAL_TENANT_PAYMENT) 
GROSS_RENT 
CONTRACT_RENT 
STD_ADDRESS 
STO_CITY 
STD_STCD 
STD_l!P9 
ZIP _CODE_OLD 
FLAG 
VOUCHER_TYPE 
VOUCHER_SPL_PROGRAM_CODE 
BUlLDING_NUMBER 

BUILDING_NUMBER_ENTRANCE 
OLD_DEVELOPMENT _CODE 
OLD_BUILDING_NUMBER 

l. Member File Data Variable List 

(For HUD/PIC) 
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DEVELOPMENT_CODE 
BUILDING_NUMBER 
BUILDING_NUMBER_ENTRANCE 
OLD_DEVELOPMENT_CODE 
OLD_BUILDING_NUMBER 
STD_ADDRESS 
STD_ClTY 
STD_STCD 
STD_ZIP9 
ZIP _CODE_OLD 
PROGRAM_TYPE 
FLAG 
PROJECT_NAME 
MTW_FALG 

2. Vacant File Data Variable List 
(For HUD/Pie) 

3. Not-Reported File Data Variable List 
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DEVELDPMENT_CODE 
BUILDING_NUMBER 
BUILDING_NUMBER_ENTRANCE 
OLD_DEVELOPMENT_CODE 
OlD_BUILDING_NUMBER 
STD_ADDRESS 
STD_CITY 
STD_STCD 
STD_ZIP9 
ZIP _CODE_OLD 
PROGRAM_TYPE 
FLAG 
PROJECT_NAME 
SSN_HEAD 
MTW_FALG 

(For HUD/Pie) 
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Enclosure C 

CY 2015-2020 Census Bureau File Specifications and Requirements for 

the Housing and Urban Development (HUD) 

Computerized Homes Underwriting Management System (CHUMS} files 

__ ,,_ :'.~-a,~i:~~~~:~!-~_,·,,.;,::: _.·:_ ... _._; ./<,::·:"~< -___,,:_.: _.-'.'-.'.'./;-:,-;.-:: 
"·. :'· , Alltec?·.rJfs-~tfte:r:e_l:l~Qt)lP.dateQ_,_betWe~r\_:_.:;_:_·:\·'.'::.~./ -~,, ,,-, ('.;_~-~l]: 

.. t.~et1Rt1\l~!,~~t'.~h~t~tfr[:~9~~~i/T_--;·_;:;:f"'~~tt -. .:,.,, 'J:- ·v 

/EX: l~~\\¥ -~~;-'~::'~J19.;_1~~,1-1.1;r~~~~\tf /?}\/t\; ,/: , ·-: :tiJ \J\--
, ·•Cf<.!\P:r:,l!J_1,::29is :l'.nlA~_t,.iJ',1~~;40~-:Zr,::,_t·--t<'.:'.:·,-;: ,:;~'.\ ,;<;;,_;_-. -\:,"';. 

-.. CY Api:il '1:t20l71antl Aµfil~1I 2018~ ,/ , "~ ,., • 
·r.c.· .. y,,. dCJ:•.,2\Jia•a'ridA"''.1 ,i•,2o:ti;c:e. c' 05<,5::J: .,::.v 
c;;::ij ii1Btitiitfih:iA{1;fii;<202a ~:rr:ri- c'.'.'. __ .,,_,,,, --\(-~~r 

- ' "-.'-:<···--•-::'--'" , .. _, -·- ·c.:.,.<--:/.'f,/;_;··-_.,:;-_\',;"" ',!'-\;:, ,. --f</;;-

May 30, 2015 

May 36, 2016 
May 30, 2017 
May 30, ·201a 

May 30, 20~9 
May 30, ·2020 

- :\LJ:t>: 

Provide CHUMS data as follows: 

1. Borrower Detail - including date of birth, 
employment'Status, gender, maiital status, mi:me, 

social security numbE!r, race, borrower type, ca~e 

numb.er, closing date, construction status, 
endorsement date,.and other variables as-will be 

specified at the time of data sharing. 
2. Case DEitail variables Tnc_luding those-related to 

property address and lba_n term and type det_ai!s. 
3. Co-BorrOwer Detail- variil:bles similar to those 

provided .for b~rro~wer detail. 
4. Ofher .. CHUMS variable as v,Jill be ide_ntified by both 

parti_es at tt]e 1:ime of data· sharing. 

-Pfe_a~{y.er1rv: :if $cf~(ijt_~E!~c_y_(it_Y::N_9::~-~~t,s/Jjer,~:va11aa't'.et{ and_\: 
d~st;tib~,:va)iQ.i:lt!O'll.-p;r'oC~'SS)ri,~~cpJr1p_~_nXi.,:ig\ ·1 - • ' - - -

do:CUinen.tailOii" - -:-;-_-->/ 

DVD (encrypted) 
(Please e-mail Census Bureau Technical Contact.Person 

with password) 

Please include a record layout, record count1.block size, BPI, 
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the latest data dictionary, and the name and teleph6ne 
num_Qet _o_f _a tec_hnical ac!visor,. if w~ should have ques_tions. 

-;fi~.4~a-~r~l>~fi.V;:rv.;s~fl/j~~\(f~_de·r11:t:"~Xpr6:~{~l;Jp.S;,";t~~tr<.} .. '): 
., ·: '_·_t::<~ /{,~:<:_·,:,,:;.;:·it·-::/>~·:}!:\:{\:?>\\::<?-~-:{:::: ,:_i).) {' <'.j/<~-i'; -:· . " 
HUD- CHUMS File 
DVD - 00 NOT X-RAY 

Vickie Kee 

301-763-3071 
301-153.30121,1a1tJ 
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Enclosure D 

CY 2015-2020 Census Bureau File Specifications and Requirements for 

the Housing and Urban Development {HUD) 

Low-Income Ho~sing Tax Credit (LIHTC} files 

1. P_rop_e:rtv~l_eye1;~a-~a. sets 
2. UniHe've1:aata,;etS -: 
3, -~P~rso'n~1e~~i-•djt~)eJs '(incl~d.es.,Q_tiJ{th~ 1aSt 4 

~1g1ts 01cssf.!1 . · • 

Ple_ase if')clu_de·a reCord l~lfO_~t,.- re_corCH:ou,~_t/bl_Ocik.s_iZ~;,.:_ Pl:, 
the-l_at_est data ·dict[onary,:·and·_th7 n~m_l,! a_i;i:d tet_ephOne 
m,imber of a· tf;:!c;hnical 'advis()r, ·If we sho.ul_d ha_v:e· qu_eSl:ionS. 
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Enclosure E 

CY 2015-2020 Census Bureau File Specifications and Requirements for 

the Housing and Urban Development (HUD) 

Oo_cumentation: 

Federal Housing Au~~ority (i=HA) files 

May 30, 2015 
May 30; 2016 

May 30, 2017 

M~f3Q,}.018 
f0~y.30; 201,9 , 

, May e0;,2020 

'·,·<•,~~--' ·:·· < ,:·-_o. __ ._/':,-J:_. • ., _-, ~'"'--·" 

_Pr.~_vJq_e··_Fe'dera)_ Housing·AtJtho•rity (Fl::IA):_d_afa a_s 

follo.wS: 

1. clpim De-~an _ 
2. Case Detail 
;3, Co-Borrower·oetail 

4. FICO·Ci"etaif 
5.' Len·def'.D.etail 

''l:;; :[ender Name 
:·.-'.7;. · ·_o~~-efWfi(kr-o}·~a.i_l 

DVD (entryptcfll . . . .. .• .. .· .,.· ..... 
(Pll\!ase. e-rnail. Census-.BJre.au -Tech nlcal,·_cc:, __ f!fa.ct" _p~f$oh 

with p~sSwordF - , 
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l·.•.Cehsys EhJre.·a u Technic8J'.Coi1fad 
Person: 

. . 

M~;Vjckie Kee 
301-763°3071 

· 3010763,3072 (staff) 
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FROM 

MODIFICATION 1 TO THE 

MEMORANDUM OF UNDERSTANDING 

THROUGH WHICH THE U.S. CENSUS BUREAU IS ACQUIRING 

I PRISONERS DATA 

DEPARTMENT OF JUSTICE, UNITED STATES MARSHALS SERVICE 

0071-FY18-NFE-0010.001/M0001 

This document constitutes a modification to Agreement No. 0071-FYl 8-NFE-0010, an 
agreement between the Department of Justice, US Marshals Service (USMS) and the U.S. 
Census Bureau (Census Bureau) dated May 31, 2018. The purpose of this amendment to allow 
for the transfer of additional data to the Census Bureau and to document necessary updates to 
security language. 

The purpose of the amendment is to: 

1. Add the following paragraph to the end of the BACKGROUND section: 

The Ci:ensus Bureau requests additional data requested in Modification 1 in order to 
incorporate information the USMS collects on citizenship for the Census Bureau's 
Decennial program. 

2. Add the following paragraph to the end of the USMS RESPONSIBILITIES section: 

i. To transfer to the Census Bureau via secure method such as Secure File 
Transfer Protocol (SFTP) or appropriately encrypted, FIPS 140-2 compliant 
CD-ROM or DVD-ROM, administrative data on prisoners held. Records will 
be transferred as soon as possible after signing of the MOU but no later than 
December 31, 2019. A second transfer with any record~ pertinent to the MOU 
will be created with a vintage of April 1, 2020 and sent to the Census Bureau 
as soon as possible but no later than July 31, 2020. Variables required: 

I. Name 
2. Date of Birth 
3. Sex 
4. Social Security Number 
5. Pre-incarceration Address 
6. Citizenship Status 

ii. To provide adequate documentation and support of transferred files for the 

1 
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Census Bureau to be able to interpret the data for the uses permitted in this 
agreement, including a record layout, record count, record length and data 
dictionary. 

iii. To allow the Census Bureau to use its record linking processes to assign, 
where possible, person and address identifiers to each record in the 
educational administrative data. Record linkage identifiers may not contain 
any personally identifiable infonnation. 

iv. To allow the Census Bureau staff and Special Sworn Status (SSS) researchers, 
sworn individuals with the same requirements to protect data security and 
confidentiality standards as Census Bureau staff, to use the administrative data 
for the projects listed in Attachment A, and any additional projects approved 
in writing by both parties. 

3. Add the following name to the Census CONTACTS Section: 

Data Acguistion and Curation 
Michael Berning 
Economics Reimbursable Surveys Division 
US. Census Bureau 
Phone: (301) 763-2028 
Fax: (301) 763-4310 
Email: michael.a.beming @census.gov 

Information Security 
Jean Marie McKenzie 
Office of Information Security 
U.S. Census Bureau 
Phone: (301) 763-6886 
Email: jean.marie.mckenzie@census.gov 

4. Add the following sections after the CONTACTS Section: 

IT Security: 

The Census Bureau assumes an obligation to keep all data received from other federal 
and state agencies and commercial entities in confidence and to use the data for statistical 
purposes only in accordance with the provisions of Title 13, United States Code. Upon 
receipt, all data acquired as a result of this interagency agreement will be provided 
protection in accordance with its defined categorization of risk severity (i.e. National 
Institute of Standards and Technology (NIST) Federal Information Processing Standards 
(FIPS) 199 and Special Publication (SP) 800-60rl) and in compliance with the applicable 
federal regulations for protection of systems and data. 

2 
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The Census Bureau complies with all current NIST standards and publications in 

accordance with Title III of the E-Govemment Act of2002 (PL 107-347). All systems 

are fully assessed against NIST Special Publication 800-53r4 "Recommended Security 

Controls for Federal Information Systems and Organizations," as well as Special 

Publication 800-37rl "Guide for Applying the Risk Management Framework to Federal 

Information Systems: A Security Life Cycle Approach." The Census Bureau IT Security 

Program is reviewed annually by the Department of Commerce Office of the CIO as well 

as the Department of Commerce Office of Inspector General as part of the oversight 

responsibilities. 

All ~ormation and information systems are categorized in accordance with NIST FIPS 

199 "Standards for Security Categorization of Federal Information and Information 

Systems" and NIST Special Publication 800-60r 1 "Guide for Mapping Types of 

Information and Information Systems to Security Categories: (2 Volumes) - Volume 1: 

Guide Volume 2: Appendices." Security controls and subsequent assessments are done 

based on the final categorization. 

Cloud providers must be approved for at least moderate level information through the 

GSA FedRAMP process prior to acquiring any services. Census Bureau identifies, 

assesses and authorizes use based on the published FedRAMP results and an assessment 

of any Census Bureau ( customer provided) controls implemented to protect the 

infrastructure and data. Security reporting on cloud providers is reported to the 

Department of Commerce on a regular basis under FISMA. 

The Census Bureau maintains a policy regarding the reporting of and response to losses 

of protected data in accordance with 0MB Memorandum M-17-12. Known or suspected 

losses of protected data must be reported within one hour of its discovery to the Bureau 

of the Census Computer Incident Response Team (BOC CIRT) at boc.cirt@census.gov or 

301-763-3333 who will report as required to the United States Computer Emergency 

Readiness Team (US CERT). " 

Once the Census Bureau becomes aware of a known breach of USMS data, the Census 

Bureau will contact the identified USMS contacts to discuss the actions and potential 

remedies in regards to the incident. 

Disclosure: 

Title 13, Section 9 of the United States Code (U.S.C.) requires the Census Bureau to keep 

confidential and the information collected from the public under the authority of Title 13. 

Section 214 of Title 13, U.S.C., and Sections 3551, 3559 and 3571 of Title 18, U.S.C., 

provide for the imposition of penalties of up to five years in prison and/or up to 

$250,000.00 in fines for wrongful disclosure of confidential census information. 

3 
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Disclosure avoidance is the process for protecting the confidentiality of dat~ as required under Title 13 U.S.C. A disclosure of data occurs when someone can use published 
statistical information to identify and individual who bas provided confidential 
information under a pledge of confidentiality. For data tabulations, the Census Bureau 
uses disclosure avoidance procedures to modify or remove the characteristics that put confidential information at risk for disclosure. Although a published table may appear to show information about a specific individual, the Census Bureau has taken steps to 
disguise or suppress the original data, while making sure the results are still useful. The techniques used by the Census Bureau to protect confidentiality in tabulations vary, 
depending on the type of data. 

Noise injection is the Census Bureau's preferred disclosure avoidance technique. By policy, noise injection is to be applied to all data products that are reported with 
geographies smaller than a state. In cases when it is not feasible to fully implement noise injection within the period of the contract, a transition plan for implementing noise 
injection or other provable privacy methods must be developed in coordination with the Census Bureau. Noise injection may be required for microdata releases, depending on the characteristics of the microdata and the specific variables that are to be released. Data that cannot be publicly released may still be analyzed within the Federal Statistical 
Research Data Centers (FSRDCs) by individuals who have Special Sworn Status; the 
results of such analyses must still go through a disclosure avoidance process prior to being publicly released. 

The parties understand that Title 13 confidentiality protection and disclosure avoidance 
techniques apply to all work described in this agreement. The disclosure avoidance 
disclosure methods are defined by the Census Bureau who has the responsibility of 
carrying out that work. Accordingly, upon completion of the tabulation, the data 
produced must be reviewed by the Census Bureau to ensure that no identifiable Title 13 data are or may be disclosed. Should the Census Bureau's Disclosure Review Board 
(ORB) determine that the requested statistical product does or reasonably could result in 
such disclosure, then the data product will be modified prior to approval for release to the 
party(ies) of this agreement. The DRB must approve before a research product can be 
released to an individual who does not have SSS and a need to know, or moved to a 
computer not approved for controlled data according to Census' existing policies and procedures. 

5. Add Attachment A 

All other terms and conditions contained in the original Census Bureau/USMS Interagency Agreement 0071-FYl 8-NFE-0010 shall remain the same. 
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APPROVALS 

JL~ 
K.evinCbi~~ DeardoEco ~ Re" bursabl S ·o· .. 
~ DOIDlC 1Dl e urvey lVlSlOn 

U.S. Census Bmeau 

A . Assistant Director 
Prisoner Operations Division 
UmtedStatesMarshalsService 

Karl Mathias, Ph.D 
Assistant Director 
Information Technology Division 
United States Marshals Service 

(Date) 

(Date) 

(Date) 
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Attachment A: Description of Approved Research Projects 

1. Evaluation and Improvement of Citizenship Information in Demographic Surveys and Censuses 

The Census Bureau is developing the capability to measure the citizen voting age population by race and ethnicity at the block level via linking citizenship information from administrative records to Census microdata files. The Census Bureau hosts SSA Numident and IRS !TIN files containing citizenship information that could potentially be used for this pwpose. It is unknown how quickly the SSA Numident is updated when persons are naturalized, however. The Census Bureau would like to investigate the timeliness of the Numident and IRS data by comparing them to other sources covering naturalized U.S. citizens and noncitizen U.S. residents. These other sources can also fill coverage gaps in the SSA (which does not contain citizenship status for those individuals applying for an SSN prior to 1972) and IRS data (which does not contain citizenship status information for noncitizens who do not need to file an IRS tax return). The Census Bureau will conduct research and evaluations of data quality of our own household survey responses to the citizenship question with naturalization and noncitizen resident administrative records. We will also conduct research that informs the Bureau• s understanding of the relationship between citizenship and other core demographic and socioeconomic aspects of migration, labor markets, and household wellbeing using the enhanced citizenship categoriz.ations developed under this project. 

2. Evaluation and Improvement of Demographic Surveys Using State and Federal Administrative Records 

The U.S. Census Bureau administers multiple household and business surveys that are designed to characterize the program participation characteristics of the U.S. population. This project will evaluate the accuracy of such survey data, explore the determinants of misreporting and the impact of misreporting on estimates of population characteristics. This project will also evaluate and improve current procedures for editing and/or imputing survey and decennial data related to citizenship and permanent resident status. The project will also use USCIS data to investigate survey frame coverage, survey effects and survey nonresponse. 

This project will focus on evaluating and improving the measurement of citizenship, migration, and legal residency status in the 2020 Decennial Census, the American Community Survey ("ACS"), the Current Population Survey ("CPS") and the Survey of Income and Program Participation ("SIPP"). 
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This project will include additional studies that use administrative records from state and 
federal programs (including USCIS data) and/or Census Bureau survey data, and that can 
inform the Census Bureau about the quality of its data products and the feasibility of using 
administrative records to improve Census Bureau data products. These additional studies 
could include linkages to surveys conducted by the National Center for Health Statistics 
(NCHS), and linkages to datasets created from joint statistical projects between the Census 
Bureau and NCHS, the USDA Economic Research Service, the Bureau of Justice Statistics, 
the Department of Health and Human Services and the Department of Veterans Affairs. 

3. Improve Census Bureau Record Linkage Methods 

The Census Bureau's Person Identification Validation System ("PVS") uses administrative 
records from a variety of sources to assign, where possible, unique person identifiers to each 
record in its surveys, Censuses and administrative records. However, coverage for some 
populations may be incomplete in the PVS. Incomplete coverage in the PVS would have 
important implications for the Census Bureau's ability to evaluate and improve its data 
products using administrative records. The use of the naturalization and noncitizen 
administrative records will permit an assessment of the coverage completeness in PVS while 
improving upon coverage in the PVS. 

4. Research, Testing and Operations for the 2020 Census 

The Census Bureau intends to test and use data from many sources, including public and 
private sources, to design and conduct the 2020 Census. The Census Bureau is using state 
program information, along with data from federal, state, and private sources to pursue the 
following four research initiatives leading to the integration of these data to augment or 
replace Census operations: 

A. validating and enhancing the Master Address File (MAF); 1 

B. designing and assigning resources to carry out the 2020 Census;2 

C. unduplicating public, private, and census lists; and 
D. imputing missing data. 3 

To determine the feasibility of incorporating the administrative records data into Census 
operations, the data will be explored using 2010 decennial census data, intercensal test data, 
and other Census household survey data to assess the quality and utility of household roster, 
location, and demographic characteristics data. Disagreement observed in content across 

1 Examples of possible Census Bureau uses Include updating and evaluating the Master Address File. 
2 Examples of possible data uses Include simulating a targeted address canvassing, modeling to determine data 
collection modes, modeling to predict self-response probabllltles, simulating non-response follow-up designs, 
directed advertising campaigns, and special enumeration operations planning. 
3 Examples of possible Census Bureau uses Include Item Imputation and count Imputation using Information from a 
composite of public and private data sources. 
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sources will be analyzed to develop approaches such as modeling or business rules to resolve 
conflicting information. Administrative records will be assessed to tabulate data at various 
levels of geography including the housing unit, block, tract, and state levels. These 
tabulations will be compared to the 2010 Census, intercensal test data, and other Census 
household survey data to assess accuracy based on the level of aggregation. Research and 
testing includes simulations with 2010 Census data, operational site test data, and other 
Census household survey data with the end goal of eventually incorporating the data into 
decennial census operations. 

5. Annual Business Survey Research 

In an effort to address respondent burden, declining response rates and rising operational 
costs while improving data quality, timeliness and efficiency, three business surveys have 
been consolidated into one new survey, the Annual Business Survey or ABS. The 
consolidated surveys are the five-year Survey of Business Owners (SBO), the Annual Survey 
of Entrepreneur (ASE) and the Business R&D and Innovation Survey for Microbusinesses 
(BRDI-M). The ABS is designed to serve as the continuation of the annual collection of 
information on the characteristics of United States (U.S.) businesses and provide estimates by 
demographics of the business owner for survey reference years 2017-2021. 

While the ABS will survey employer firms, it will not cover non-employers. The 
continuation of estimates of demographics for non-employer businesses (previously 
undertaken by the SBO) will now be accomplished through the nonemployer component of 
the ABS program. This component will consist of leveraging existing individual-level 
administrative (AR) and census records to assign demographic characteristics to the universe 
of nonemployers and hence, make possible the production of annual non-employer business 
statistics by the demographics of the business owner. Demographic characteristics include 
citizenship at birth, gender, race, Hispanic origin, veteran status, and age. One of the main 
advantages of this nonemployer work is that it will reduce respondent burden on 
approximately 24 million nonemployer businesses while, at the same time, creating a 
replacement annual data product for nonemployers. Without this nonemployer component, 
the official estimates of the demographics of U.S. nonemployer businesses previously 
provided by the SBO would cease to exist. 

Specifically, the data in question will be used to impute (whenever replacement is not 
possible) the 'citizenship at birth' of the business owner. This characteristic of the business 
owner is an increasingly important factor in business outcomes and the U.S. economy 
overall, as the foreign-born entrepreneurial activity has been increasing and contributing in 
important ways to innovation while, at the same time, business start-ups have generally been 
declining in the U.S. 

8 
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MEMORANDUM OF UNDERSTANDING 

THROUGH WHICH 

THE U.S. CENSUS BUREAU IS ACQUIRING 

US VETERANS DATA 

FROM 

U.S. DEPARTMENT OF VETERANS AFFAIRS 

Asraement No. 2064-FY18-NFE-0186 

1. PARTIES AND PURPOSE 

This Memorandum of Understanding (MOU) establishes an agreement between the U.S. Census Bureau 

(Census Bureau) and the U.S. Department of Veterans Affairs' (VA) for the acquisition of USVETS data. 

The parties have executed a separate agreement (#0094-FY16-NFE-0078.000) which established a joint 

statistical research project under which both agencies may conduct research projects that benefit both 

agencies. Under this agreement, the VA will transfer data to support Census Bureau statistical and data 

production projects. 

2. AUTHORITY 

The Census Bureau's authorities to participate In this agreement with VA are (1) 13 U.S.C. § 6, 

which permits the Census Bureau to access, by purchase or otherwise, Information to assist the Census 

Bureau In the performance of duties under lltle 13, United States Code. 

The Secretary of VA is authorized to enter this memorandum of understanding under 38 U.S.C. § 5722-

23. The 5 U.S.C. section 552a(b}(4) also authorizes sharing of data between VA and the Census Bureau. 

3. TERMS AND CONDITIONS 

Pursuant to this agreement, the VA will transfer records to the Census Bureau from the USVETS data. All 

data that the VA agrees to provide the Census Bureau remains confidential. To the extent provided by 

law, confldentlallty of this data will be maintained under Title 13 U.S.C, Section 9, and the Privacy Act. 

To the extent provided by law, only Census Bureau staff and those Special Sworn Status ("SSS") 

researchers participating In the projects will have access to the data. Access shall be limited to the 

minimum number of individuals necessary. Any data, records, or other Information shared through this 

research agreement are protected from unauthorized disclosure and shall be used solely for statistical 

purposes and not for program or administrative enforcement. When the Census Bureau publicly 

releases Information related to this research, It may not be disclosed In Individually-Identifiable form 

that permits the Identification of any Individual respondents, businesses, organizations, or institutions, 

and results will meet Census Bureau disclosure avoidance guidelines. The Census Bureau will link the 

1 
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USVETS data to census data, survey data and administrative records data. To the extent provided by 
law, the Census Bureau will recognize the VA as the owner of the original data in the form that It Is 
delivered to the Census Bureau, prior to Its Integration with confidential Census data. The Census 
Bureau will use the linked data for research and operations to Improve data collection and record 
linkage methods for surveys and censuses. 

a. The VA agrees: 

I. To transfer to the Census Bureau on an annual basis via a secure transfer method such as a Secure File Transfer Protocol (SFTP) or appropriately encrypted CD-ROM or 
DVD-ROM, data from the program agency. 

Ii. To provide adequate documentation and support of transferred files for the Census Bureau to be able to Interpret the data for the uses permitted In this agreement; 
including a record layout, record count, record length and data dictionary. 

iii. To allow the Census Bureau to use Its record linking processes to assign, where 
possible, person and address Identifiers to each record in the program agency data. 

Iv. To allow the Census Bureau staff and SSS researchers to use the USVETS data for the 
projects listed In Attachment I. 

b. The Census Bureau agrees: 

I. To the extent provided by law, to grant access to the USVETS data only to Census Bureau staff and SSS researchers only for the projects approved In writing by both 
parties. 

Ii. To the extent permitted by law, to dispose of the restricted VA data within two 
(2) years after the data have been transferred to the Census Bureau. The Census 
Bureau will provide VA with written verification that Census Bureau has destroyed the restricted VA data. 

Ill. To provide VA's Office of Data Governance and Analytics (DGA) an opportunity to 
review and comment on the findings from any report or analysis associated with the projects approved under this agreement, thirty (30) days prior to the report or 
analysis, In whole or in part, being published. Pre-publication review does not apply 
to production data tables where production statistics are derived from multiple 
sources and the contribution of the restricted VA data is unknown, or to production 
data and statistical tables without analysts. 

iv. To provide copies of all publidy released Census Bureau research reports made 
possible using data from this agreement to VA's DGA. At the completion of the 
project, the Census Bureau will deliver a summary of project outputs including 
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reports, articles, and conference presentations to VA's DGA. 

4. CONTACTS 

The contacts of each party to this agreement are: 

Michael Berning 

Assistant Division Chief 

Economic Reimbursable Surveys Division 

U.S. Census Bureau 

4600 Sliver Hill Road, SK123 

Washington, DC 20253 

301-763-9810 

Mlchael.A.Bernlng@census.gov 

Melissa Chiu 

Director In Charge, Office of Data Governance and Analytics 

Office of Enterprise Integration 

Department of Veterans Affairs 

810 Vermont Ave. NW, Washington DC 20420 

202-461-5901 

Mellssa.Chlu@va.gov 

The parties agree that if there Is a change regarding the information In this section, the party making the 

change will notify the other party In writing of such change. 

5. DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS 

This agreement will become effective when signed by all parties. The agreement wlll terminate five (5) 

years from the date of signature by all parties, but may be amended at any time by mutual consent of 

the parties. The parties may review this agreement annually to determine whether It should be revised, 

renewed, or canceled. 

Any party may terminate this agreement by providing 30 days' written notice to the other party. If the 

agreement Is terminated, neither party shall be responsible for any costs Incurred by the other party 

prior to the termination. 

&. RESOLUTION OF DISAGREEMENTS 

Should disagreement arise on the Interpretation of the provisions of this agreement, or amendments 

and/or revisions thereto, that cannot be resolved at the operating level, the area(s) of disagreement 

shall be stated in writing by each party and presented to the other party for consideration. If agreement 

on Interpretation Is not reached within thirty days, the parties shall forward the written presentation of 

the disagreement to respective higher officials for appropriate resolution. 
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7, CONFIDENTIALITY 

A, IT Security 

The Census Bureau assumes an obligation to keep all data received from other federal and state 
agencies and commercial entities in confidence and to use the data for statistical purposes only In 
accordance with the provisions of Title 13, United States Code. Upon receipt, all data acquired as a 
result of this lnteragency agreement will be treated as If they have, at a minimum, protection at the 
appropriate risk level in accordance with the National Institute of Standards and Technology (NIST), 
Federal Information Processing Standards (FIPS) 200 and Special Publlcatlon 800-60r1. 

The Census Bureau complies with all current NIST standards and publications In accordance with Title Ill of the E-Govemment Act of 2002 (PL 107-347). All systems are fully assessed against NIST Special 
Publication 800-53r4 "Recommended Security Controls for Federal Information Systems and 
Organizations," as well as Special Publication 800-37r1 "Gulde for Applying the Risk Management 
Framework to Federal Information Systems: A Security Life Cycle Approach." The Census Bureau IT 
Security Program Is reviewed annually by the Department of Commerce Office of the CIO as well as the Department of Commerce Office of Inspector General as part of the oversight responsibilities. 

All Information and information systems are categorized In accordance with NIST FIPS 199 "Standards 
for Security Categorization of Federal Information and Information Systems" and NIST Special 
Publication 800-60r1 "Gulde for Mapping Types of Information and Information Systems to Security 
categories: (2 Volumes) - Volume 1: Guide Volume 2: Appendices." Security controls and subsequent 
assessments are done based on the final categorization. 

Cloud providers must be approved for at least moderate level information through the GSA FedRAMP 
process prior to acquiring any services. Census Bureau identifies, assesses and authorizes use based on 
the published Fed RAMP results and an assessment of any Census Bureau (customer provided) controls 
implemented to protect the infrastructure and data. Security reporting on cloud providers Is reported to the Department of Commerce on a regular basis under FISMA. 

The Census Bureau maintains a policy regarding the reporting of and response to losses of protected 
data In accordance with 0MB Memorandum M-17-12. Known or suspected losses of protected data 
must be reported within one hour of Its discovery to the Bureau of the Census Computer Incident 
Response Team (BOC CIRT) who will report as required to the United States Computer Emergency 
Readiness Team (US CERT). Once the Census Bureau becomes aware of a known breach of data, the 
Census Bureau will contact the Identified contacts to discuss the actions and potential remedies in 
regards to the incident. Census can only agree to confidentiality/disclosure provisions to the "extent permitted by law." 

B. Disclosure Avoidance Review of Statistical Products 
Title 13, Section 9 of the United States Code (U.S.C.) requires the Census Bureau to keep confidential the Information collected from the public under the authority of Title 13. Section 214 of Title 13, U.S.C., and 
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Sections 3551, 3559 and 3571 of Title 18, U.S.C., provide for the Imposition of penalties of up to five 

years In prison and/or up to $250,000.00 in fines for wrongful disclosure of confidential census 

Information. 

Disclosure avoidance is the process for protecting the confidentiality of data, as required under Title 13 

U.S.C. A disclosure of data occurs when someone can use published statistical Information to Identify an 

Individual who has provided confidential Information. For data tabulations, the Census Bureau uses 

disclosure avoidance procedures to modify or remove the characteristics that put confidential 

Information at risk for disclosure. Although a published table may appear to show Information about a 

specific individual, the Census Bureau has taken steps to disguise or suppress the original data, while 

making sure the results are still useful. The techniques used by the Census Bureau to protect 

confidentiality In tabulations vary, depending on the type of data. 

Noise Infusion Is the Census Bureau's preferred disclosure avoidance technique. By policy, noise Infusion 

Is applied to all data products that are reported with geographies smaller than a state. Noise Infusion 

may be required for mlcrodata releases, depending on the characteristics of the mlcrodata and the 

specific variables that are to be released. Data that cannot be publicly released may still be analyzed 

within the Federal Statistical Research Data Centers (FSRDCs) by individuals who have Special Sworn 

Status; the results of such analyses must still go through a disclosure avoidance process prior to being 

publicly released. 

The parties understand that Title 13 confidentiality protection and disclosure avoidance techniques 

apply to all work described In this agreement. The disclosure avoidance methods are defined by the 

Census Bureau who has the responsibility of carrying out that work. Accordingly, upon completion of 

the tabulation, the data produced must be reviewed by the Census Bureau to ensure that no Identifiable 

Title 13 data are or may be disclosed. Should the Census Bureau's Disclosure Review Board (DRB} 

determine that the requested statistical product does or reasonably could result In such disclosure, then 

the data product will be modified prior to approval for release to the party(ies} of this agreement. The 

ORB must approve before a research product can be released to an individual who does not have SSS 

and a need to know, or moved to a computer not approved for controlled data according to Census' 

existing policies and procedures. 

5 
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a. APPROVAi$ 

U.S. Census Bureau 

Melissa Chiu 
Director In Cha,ae, Offtce of Data Governance and Analytics 
Offlce of Enterprise 1nt1111 atlcnt 
Department of Vetel'IIIS Affairs 
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ATTAOIMENT I: Proposed Projects Using Data Disclosed by VA 

1. Nonemployer Statistics by Dernosraphlcs (NES-D) 

The quinquennial Survey of Business Owners or SBO provided the only comprehensive source of 

Information In the United States on employer and nonemployer businesses by the sex, race, ethnicity 

and veteran status of the business owners. With the cessation of the SBO, the Nonemployer Statistics by 

Demographics series (NES-D) represents the continuation of demographics estimates for nonemployer 

businesses and their owners. The nonemployer universe is comprised of businesses with no paid 

employment or payroll, with annual receipts of $1,000 or more ($1 or more In the construction 

industries), and filing tax forms for sole proprietorships, partnerships, or corporations. There were 

approximately 25 million nonemployer businesses In the United States In 2016. 

NES-D will consist of aggregate tabulations of number of establishments, business owners, and receipts 

of U.S. nonemployer businesses by the demographic characteristics of the business owner as well as by 

the legal form of organization and receipts-size class of the business at detailed Industry and geography 

levels. NES-D will leverage existing tax, administrative and census records to obtain demographic 

characteristics for the universe of nonemployer business owners, as well as obtain receipts, legal form of 

organization, industry and geography of nonemployer firms. Demographic characteristics Include key 

demographics measured by the SBO (sex, race, Hispanic origin and veteran status) as well as other 

demographics (age, place of birth and citizenship status) collected but not imputed by the SBO If 

missing. 

Without added respondent burden, and at lower Imputation rates and costs, NES-D will meet the needs 

of stakeholders (Including Veteran Affairs and the Small Business Administration) and the economy as a 

whole by providing reliable estimates at a higher frequency (annual vs. every 5 years) and with more 

timely dissemination schedule than the survey it replaces. Without NES-D, the official estimates of the 

demographics of U.S. nonemployer businesses previously provided by the SBO would cease to exist. 

As the background discussion above shows, VA's USVETS data would be of great value by annually 

providing veteran status Information for nonemployer businesses owners. The data would be used to 

directly assign (or impute whenever direct assignment is not possible) veteran status to the universe of 

nonemployers. This would make possible the production of reliable annual estimates of veteran-owned 

nonemployer businesses, yielding a better understanding of the veteran-owned businesses population 

and Its evolution over time. 

2. Demonstration of Administrative Records Improving survey (DARIS) (ARTS 707) 

The DARIS Project analyzes direct and Indirect uses of administrative data to enhance survey data 

collection, processing, and analysis. DARIS builds upon over a decade of administrative data research 

projects beneflttlng State and Federal Agencies. The goal of the DARIS Project Is to improve survey 

frames, develop model-based edits and allocations, and evaluate data quality over time. Through the 

DARIS Project, the Census Bureau will evaluate military-related questions in survey data. The USVETS 

data disclosed by VA will be linked to the Current Population Survey (CPS), American Community Survey 

(ACS), and Survey of Income and Program Participation (SIPP). The first survey that we will link Is the ACS 

to evaluate questions concerning veteran status, period of service (enlisted and separation date), 

disability status (any disability and service connected disability), the percent disabled (service connected 

disability rating). The first Item of research is to evaluate the numbers of veterans as reported In the ACS 
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questionnaire as opposed to the number In the VA administrative records. After the validity of the 
veteran's status question Is established, the Census Bureau will evaluate other military-related survey 
questions. This type of evaluation may help Inform Improvements to model-based edits and allocations 
In these surveys. 

Through this research, other joint project goals can be achieved: Research partners from VA will assist 
Census In interpreting In-depth demographic and soclal-economlc statistical analysis, as well as personal finance and insurance-related statistics. The wealth of data In the demographic surveys will enable 
evaluations of a) Economic Characteristics; b) Flnanclal Characteristics; c) Social Characteristics; and d) 
Health Insurance. Matching USVETS data to the ACS will also support analyses of veterans' migration 
patterns. The advent of direct deposit and electronic funds transfers has reduced the completeness and accuracy of addresses In VA data systems. Matching the USVETS data to ACS will Increase the rellablllty 
of general analyses and Geographic Information System (GIS) based analyses of the persons In VA 
benefits and healthcare-related data. 

3. Longitudinal Employer-Household Dynamics Data Infrastructure Project (LEHO) (ARTS 445) 
The core Insight of the LEHO program is that a major way in which the Census Bureau can meet Its Title 13 mandate is to combine data from the Economic Directorate with that of the Demographic Directorate by means of linking administrative, census, and survey records for indlvlduals and businesses. Doing so allows LEHO to create a national frame of jobs. This is neither a household nor a business frame but Is essential to the creation and maintenance of Integrated household and business statistics. That Is, the job frame links the person and the business together through the job. Matching the USVETS data to the longitudinal national frame of jobs which links firms and workers longitudinally over time would allow a study of the employment paths of veterans. 

4. Research, Testing and Operations for the Z020 Census 

The Census Bureau intends to test and use data from many sources, Including public and private sources, to design and conduct the 2020 Census. The Census Bureau will use VA program Information, along with 
data from federal, state, and private sources to pursue the following four research Initiatives leading to 
the Integration of these data to augment or replace Census operations: 

A. validating and enhancing the Master Address File (MAF); 
B. designing and assigning resources to carry out the 2020 Census; 
C. undupllcating public, private, and census lists; and 
D. imputing missing data. 

To determine the feaslblllty of Incorporating the administrative records data Into Census operations, the data will be explored using 2010 decennial census data and Intercensal test data to assess the quality 
and utility of household roster, location, and demographic characteristics data. Disagreement observed 
in content across sources will be analyzed to develop approaches such as modeling or business rules to 
resolve conflicting Information. Administrative records will be assessed to tabulate data at various 
levels of geography Including the housing unit, block, tract, and state levels. These tabulations will be 
compared to the 2010 Census and Intercensal test data to assess accuracy based on the level of 
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aggregation. Research and testing includes simulations with 2010 Census data as well as using these 

data In In operational site tests with the end goal of eventually Incorporating the data into decennial 

census operations. 
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Attachment II: VA Core FIie Record Layout 

Data elements needed to support approved projects shall include but not be limited to: 

Record NCVAS Variable Field Description Field Field 
Location Name Size Type 

1-9 SSN SOCIAL SECURITY NUMBER 9 N 

11-36 LNAME LAST NAME 26 A 

38-57 FNAME FIRST NAME 20 A 

59-78 MNAME MIDDLE NAME/INITIAL 20 A 

80-87 DOB DATE OF BIRTH (VYYYMMDD) 8 N 

89 SEX SEX CODE (M=MAKE, F=FEMALE, 1 A 
U=UNKNOWN 

91-130 ADDRU ADDRESS LINE 1 40 A 

132-171 ADDRL2 ADDRESS LINE 2 40 A 

173-174 STATE ADDRESS LINE 3 - STATE ABBREVIATION 2 A 

176-180 ZIP_CODE ADDRESS LINE 4 - ZIP CODE 5 N 

181-184 ZIP_EXT ADDRESS LINE 5 - - ZIP CODE 4 N 
EXTENTION 

10 
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FORM IICM 797(ef) U.S. DEPARTMENT OF COMMERCE 1. Date prepared 
(7-21-l!OOO) Emnamk:111111d ~ M11•1i141a1Jon 

PAYABLE INTERAGENCY AND OTHER 
U.S. CENSUS BUREAU 

SPECIAL AGREEMENTS (IOSAJ TRANSMlff AL 
02/04/2020 

2.ldentlflcattonlnformatlon 

•• Type of agreement I b. Reference number j c. Project number 
Payable 2064-20-PAY-03 6750F01 

d. Other Organization's name •· Sponsoring DMslon name 
CMS ERO 

f. Project title g. Census Administrative contact I Telephone number 
CMSMEDB TynellJohnson (301) 763-2709 

3. Legal Authority 

Specify what authority Specify other il 

!Data Access 13 U.S.C. 6 I 
._ Total obligation &. Period covered a. Payment schedule 

•• Fiscal year(s) b. Amount a.From Marie (XJ one box. 

2020 $10,500 Upon Signature l!lTotal Annual 

b.To 
D Other - Provide details in Comments 

section or in the IOSA 
9/30/2020 

7. Principal Contacts 

•• Other organization name c. Census name 

Alisha Williams Kevin E. Deardorff 

b. Telephone number cl. Telephone number 

(410) 786-7507 (301) 763-6033 
. 

a. Internal Routing 

Name Office/ Take action lnlllalal 
Room number below Date 

(a) (b) (c:) (d) 

Finance via IOSA SharePoint 

Action Items 

1 - Approval/Signature and Date 12- Clearanc:ellnlllals and Date 

Comments 

Org Code:11-26-2064-00-00-01 
Project#: 6750F01 
Project: $10,500 
Obj Class :2~30-07-00 
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UNITED STATES GOVERNMENT 
GENERAL TERMS & CONDfflONS (GT&C) 
FS Form 7600A 

Agreement Belwnn Federal Program Agencies for lntragovemmenta Reimbul"lllble, Buy/Sell Activity. In Accordance with TFM Volume 1, Part 2, Chapter 4700, Appendix 6, Section 9. 
blDt:llWWII fllGII 11aas1.ay gay,Tllaf vfcnltoYlgcta,'q lnygjca(q 1nuqp bernl bbD 
Gnalc:lngRequlnldfleldalla\'9an(") 

NEW OR MODIFIED GT&C 
*General Terms and Conditions 

GT&C Number: (GT&C) Number 

Modification Number: 0 

AGENCY INFORMATION 
1. Requesting Agency (Buyer) Servicing Agency (Seller) 

*Agency ldenllfler (AID) 013 075 
*Agency Location Code (ALC) 13040001 75050080 
*Agency Name Depar1ment of Commerce Center& for Medicare & Medicaid U.S. Census Bureau (Census Bureau) Services (CMS) 
*Agency Address 4600 Sliver HIii Road 7500 Security Boulevard, Sullland, MD 20748 Baltimore, MD 21244 
Cost Center Economic Reimbursable Surveys Office of Enterprise Data & Analytics Division (ERO) (OEOA) 
Business Unit 

Department ID 

GT&C INFORIIA110N 
2. GT&C Tltle Reimbursement for CMS data 

3. ~ency Agreement 
Tracking Number 2064-20-PAY -03 IA20-48 

4. *Agreement Period Start Date (IIIIMldlmY): Upon final 6911 End Date (mmlddfym): 09130/2020 
5. Termination Daya 30 
6. *Agraemant Type Ci' Single Order (" Multiple Order 

*Advance Payment Indicator Ale Advance Payments allowed for this GT&C? (" Yes Ci No 
7. -Jf"Yes•, the Requesting Al;Jency Advance PaymentAutholtty TIiie and Citation are required upon cnatlon of an Order against this GT&C. 

*Assisted Acquisition lndlcalDr \\11 1h18 GT&C accommodate Asllslad Acqulllllonl? (" Yes Ci' No 
8. *If "Yw', Iha Servicing Agency provides acquisition support In awarding and managing contracts on behalf of lhe Requesting Agency's requirements for products or aervices, Lines 17 & 18 below for addltfonal detail. 

ESTIMATED AGREEMENT AMOUNT 
9. !Total Direct Cost Amount $10,500.00 

Total Overhead Fees and 
$0.00 Charges Amount 

*Total Eatlmated Amount $10,600.00 

FS Fonn 7800A 
RavlleclMly2019 
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o.-.1 Tenns and Condlllona (GT&C) Number: 

Enforce Total Remaining Should ~nvok:lng enforce the total value of orders to remain below the 
Amount Total AmoUnt on the GT&C? (e Yes (No 

If -Vet/', ~nvolclng wlU not allow Order total to exceed the GT&C IDtal. 

ADD1110NAL AGREEMENT INFORMATION 
10. Explandon of 0verf1ead Fees 

~Charges 

11. Requesting Scope Under this lnleragel IC/ Agreement (IAA), CMS will provide the Census Bureau 
with Cll1aln Medicare Enrollment Data from the Medlcant Enrollment Database 
(UEDB) for 2018, 2019, and 2020 from the Chronic Condition WsrahouaeMrtual 
Research Data Center (CCWNRDC). The requesting organization will confDrm 
with an of CMS's data release pollcles and procedures and has executed Data 
Uae AQrNment (DUA) RSCH-2008-18931 (Atlachment I) to that effect, which Is 
helaby Incorporated Into, and Is part of, thll agreement, and which la attached as 
an addendum henllo. 

CMS will make the appropriatlt mnlmally r.« _ . 11. 1 data available to appaovad 
users once all CMS data raqunments are met. Census Bureau wl use the data 
with lnformallon from census and survey raspondents, infomiation from federal 
and state agencies, and lnfonnallon from third party vendors for statistical 
purpoaes only. The Census Bureau intends ID u• data acqulntd under thil 
agreement at Census Bureau Headquarters In SUllland, Maryland, and In the 
Research Data Center (RDC) Network. Only Census Bureau employees and 
Title 13, U.S.C. Section 23(c) Special Sworn Status researchers wol1dng on 
approved projects wtn access data acquired under this agreement. Under this 
1M, CMS wll provide the Census BUINU with the requested data as permlllad or 
required by appllcable law. Census Bureau, In tum, agrees to never dl9close 
CMS' dala outside Census Bureau except a required by applicable law or as 
pennlltad by this agreement and the DUA RSCH-~18931 (Attachment I). 

Fur1tletmcn, Census Buraau agrees to Hmlt U88 of CMS' data to what II 
pennltled under applicable law, this agraem•lt aid the attac:hed DUA. 

In addition, refer to the CCW Cost Invoice (Attachment II), MEDICARE 
Enrollment Database General Fie Requirements (Atlachment IU), MEDB FIie 
Layout (Attachment IV), and the Census Bureau Systam(s) of Records (SORs) 
commen.tCensus- and Commarce/Cenaus-3 (Attachment V). 

12. Requestilg Roles To lden1it'y the Individuals and the CanlUI Bureau's desired data elementa about 
those lndlvlduala, Cef1IM Buraau wll submit a data request annually to the 
Remmch Data Assistance Centar (ResDAC). In providing such requata, 
Canaus Bureau should alow sufllclent time for the review and approval of the 
data request, and time for pmcesalng of the data. 

13. _ Roles CMS wll provide the Census Bureau with the requested data from the CCWJ 
VRDC. In response to CenSUI Buraau'a data raqueats, CMS wll provide 2018, 
2019, and 2020 MEDB U..-Vlew Flies, 2018, 2019, and 2020 klentifler 
Croaawatk Beneficiary ldentiftcalon (BENE ID) ID Health Insurance Claim (HIC) 
fllN, and 2018, 2018, and 2020 Identifier Crosswalk BENE ID to Social Security 
Number (SSN) flies for the lndlvlduala coverad by the data reqlMll 

14. Restrictions Refer to the IAA Addendum. 

15. Acquisition SmaR TIii Servicing AQenct wm w 111e tar:lo-ecoillfflC Cl9dlt m the RequMt1ng 

Buslnen Credit Clauae ~ for any contract ectlona It haa 8X8Clldad on behalf of the RlqU8lllng 
fwl«:I. 

18. Dlaputas IINIIBGlo -any,... oraera lnM • nt10M1C1 In 
with lnltrucllons provided In the T1'981Ury flnancllll Manull (TFM) 

~oluma I, Part 2, Chaplllr 4700, Appendix e; lntragavemmentat T,.IIICfb, (IGT) ~- -

FS Form 7IIIOA RevilaclMay2011 
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GeMral Terms and Candltiona (GT&C) Number. Plge3of4 

17. Requasllng Auistad 
Acauisiliona 

18. Servicing Assisted 
~lsltiona 

19. Requesting Clauses 

20. Servicing Clauses CMS does not allow pen and ink changes or altering lo this agreement after any 
lignaturN have bNn obtained. Changes that occur In any section from the 
approved version ta the final signed version wtll not be accepted by CMS. 

If changes ara required to this agreement, please contact the CMS Contracting 
Offlc:er R~ (COR) lo have the agreerr.nt clwlges routed for the 
Office of Acqutsitlon and Grants Management (OAGM) re-approval. In addition, 
refer to the IAA Addendum. 

CLOSEGT&C 
21. Closing Date (mmldd/yyyy): 

Brief e>eplanatlon required for closlng this GT&C prior to the original End Date mulling In early termination: 

PREPARER INFORMATION 
*Prepared Nane G. Patricia de la Cruz 

22. *Prepared Phone +1 (301) 153-23n 
"Prepared E-mad g.patricia.de.la.cruz@cenaus.gov 

FS Fann 7800A C; b,MdoftheTINIIIIJIBIIINlloflheFllcllSeMCe ..,..,..,2019 
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) 

Genni Terms 1111d Condllona (GT&C) tunber: ________ _ Plp4of4 

AGREEMENT APPROVALS 
By llgnlngllll....,,.., yau alllhorlm Ille o..r.lT1111111 and Condllonl M llal!lcf, and ltlllthe scape oftha watkCIII 1111 fulled. Byllgnlng, you 
1gr91 ID palocllc:alr nWllwlhe-- 111d cordllonl oflhe ...,_ Ind mlb any-•iy ma• IOI• ID the GTIC Ind •ny lft'ecrlld Onter(1). 

... Reqialng 1nit111 Approval (raqufred) Servicing lnllfal Approval (raqulred} 

23. r'DD (nm/dd/yyyy) See Section 24 far Censua See Section 24 for CMS 

*Approver's Name 

*Signature: 

Title 

r'E-mail 
-J'llone 

Fax 
Requea11ng Flnlll Approvaf(reqund) Servicing Final Approval (NqUlrlld) 

24. l*[)ate (mmldd/yyyy) 0//Jo/;)p~ 
•Approver's Name Kevin DeardO!ff J Andy Shatto 

'7L(j/A-r•lvll ~llgr,odtJ,-£. 

~Signature: Andrew E. Shatto -S --s 
Dale:2112GJ11.J015:Jl:5S-GS'00' r I/( Deputy Director, Offlca of Enterprise 

Tille DIYl&lon Chief, ERO Data & Analytics 

-E-mail kevin.e.deardorff@census.gov Andraw.ShatloOcms.hhs.gav 

1'hone +1 (301) 783,8)33 +1 (410) 78&6384 

Fax 

C ; b,IMI ..111111 Twry I Bulau afthe FllCII s..vlcl 
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UNITED STATES GOVERNMENT 
ORDERFORM 

Page1 of5 

FS FORM 7600B 
i;.s orr.\ll \lk" I 0~ lllr TRH~URl 

Agreement Belween Federal Program Agendas for lntragovemmenlal Reimbursabkt, Buy/SeR Activity. In Accordance with TFM Volume 1, Part 2, Chapter 4700, Appendix 6, Section 9. ,...,,.,,,,.. ftnP .,,,,,,,y gp,r(o,lnypfgal 
G-lnvolclng Reqund Filllfa haw an ( •) 

NEW OR MODIFIED ORDER 
1. •order Number Order Number: - Modification Number: 
2. "General Terms & Condltlona (GT&C) Number (Associated with this Order): 
3. ~rder Date (VYYY~): 01/15/2020 

PARTNER INFORMATION 
4. •Aallsflld Acquilllion lndlcamr ('Yes (i' No 
5. "Period of Performance Start Date: Upon Anal Signature End Dale: 2020-09-30 

Requesting Agency (Buyer) Servicing Nlfltto/ (Slier) 
6. •Agency Location Code (ALC) 1S040001 75050080 
7. *Agency Name Oepa,tment of Commen:e Centers for Medican!I & Medicaid U.S. Cenaua Binau (Cenaua Bureau) Serv1ce1 (CMS) 
8. Coat Center Economic Reimbursable Surveys Office of Enterprise Data & Analytics Division (ERO) (OEDA) 
9. BualnesaUnlt 

10. DepartmentlD 

11. Order Tracking Number 2084-20-PAV-03 IA20-48 
12. Agency Business Partner 929955383 927846822 Networ1t (BPN) 

AUTHORITY INFORMATION 
Requesting ~ (Buver) Servicing Agent:// (Sellar) 

13. *Statutory Authority Fund (' FfWIChlN Fund (' Rwalvlng Fund l Franchlee Fund l RevolvlngFund Type Code 
(' Ec:onomv Ad. (i' Other Authaflly (' EconomyAd (i' Other Authority 
l Wafklng Capbl Fund l Working Capital Fund 

14. Statutory Authority Fund Section 1108(b) of the Social Security Section 1108(b) oflhe Social Security Ad Type TIiie Ad • 15. statutory Authority Fund 
Type Citation 

18. Program Authority Title Refer to the IAA Addendum Records maintained on fndMduals 
17. Program Authority Cltallon Refer to the IAA Addendum 5 U.S.C 552a(b)(4) 

ADVANCE INFORMATION (Raqundby.._ltfllifol,a.r.11111....., 
1B. Advance Revenue Recognition (' Slnllahtllne (' Accrual per Work Completed (' Monttit, (' Other Melhodology 
19. Adva\ce Revlr1ue Recagnltlon 

Description (flqUired If "Oltr) 

20. Advance Payment 
TIiie 

FS Fann 78008 
RMlldflay2019 
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Order Number. Pagl 2 of 5 

21. Advance Payment 
Aulhortty Citation 

22. Total Advance AmoW1t 

DELIVERY INFORMATION tRM1UN11na ltfJ/llq aaa...-11111 ...,_, 
23. •FOB Point r Source/Ong1n Ce DeatiJISllon r Other 

24. Conatructive Receipt Days 30 (Calenda' Days) -Required If DesllnatlonlOther Is chedfed on line 23. 

25. Acceptance Point r Soun:e/Orfg1n Ce Destination r Other 

28. Place of Acceptance 

27. Inspection Point r SourcelOrtgi1 Ce Desllnatlon r Other 

28. Place of Inspection 

ORDER • I ING (8ervlclng ltflt,wr;/ Clllq!Wa) 

29. "Blllng Frequency Pleaae Select One: OTHER 

30. Bllng Frequency Explanation This Is a one time b181ng. CMS wl Invoice when the DUA and data request a,e 

approved by September 30, 2020. 

ORDER BILLING tRllqullllnaAglllcrca111111 I ) 

31. Priority Order Indicator rves Ci No 

32. C8pilal Planning and rves Ci No 
Investment Control (CPIC) 

l:.INE ITEMS (MldDul ~IIIIY• ...... Ullnllhe+IMlallllftslladlll) 

33. ~neNumber 0001 

34. Order Line Status ACTIVE 

35. ,tern Code 9999 

38. ,tern Description Miscellaneous Item - CMS Data 

37. •Une Costs Unit of Measure DOL 
lruoM\ 

38. -unit of Measure (UOM) USO Dolara 
Description 

39. Total Una Cosbl $10,500.00 

Ml. Older Line Advance Amount 

41. Product/Sefylce Identifier 

42. -capltallzM Asset Indicator NO 

43. Item UID Required Indicator 

44. "Type of Service Req SEVERABLE 

SCHEDULE SUMMARY (AddllaralUna/Sdlldullsmar•dildu11R1t11a+11uttan.,IIDcl93) 

45. "Schedule Number 0001 

48. Advance Pay Indicator No 

47. "Cancel Statua (schedule) ACTIVE 

48. "Schedule Unit Collt/Prtce DOI.. 

48. -Order Schedule Quantity 1 

50. Order Schedule Amount $10,500 

SCHEDULE FUNDING INFORIIATION 

FS Fonn 78DDB Depa llaa.t of the Twy I BIIINu of th& Flscsl Servfca Rawilalllsy2019 
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Order tanber: ---------- Page3of5 

51. *Agenr:,TAS SP ATA AID 8P0A EPOA A MAIN SUI SP ATA AID IIP0A EPOA A IMIN SUB 

01S 2020 21122 04&0 ODO 01& 202D 2020 0611 000 
52. •Agency Buslnea Event 

DIS8 COLL Type Code (BETC) 

63. Agency Buslnen Partner 5383 5622 Network (BPN) + 4 

54. Object Class Code 2630 2638 
55. Addltlonal Acccu1tlng EJN: 63-0204537 CAN:5991341 Classification CAN:5995932 CMS Internal Object Class Code: 25308 BPN: 929955383 BAP: 2200320000 PAC: 0440 25-30-07-00 Object Class Code EIN: 52.Q883104 

67S0F01 Project Code 

68. "Delcrtption of Products Funding to acquire MEDB data from CMS. Refer to the IAA Addendum and DUA. and/or Servlcea, Including $10,500 for FY20. 
Bona Fide Need for this 
order. (Buyer only) 

SLOA INFORMATION ("To c:apw AoartoJ lnlllmllAcmllnlill9> 
57. Accounting Clasalllcatton 

Reference Number 

58. Relmbunlable Flag ('Yes ('No 

Requesting AQfn:f (Buyer) Servicing NJfltCY (Saller) 
59. Federal Award Identifier 

Number (FAIN) 

80. Unique Record Identifier 
(URI) 

81. Activity Addr888 (MC) 

82. Budget Line Item 

83. Budget Fiscal Year 
84. Security Cooperation (FMS) 

86. Secu1ty Cooperation 
Implementing Agattcy Code 

86. Sub-Allocation 
87. Agency Accounllng Identifier 

88. Funding Center Identifier 
89. Coat Center Identifier 
70. Project Identifier 

71. Activity Identifier 

72. Cost Element Code 
73. Work Order Number 
74. FunctionalArea 
76. Agency Security Cooperatlan ea.. DeslgnalDr 

78. Parent Award ldenllfter 
(PAID) 
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OrderNumber: ----------
Patla4of5 

71. Procurementlnstrument I Identifier (PIID) 

SCHEDULE SHIPPING INFORMATION 
78. Ship To Addraa ldanllfter 

79. Ship To ArJn:i 11tle 

80. Address 1 

B1. Add,au2 

82. Address 3 

83. Ship To City 

84. Ship To Postal Code 

85. Ship To State Maryland 

88. Ship To Country Code 

B7. Ship To Lacation 0-..lplion 

88. DelveryiShlppln 
lufomllllon for Product 
Special Shipping Information 

89. Dellll9ryJSlllp POC Name 

BO. Deltvery/Shlpplng 
lnfu1111atlon for Product 
POCTICle 

91. DellverylShlpplng 
Information for Product 
POC E-mail Adena 

92. DellvarylShlpplng 
lntormallon for Product 
POC Telephone Number 

93. Agency Additional 
1 lnfunnation 

FS Form 78008 D p• taailllloflheT.-.yl 8unl•u oflhe FllcllS.W. RavlNd May 20111 
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Plge5of5 

AGENCY POINT OF CONTACTS (POC) 
Raquelllng Agem/ (Buyer) Servici1g h;Jarq (Seller) 

84. *Agency POC Name Michael Berning Cara Petroski 
*Al;Jency POC E-mall rnlchael.a.bemlng@census.gov cara.petroskl@cms.hhs.gov 
*Agency POC Phone No. +1 (301) 763-2028 +1 (410) 788-0305 
Agency POC Fax No. 

AGREEMENT APROVALS 
FUNDING OFRCIAL 

~ Fund• Appnwlng Offlclata. •• ldentilled by Iha Requeattng Agancv and Servicing Aaencv, certlff that the funda are accurately cited and c:an be properly accounllld for par the 1UPDN1 set forth In the Order. The Requeating f9lw;y Funding Offlclal ligrla ID ~ funda. The Serv1cs1g Agency Fundng Ofllclal alp ID lllart the work, and lo bill, coDecl, and property account for funds fnlm ~ Requesting Agancr, In accordance with the agreement. 
Requutlng Agency (Buyer) Servicing f9incy (Seller) *Funding Offlclal Name Kevin Deerdortf Alllha Willlaml --nt 

~(!Jr>,-n -~--/J t&~ Alisha Williams - ~ ... ., .... ,... >s 0.2112DJ11171tam.-
Funding Ofllc:ial Title Division Chief, ERO r L Funding Offidal 

95. *Funding Oflclal E-mail kevln.e.deardofff@cenaua.gov Allsha.WiliamsOcma,hha.gov 
*Funding Oftk:lil Phone No. +1 (301) 763-8033 +1 (410) 786-7507 
Funding Offlclal Fax No. 
*Funding Official 
DateSigl'led 

PROGRAM OFFICIAL 
;The Program Ofllclals, aa ldenllfled by the Requesting Agency and Setvldng Agency, mull enllUl8 that the scope of work I• pmperty defined and c:an be fullllled for thlll Order. The Program Ollclal may or may not be the Contracllng Officer depat Mflng on w:h aoenc:Y'• IAA bullneM PfOCN9. 

Requesting Agency (Buyer) Servicing Agencv (Seller) *Program Official Name Kevin Dean:lortf ArdyShatto 
*Signature 

;7LI Re--_1 :ii 111,,/JtJ«J 
Andrew E. Shatto 1¥11l'slgnldbrAndrewE. 

ShatlD•S -s D&le:21120JJUO 15:40'.SZ.CIS'OO' 
Program Official Title Dlvlelon Chief, ERO {/f Deputy Director, OEDA 
*Program Offlclaf E-nwll keYln.e.deardorff@census.gov Andrew.stlattoQcms.hha.gov 

98. *Progran Offlclal Phone No. +1 (301) 763-8033 +1 (410) 788-8384 
Psogran Offlclal Fax No. 
*Program Offlclal 
Date Signed 

AGENCY PREPARER INFORMATION 
Requesting Agency (Buyer) 

*Nanw G. Patricia De la Cruz 
97. *PhoneNo. +1 (301) 783-23n -

i<>E-mall Address g.patr1cla.de.lacruz@census.gov 

FS Fonn 78008 Ds; b1e11 .A the TntUUIY I BurNu of the Flacal Servloa 
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I. PURPOSE 

ADDENDUM TO THE FS 7&00A a 76008 
INTERAGENCY AGREEMENT 

between 
The Department of Commerce 

Unltad States Census Bureau 
And 

The U.S. Deparnent of Health and Human Services 

The Centers for Medicare a Medicaid Services (CMS) 

Census Banau IAA Number: 2064-ZO.PAY-cB 

CMS IAA Number: 1A20-48 

The purpose of this lnteragency Agreement (IAA) Is to delineate the terms and 

conditions by which the Centers for Medicare & Medicaid Services (CMS) agrees to 

provide certain Medicare Enrollment Data from the Medicare Enrollment Database 

(MEDB) for 2018, 2019, and 2020 to the Department of Commerce, U.S. Census Bureau 

(Census Bureau) In support of Census Bureau research. 
I 

a. INTEGRATION 

The signed 7600A, 76008, this Addendum, Data Use Agreement (DUA) RSCH-2008-

18931 (Attachment I), the CCW Cost Invoice (Attachment II), MEDICARE Enrollment 

Database General FIie Requirements (Attachment Ill), MEDI FIie Layout (Attachment 

IV), and the Census Bureau System(s) of Records (SORs) Commen:e/Census-8 and 

Commerce/Census-3 (Attachment V) constitute the entire qreement of Census Bureau 

and CMS with respect to Its subject matter. There have been no representations, 

warranties, or promises made outside of this asreement. This agreement does not 

Imply approval of any data requests and the requesting aaency must still submit a data 

request P8918P, which will Include the appropriate DUA, to CMS for approval. This 
~ 

a1reement will take precedence over any other documents that may be In conflict with 

ft. 

Ill. AUTHORITY 

Census Prapammatk: Authority: 
This agreement ts made under the authority of 13, U.S.C., Section 6; Title 13, U.S.C., 

Section 141, 181, 182; The Privacy Act of 1974; T1tle 5, U.S.C., Section 552a(b)(4), which 

permits disclosure of records for purposes of planning or carrying out a census, survey 

or related activity pursuant to Title 13. 

Pagel of 7 
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IV. BACKGROUND 

The Census Bureau Is exploring the use of administrative records In surveys and censuses to reduce costs, reduce respondent burden, and Improve data quality. Administrative records also enable the development and production of new data products that rely on data lntesratlon and modeling. The MEDB data are valuable to multiple program areas within the Census Bureau. Examples of uses In the program areas are listed below. 

In the Demographic Directorate, staff use the data to produce Intercensal population estimates and domestic miaratJon statistics, and to assess the quality of health Insurance coverage Information collected In household surveys. MEDB provide additional Information to enhance survey frames for health insurance coverage studies. In the Decennial Directorate, staff are exploring how MEDB data along with other federal, state, and private data sources to plan a complete and efficient 2020 Census. MEDB data have been used in multiple census field tests, particularly those testing advances In adaptive design survey methods. Staff In the Research and Methodology Directorate analyze the quality, coverage, and consistency of MEDB data, and also link the data to other survey and administrative records sources to explore the characteristics of enrollees and their participation in other government and state programs. 

In all of these research and production uses, only agregate statistical Information released that meets Census Bureau Disclosure Avoidance Review standards. 

v. I DELIVERABLES 

The CMS data delivery should follow the requested data pull dates and delivery schedule as well as lndude a record layout, SAS Procedure (PROC) Contents file, record count, and data dictionary, as listed In the General File Requirements. Also, please see the MEDB FIie layout (Attachment IV). 

VI. DURATION OF AGREEMENT 

This agreement Is effective on the date It Is signed by the responsJble parties and end on September 30, 2020. 

VII. CONTACTS 

CMS IAA Coordinator's: CMS Office of Flnandll Manapment: Tyra C. Jeffries When CMS Is the Requesting Agency: CMS IAA Coordinator Kevin Robey 
Page 2 of 7 
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Phone:(410)786-5156 
tyra.jeffrles@cms.hhuov 

camille M. Henley 
CMS IAA Coordinator 
Phone: (410) 786-1492 
camllle.Heniey@cms.hhuov 

Census Rnanclal Contact: 

Michael Bemln1 
AssistantDivlslonChletERD 
(301) 763-2028 

Mfsbae1.a.befning@census.gov 

VIH. FUNDS 

Accountant 
410-786-9045 
Kevln,Robey@cms.hhs.gov 

When CMS Is the Servlclnc Agency: 
CMS RIA Collectlons 
DAOReimbursablelA@cms.hhs.gov 

Funds for this agreement Will not exceed $10,500 for fiscal year (FY) 2020. The Census 

Bureau shall reimburse CMS for aff services provided under the terms of this agreement. 

CMS cannot begin work or bill Census Bureau throush the lntra-soven,mental Payment 

and Collectfon (lPAC) system until receipt of the IAA signed by all parties. 

The Census Bureau will be billed In full via IPAC when the DUA and data request are 

approved by September 30, 2020 for actual costs Incurred. 

Prior to the IPAC submission, CMS shall submit payment documentation In the form of 

an Invoice which supports actual expenditures to justify the IPAC bllllns that will be 

submitted to the Census Bureau. Send this documentation to the Census Bureau's 

Contracting Officer Representative (CCR) identlfled below: 

Joey Morales (COR) 
U.S. Census Bureau 
301 763-6947 
Joey.morales@)census.gov 

Please Include the followtng CMS control number on the IPAC submission IAZ0-48. 

IX. DUPLICATION 

Full implementation of this agreement will not duplicate any existing agreements. The 

CMS, Office of Enterprise Data & Analytics confirms that there is no duplication or 
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conflict with any existing aareements. 

X. MODIFICATION AND TERMINATION 

Any modification or amendment of this agreement must be agreed to by both parties In 
writing. This agreement may be modified to Incorporate new sections or lanauase as 
required to Insure compliance with the respective agency's legislative mandates and 
Internal policies and processes. If the Census Bureau cancels the order, CMS Is 
authorized to collect costs Incurred prior to cancellation of the order plus any 
termination cost. 

XI. PRIVACY ACT 

This agreement Is associated with personally Identifiable Information (PH) subject to the 
Privacy Act of 1974. 

The CMS system(s) of records from which PH wlll be released Is: the Chronic Condition 
Warehouse, System No. 09-70-0573 and the Enrollment Data Base, System of record 
notice. 09-70-0502. 

There Is an underlying asreement with terms and conditions for disclosing PH, DUA 
18931. 

XII. INFORMATION SECURITY 

This agreement Is associated with CMS Information and access to the following 
Information systems(s) subject to the Federal Information Security Modernization Act of 
2014 (FISMA): Chronic Condition Data Warehouse. 

The Census Bureau assumes an obligation to keep all data received from other federal 
and state asencles and commercial entitles In confidence and to use the data for 
statistical purposes only In accordance with the provisions of Title 13, United States 
Code. Upon receipt, an data acquired as a result of this lnterqency agreement will be 
treated as if they have, at a minimum, protection at the appropriate risk level In 
accordance with the National Institute of Standards and Technoloty (NIST) Federal 
Information Processing Standards (FIPS) 200 and Special Publication 800-60rl. 

The Census Bureau compiles with all current NIST standards and publications In 
accordance with Title Ill of the E-Govemment Act of 2002 (PL 107-347). All systems are fully assessed against NIST Special Publication 800-53r4 "Recommended Security 
Controls for Federal Information Systems and Organizations,• as well as Special 
Publication 800-37r1 •Gulde for Applying the Risk Management Framework to Federal 
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Information Systems: A Security Life Cycle Approach.• The Census Bureau IT Security 

Program Is reviewed annually by the Department of Commerce Office of the Chief 

Information Officer (CIO) as well as the Department of Commerce Office of Inspector 

General as part of the oversight responslblhtles. 

All Information and Information systems are categorized In accordance with NIST FIPS 

199 "Standards for Security categorization of Federal Information and Information 

Systems- and NIST Special Publication ~1 •Gulde for Mappln1 Types of 

Information and Information Systems to Security Categories: (2 Volumes)- Volume 1: 

Guide Volume 2: Appendices." Security controls and subsequent assessments are done 

based on the final categorization. 

Cloud providers must be approved for at least moderate level Information through the 

General Services Administration (GSA) Federal Risk and Authorization Mana1ement 

Pr01ram (FedRAMP) process prior to acquiring any services. Census Bureau Identifies, 

assesses and authorizes use based on the published FedRAMP results and an 

assessment of any Census Bureau (customer provided) controls Implemented to protect 

the Infrastructure and data. Security reporting on cloud providers Is reported to the 

Department of Commerce on a regular basis under Federal Information Security 

Management Act of 2002 (FISMA). 

The Census Bureau maintains a policy regarding the reporting of and response to losses 

of protected data In accordance with 0MB Memorandum ~19 and M-07-16. Known or 

suspected losses of protected data are reported within one hour to the United States 

Computer Emergency Readiness Team (US CERT). Once the Census Bureau becomes 

aware of a known breach of CMS data, the Census Bureau will contact the Identified 

CMS contacts to discuss the actions and potential remedies In rqanls to the Incident. 

Census Dlsclosure Avoidance Review of Statlstlcal Products 

Title 13, Section 9 of the United States COde (U.S.C.) requires the Census Bureau to keep 

confldentlal the Information collected from the public under the authority of Title 13. 

Section 214 of Title 13, U.S.C., and Sections 3551, 3559 and 3571 of Title 18, U.S.C., 

provide for the Imposition of penalties of up to five years In prison and/or up to 

$250,000.00 In fines for wrongful disclosure of confldentlal census Information. 

Disclosure avoidance is the process for protecting the confldentlallty of data, as required 

under Title 13 U.S.C. A dlsdosure of data occurs when someone can use published 

statistical information to Identify an indMdual who has provided confidential 

Information. For data tabulations, the Census Bureau uses disclosure avoidance 

procedures to modify or remove the characteristics that put confidential Information at 

risk for disclosure. Although a published table may appear to show Information about a 

specific lndlvldual, the Census Bureau has taken steps to dissuise or suppress the 
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original data, while maklns sure the results are still useful. The techniques used by the Census Bureau to protect confldentlaltty In tabulations vary, depending on the type of data. 

Noise Injection Is the Census Bureau's preferred disclosure avoidance technique. By policy, noise injection Is to be applied to all data products that are reported with geographies smaller than a state. In cases when It Is not feasible to fully Implement noise Injection within the period of the contract, a transition plan for Implementing noise Injection or other provable privacy methods must be developed In coordination with the Census Bureau. Noise Injection may be required for microdata releases, depending on the characteristics of the mlcrodata and the specific variables that are to be released. Data that cannot be publicly released may still be analyzed within the Federal Statistical Research Data Centers (FSRDCs) by lndlvlduals who have Special Sworn Status; the results of such analyses must still so through a disclosure avoidance process prior to belr11 publldy released. 

The parties understand that Title 13 confldentlaltty protection and disclosure avoidance techniques apply to all work described In this agreement. The disclosure avoidance methods are defined by the Census Bureau who has the responslblltty of carrying out that work. Acc:ordlngty, upon completion of the tabulation, the data produced must be reviewed by the Census Bureau to ensure that no Identifiable Title 13 data are or may be disclosed. Should the Census Bureau's Disclosure Review Board (ORB) determine that the requested statistical product does or reasonably could result In such disclosure, then the data product will be modified prior to approval for release to the party(les) of this aareement. The DRB must approve before a research product can be released to an Individual who does not have Special Sworn Status (SSS) and a need to know, or moved to a computer not approved for controlled data according to Census' existing policies and procedures. All data releases will conform to both Census and CMS disclosure requirements as described here and In the DUA. 

XIII. SECTION 508 

Section 508 of the Rehabllltatlon Act of 1973 as amended Is a federal law that requires Federal agencies (29 U.S.C § 794 (d)) to make Information and Communications Technologies (ICT) accessible to employees and members of the public who have disabilities in a manner comparable to fCT made available to CMS employees and members of the pubflc without dlsablfltles. Compfyfng with these amendments will ensure lndlvf duafs who have dlsabflftles have the same level of access experienced by empluyees and members of the public without dlsabllltles. This Includes creating documents that are accessible to people using asslstlve technologies, such as screen readers, magnifiers, and other devices such as hearing aids or Text Telephone (TIY). 

Page 6 of 7 



MEMORANDUM OF UNDERSTANDING

Page 181 of 430

Flnal Rule 
On January 18, 2017, the Access Board published a final rule In the Federal Register (82 

FR 5790) (hereafter, •1cr Rnal Rule•), which revised and updated the standards for 

Section 508. The revised standards applies to the ICT developed, procured, maintained, 

or used by Federal agencies {hereafter, -SOS StandardS-), as well as the suldellnes for 

telecommunications equipment and customer premises equipment covered by Section 

255 (•255 GuldellneS-) and the 21st Century Communications and Video Accesslblltty 

Act of 2010 (CVAA) (•CVAA Guidelines"). 

All electronic materials provided under this agreement must meet all applicable Section 

508 requirements to the best extent possible. CMS reserves the rlsht to request proof 

of accessibility for electronic content provided under this IAA and may conduct Section 

508 evaluation to assure compliance and usability standards are met. 

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>> 

This concludes the 1&00 A a a Addendum 
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DUA: RSCH-2001-11931 https://poltllcms.gov/wps/myportal/cm1portalfcppellpplication_wsrp/lu 

1 of6 

DUA: RSCH-2008-18931 

MAIN INFORMADON 

DUA Number: RSCH-2008-1893 l 
DUA Customer Type: Researcher 
DUA Category : SS - NON DHHS AGENCIES - CENSUS, DOD, EPA, SSA, VA ... DUA Status: Submitted-Waiting for Payment Confinnation 
Request entered by: Cheryl Sample 
Requested Date: BfJ.7f1.019 
Expiration Date: 9/lfJ.020 
Requester: Michael Berning 
Requester Organi7.ation Name: United States Census Bureau 
Requester F.inail Address: michacl.a.bcming@ccnsus.gov 
Requester Phone Number: (301) 763-2028 

Project Name: STATISTICAL ADMINISTRATIVE RECORDS SYSTEM 
Privacy Act Authorization Code: FEDERAL AGENCY RU 
HIPAA Authorization Code: Rcscarch 

RelDAC Information 

ResDAC TicketlD : EOP-213-479S6 

RaDAC lucalM Advllor(El) 

Name: Jen Reese 
Email: RcsDAC@umn.edu 
Phone Number: (888) 973-7322 
Phone Number Ext : 

Name: Sammy Sayako 
Email: RcsDAC@umn.edu 
Phone Number: (888) 973-7322 
Phone Number Ext: 

Principal Investigator 

Primary Priadplll lawstlptor 

Name: Michael Berning 
Email: michael.a.beming@ccnsus.gov 
Phone Number: 3017632028 
Phone Number Ext : 

CMS Contact (COR) 

09/06/2019, 8:4, > 
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DUA: RSCH-2008-18931 

2of6 

CORPROXY 

I Jl'lnt Name I I.Alt Name! Orpllfzatlon Name! EmaD Addrea ! Pbone Number! 

Collaboratiag Orpaization 

I. United States Census Bureau 
2. United States Census Bureau 
3. UNIVERSITY OF NEBRASKA 
4. UNIVERSITY OF CIIlCAOO 
5. YALE UNIVERSITY 
6. RAND CORPORATION 

FUNDING 

Funding Source: Federal (DHHS/non-DHHS) 
Funding Type: Orant 
Funding Organization Name: U.S. Census Bureau 
Grant Number: *This is not a grant• IA 08-J4J/IAA JJ-276/IAA 15-201/IAA#J6-J87/IA 18-89 

Grant End Date : 11/23/2016 

Ceatact Detalll 

Coatllct'fype flntName LutName Email Pboae Plane Est 

Federal Project Officer Michal Beming michael.Llx:ming@censi11 gov (301) 763-2028 

DOCUMENTS 

ID Docameat Date and Time 

I OSa_AMEND_FED_CAHPS_No_Fee_Cost_lnv_JZX-156-31351.docx May ll,201705:l2:29PM 

2 OS_PEDERAL_AMEND_Spec_Wrbbt_Cost-Inv_JIM-916-69318.xlsx Sep 12.201709:18:52AM 

3 04a_FEDERAL_AMEND_No_Fee_Colt_lnv_IZP-532-67235.doc:x Nov 15,201701:17:27PM 

4 osa_FED_AMEND_No_Pee_Cost_lnv_MMA-887-54262.doc:x Feb 15,201810:14:29AM 

5 0S_Fed_Amend_Spec_Wrbht_Cost_Inv_EOP-213-47956.xlsx Feb 15, 2018 11 :59:02 AM 

6 02_.AMEND_FED_CAHPS_Bxec_Summ_JZX-156-31351.docx May 18,201705:13:00PM 

7 Ol_.AMEND_FED_CAHPS_Reqst_Ltr_JZX-856-31351.pdf May 11.201705:13:IIPM 

8 0l_FEDERAL_AMEND_Reqst_Ltr_JIM-986-69318.pdf Sep 12. 2017 09:19:08 AM 

9 0l_FEDERAL_AMEND_Reqst_Ltr_IZP-532-67235.pdf Nov 15,20170l:17:04PM 

10 0l_FED_AMENI>_Reqst_Ltr_MMA-887-54262.pdf Feb 15, 201110:13:43 AM 

11 0l_Fed_Amend_Req_Ldlar_EOP-213-47956.pdf Feb 15, 2018 11 :59-.25 AM 

12 04_AMEND_PBD _CAHPS_Slg_Addend_Olhra_Moulton_JZX-156-31351.pdf May 18, 2017 05:15:02 PM 

13 04_FEDERAL_AMEND_Sig_Acldend_Uwimana_JIM-986-69318.pdf Sep 12. 2017 09:19:49 AM 

14 c:ma+0235a_DUA_ldclmdum_18931_Mllce_signed.pdf Aug 01, 2017 Ol:Ol:49 AM 

15 04_FEDERAL_AMEND_Sia_Addend_Beming_JIM-986-69318.pdf Sep 12. 2017 09: 19:48 AM 

09/06/2019, 8:45 A 
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DUA: RSCH-2008-11931 ldtps://portal.cms.govlwpslmyportal/cm1porta)/eppe/lpplication_wsrp/!u 

ID Docameat DateudTlme 
16 03_FEDERAL_AMEND SiLAddcad_Hau_lZP-S32-6723S.pdf Nov IS, 2017 01:17:44 PM 
17 04_FED _AMEND SiLAddend Humphries_MMA-887-54262.pdf Feb IS, 201110:14:01 AM 
18 04 FED_AMEND_SILAddend Meder MMA-117-S4262.pdf Feb 15, 2011 10:14:01 AM 
19 04_FED_AMEND_SiLAddcnd_vmDijk_MMA-117-54262.pdf Feb 15,201110:14:09AM 
20 04_FED_AMEND_SiLAddend_llumcnbun_MMA-887-54262.pdf Feb 15, 201110:14:09 AM 
21 02_FEDERAL_AMEND _ Colllbnr_ Chldlt_IZP-532-6723S.docx Nov IS,201701:17:16PM 
22 0lc_FED_AMEND_Collab_Cllldat_MMA-887-54262.docx Feb 15, 201110:13:25 AM 
23 OS_AMEND_FED_CAHPS_Spec_ Wrbht_JZX-856-31351.xlsx May 18, 2017 OS:13:43 PM 
24 os_FBDBRAL AMEND ~-Wrkabt_Cost-Jnv_JIM-9116-69318.xJsx Sep 12,201709:19:27 AM 
2S os_Fed_Amend_Spcc_Wrbbt_Cost_Inv_BOP-213-47956.xlsx Feb 15, 2018 11:59:45 AM 
26 0la_AMEND _FED_CAHPS_Apprvl_MCAHPS_JZX-856-31351.pclf May II, 2017 0S:14:46 PM 
27 OO_FBDBRAL_AMEND _Reqat_Summ_JIM-986-69318.docx Sep 12, 2017 09:21:05 AM 
28 03_FBDERAL_AMEND _DUA_Update_JIM-916-69318.pclf Sep 12, 2017 09:20:31 AM 
29 0l_Fed_Amend_DUA_EOP-213-47956.pdf Feb IS, 2018 12:00:26 PM 
30 OO_Fed_EA-TA_Amendment_Summuy_BOP-213-47956.docx Feb 15, 2018 12:00:S3 PM 

CUSTODIANS/ DESY USERS 

EUA 
Phone ID UaerName User Orpalzatloa EmalAddrea 

Namber Addrea Id 

John Eric: YALE (773) 37 Hillhouse Ave, New I Humphries UNIVERSl'IY john.humphries@yale.edu 
633-8483 Haven, Conaec:ticut, 06511, 

USA 

Winnie Ullian UNIVERSl'IY OF (773) 5200 S. Drexel Ave. Apt 2 VaoDijk CHICAGO wlVIJldijk@ucbicago.edu 
680-0581 2E, Chicago, Illinois, 

60615,USA 

4600 SILVER HILL 
3 John Moulton United baa 

jobn.ric:bard.mou~•-aov 
(301) ROAD, WASHINGTON, Census Bureau 703-8646 District ofColumbla, 

20746,USA 

Chapin HaJI at University of 
4 Nick Mader UNIVERSITY OF nmader@cbaplnhall.org (773) Cbicaao, 1212 B. 60th CHICAGO 256-5195 Stm:t. Chic:qo, Dllnois, 

60637,USA 

Daniel UNIVERSITY OF (118) 1301 Uncoln Mall, Unit s Tannenbaum NEBRASKA dtanaenbawn@unl.edu 
568-IOl6 IOI, Lincoln, Nebraska, 

61501,USA 

(412) 4570 mm AVENUE. 
6 AnnHau RAND 

ann_baa@rand.org 613-2300 SUITE600, CORPORATION PITl'SBUROH, Ext: 4517 
Pennsylvania, 15213, USA 

Epaphrodite United States (301) 4600 SU.VER IDLL 7 
Uwimau Census Bureau cpaphrodite.11Y'imen1@cm11111.gov 763-6064 ROAD, Sum.AND, 

Ext4517 Maryland, 20746, USA 

3of6 
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DUA: RSCH-2008-18931 

4of6 

DATA FILE DESCRIPTION .. 
ID Data Flh. Detc:a lpliue From To 

Quarter(•) 
Enraction Uled Accaa SCatu Di111llklolNI 

Year Year % li'rvm 1)pe Reuon 
DUA 

EDB • ENR.OLLMENT DATA 
Migrml 

I BASE 
2008 2013 fiomDADSS SHIPPING Open 

-NA. 

Migrated 

EDBUSR- ENROLLMENT 2013 2016 fiomDADSS 

2 2017 2017 -NA. SHIPPING Open 
DATABASE USEllVIBW 2018 2018 100-Ai 

100-Ai 

MSJS - MEDICAID Migrallld 
3 STATISTICAL INFORMATION 2013 2013 fiomDADSS SHIPPING Open 

SYSTEM -NA. 

Migrated 

XWALK.4 - CCW BENE JD TO 2009 2016 fiomDADSS 

4 2017 2017 -NA. SHIPPING Open 
RIC CROSSWALK FILE 2018 2018 100-A» 

1~• 

Migralcd 

XWALK7- CCW BBNE ID TO 2009 2016 fiomDADSS 

s 2017 2017 -NA. SHIPPING Open 
SSN CROSSWALK FU..E 2018 2018 100-.4 

100-Ai 

FFSCAH- FEB-FOR-SER.VICE 
(FFS} CONSUMER 

6 
ASSESSMENT OP 2014 2014 100-.4 SHIPPING Open 
HEAL1HCARE PROVIDERS 
AND SYSTEMS (CAHPS) 
SUllVEYDATA 

MCAIIPS-MBDICARE 

7 
ADVANTAGE.AND 2014 2014 100-.. SIDPPING Open 
PRESCRIP11ON DRUG PLAN 
CAHPS 

PENDING DATA FILE DESCRIPTION 

m Data File 
Delaiptloa 

From To Estnctloa Re-lJRd From Acaa Statm Dilpolltlon 

Year Year Qautar(•) % DUA 1)pe ReuOII 

REQUESTER PROXY 

1 li'lnt N ... I Lat Name I Orpalatioa Name! Email Addrea, ,._.Namer! 
DADSS Comments 

c ..... 

Updated DUA 1D include 2010 BDB data per IA 10-135 

Commmt 
Date 

TueApr20 
08:12:16 

U•er 

ROBIN 
DAL10N 

09/06/2019, 8:45 A 
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DUA: RSCH-2001-18931 https://portal.cms.govlwpslmyportal/cmsportal/eppo/lpplication _ wsrp/!u 

Comment C•meat User Date 

EDT2010 

Cert. of Destruction rec'd for initial 2009 EDB UNr view file that was sent to Census, but TueApr20 
SHARON 10:23:13 unreadable. form file in subjm matter file in files room 

EDT2010 KAVANAGH 

FriMay28 
JACQUIE Added Theresa F. Leslie as a custodian per a lefter from Howard Hogan. 11:23:31 
CODE EDT2010 

TueJ1D128 
DAMIEN Chupd reques1Dr to Roderick LiUle and removed Cotty Smith as a custodimL 14:37:10 
MARSTON EDT2011 

Thu Jul 28 DAMIEN Added Vickie Kee IS a CUIIIOdian md a reciptient. 14:46:01 
MARSTON EDT2011 

The DUA EXPIRATION DATE has been modified per the DataUteAgreement tam, per new Fri Sep23 
SHARON 16:37:53 directive given by CMS Deputy Chieflnfonnatlon Officer (CIO) June 23, 2011. 

EDT2011 KAVANAGH 

MonJIDl 11 
ROBIN added Bene ID to HIC CIOISW1llk and Bene lD to SSN crosswalk fortbe yem 2009-2011 08:10:36 DALTON BDT2012 

TueJ1D126 
DAMIBN Added the 2012 EDB file. 

09:32:41 
EDT2012 MARSTON 

PER. DADSS on.. BATCH JOB CHANGED nm CMS CONTACT FROM ROBIN DALTON FriJan25 SHARON 02:27:16 TO SHARON KAVANAGH 
EST2013 KAVANAGH 

Wed Apr 17 Extended DUA per email request fiom vk:kle.lynn.kec@census.gov on 04/16/2013. 09:41:40 
EDT2013 

updaled DUA to include 2013 year ofEDB User view data per Andy Shatto, CMS, approved 9/612013. CCW/Buccanecr to process the EDB and build the RAND race file for OMH/Census under lAA 13-276. CCW DATA DETAILS per reconl specification worbheet: All records on the file excluding reconts with date of dealll on or before Man:la 31, 2012. R.un report on July IS, 
FriSep06 2013. Output the same variables u with previous requests undcr11us DUA. As of2013 • add Bene 
14:20:07 ID to die record layout. Provide record layout, PROC coatmlt, record count, and elm dictionary 
EDT2013 with files. ALSO Cianpd DUA reqaestor from Roderick Little IO Thomu Louis, new Census aignllory official. Added Hampton Wilson (Pmjm Contact); Trent AJcuadcr (new dlia custodiln); and Michael Berning (Principal Investiptor), all fiom Census Bureau. CMS/OMH is collaboratma with Census on this initiative, OMH Contact Is Carla Hodge. 

Fri Mar 14 
SHARON Extended per email recoiYed between Mir 07 - Mar 12, 2014 from viclde.lynn.kee@census.aov 02:00:14 
KAVANAGH EDT2014 

DUA Amendment to add addilionaJ years of data (2014) BDB user view, Bene ID to HIC c:rosswalk 111d Bene ID to SSN c:rosswalk. Detailed overview of extnct methodology, da1a, and years requested. All records on the file excluding records with dale of death on or hebe Marc:b 31, WedMay 2013. Run report on June 15, 2014. Oulputthe same variables u with previous reqllesll undcrtbis 2109:41:16 DUA. Add Bene ID to the reconi layout. Provide record layout, PROC contcnls, record count, and EDT2014 data cllctlomuy with flies. Added data dacription code for EDB user view, file wu previously appn,ved. 

Added 2013 MSIS • Medicaid SCltistical lnfimnation System relative to the new Census Bureau IA WedJuJ30 14-229. Note: This dala description was added from the update received ftom Thomas Louis dated 14:11:44 Kana Foster 4/15/14 and approval ftom Joseph Brewer dated 4121/14 (which reflecled 2014 EDB User Vaew, EDT2014 

Sof6 
09/06/2019, 8:45 A 
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DUA: RSCH-2001-11931 https://portal.c:ms.gov/wps/mypor1allcmsportal/cppc(application_wsrp/lt 

Comment 
Comment UNI' 

Date 

2014 Crosswalk Bene ID to HIC, 111d 2014 Crosswalk Bene ID to SSN) processed by V. Rogers on 

5121/14. 

Extended per email received between Jm 16 - Jan 23, 2015 fium J Tlllllt Alexander TueJan27 SHARON 
02:01:02 

(CENSUSICES FED) EST201S KAVANAGH 

updated DUA to include additional ya, of already approved dalUet per Kim Elmo email 

10/06/2015. 2015 year ofEDB Uwview dala, 1111d crosswalks: BENE ID to HIC and BENE ID to 

SSN. CCW to pn,cea lbe EDB and build lbe RAND race file for OMH/Ccnsus under IAA IS-201. 
Wccl0ct07 

CCW DATA DETAILS per record specification: All records on the file excluding records wi1b date 
15:20:21 

of cleatb on or before Man:h 31, 2014. Run report on June IS, 201 S. Output lbc same variables 11 
EDT20IS 

wi1h previous requests under this DUA. Add Bene ID lo the record layout. Provide record layout. 

PROC contents. rec:onl count, and data dic:tionary with files. Please ,-additional sheet for da1a 

specifications (electronic file). 

CUSTODIANS Joey Morales and Ron Jarmin added per Joey Morales (CENSUSICARRA FED) ThuOct0I 
14:35:25 

10/8/2015 EDT20IS 

CUSTODIAN Ron Jarmin changed from CUSTODIAN lo REQUESTOR. REQUESTOR 'flvomas ThuOct0I 
14:41:42 

Louis removed per Joey Morales (CENSUS/CARRA FED) 10/8/2015 EDT201S 

CUSTODIANS Roderick Little ad Hampton Wilton removed per Joey Morales 
Fri0ct09 PA'ITY 
10:56:40 

(CENSUS/CAllRA FED) 10/I/IS EDT2015 MANGER 

TueNov24 

Extended DUA per emalt J Trant Alexander (CENSUS/CBS FED) ; 11124/2015. 09:12:25 
EST20IS 

updmd DUA to include additional YCII" (sani-annual elm pull per record spec worksheet) of TueMay24 
already approved datacts: 2016 BDB User view elm, and crasswalks: BENE ID to HIC 1111d 16:52:34 
BENE ID to SSN. Data pull paid via IAA ##16-117 per Kimberly Elmo. See record specification EDT2016 
worbheet ISIOCiated with CMS Request Tracking 201605 I 8-426C. I 

6of6 
09l06/20l9, 8:4S I 
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DIIPAR'IMBNl'CFHBAL'DltrHUMANSllRVICIIS a..-. ................... s..-. 
75805-aly ......... v· ....,_.ZlHI-U!iO 

~(CMS) er....,...itapnwWat. .. nqua1arwtllbelaelKled1Dllilmit.-,mcalwia-.pay.p.CMSIClllfmlll l'lqlllllGrltolllbmil..,._.vta .,., ,,,._ 0ace,. .. 11111ria1 ar IIPPl'IMI or,._,..- ti,CMS,,. __ ..,.CMS 0a1a ...,._ .,_ ti,vilitlat: 

Payment lmtnetlou: 
\Jlilathelalll mallll lhmdnsr.-,tbllawdleimcllaapnlmldm .. ..,.plllelD-,..)'11111'- AldleaidofJIU'PIJllleDI U-,yau ,wfll lBClll\'e111 Aa-YTlll:llfaa ID aumller Yw WIii IIICD aecd lDmiail the (alJawtna ~ IO F~IM p 1),-, p Aam:,Tncma ID-•• 
2)DUA_._,ad 
3) CMS Tradaaalllllllbcr 

Yoa MUST _.lhia_l II anllr ID llllllfy CMS lllll ..,..i llllbecn Mlllifled. 

,_,_.....,cllaclrlllllllbe ... CIII IDCallenrarMNtawaMedlcmdScm-. Oicei-ymcmls-lOOo'ISAccamlllas,yaawill mldlObwanllll muilloo.tS fiWvO I I hhtp 
11ucmail MUSTiadMtdleratlowialauanina.aa 

1)04T .... Hamber, 
2) DUA ltaba", ad l)Oicck __ ,_.. _________ ._ 

--MIii 
CmlmftlrMalial9mdMldicllklS... c.tn~Modlclra-Mdalds-ica 
AIID:Dmliallof"-liaa~ Alla·Diolllimal~Opmlial 
P.O Bax7520 Mlilllap CJ.I 1-113 
8llllznme, MD 21244 7JOO 5-nly Blvd 

llalmcn,MD212C4 
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MEDICARE Enrollment Database Geaenl File Requirements 
2018, 2019, and 2020 MEDICARE Enrollment Database General File Requirements 

2018 Universe: 

2019 Universe: 

2020 Universe: 

National File MEDB 2018 data 
All records on the file ueluding records with date of death on or 
before Mardi 31, 2017 

National File MEDB 2019 data 
All records on the tile aeladi•g records with date of death on or 
before Mardi 31, 2018. 

National File MEDB 2020 data 
All records on the tile ududing records with date of death on or 
before Marc:b 31, 2019. 

Extracts/pulJ dates: NOTE: We arc requesting data for 2018, 2019, and 2020 MEDB data. 

Fonnat: 

Data Variables: 

Transfer Media: 

Documentation: 

The MEDB 2018 mnct pulled OD July 17, 2018. 

The MEDB 2019 atraet palled on July 9, 2019. 

General Dynamics Information Technology (ODIT) is holding the 
MEDB 2018 and 2019 extracts pending final signatures on this 
agreement and CMS approval. 

Tbe MEDB 2020 atnet sboald be palled wltlaln 10 working days 
or July 10, 2020 and delivered to Census by August I, 2020. 

The delivery should also inelude a record layout, SAS PROC Contents 

file, record count, all variables, and data dictionary as specified in this 
Attachment II and Attachment Ill - MEDB File Layout of this 
Addendum. Tbe delvery uould uo Include the date tbe file wu 
pulled. 

SAS Dataset 

See MEDB File Layout (Attachment 1m 

Encrypted data on CD/DVD 

I) PROC Content of Dataset 
2) Provide extractions/pull dates for both deliveries 
3) Provide record count per Dataset 
4) Name and telephone number of a technical advisor 
S) Latest Data Dictionary 

Page 1 ofl3 
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Delivery Method: Traceable Delivery/Courier Service (Federal Express, UPS, etc.) 

Send Documentation and CDs./DVDs to: 
Attention: Michael Berning 

Assistant Division Chief 
Data Acquisition and Curation 
Economic Reimbursable Surveys Division, ERD 
U.S. Census Bureau 
4600 Silver Hill Road 
HQ-5K123 
Suitland, MD 20746 
(301) 763-2028 
Michael,a,beminz@ww,nov 

Pagelofl3 
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MEDB File Layout 

I Cl.MACHT IIENE....Cl.M...ACNTJUI BlllllllcillJ CIiia Amut Nummr- 1 9 Clw 

"Fomll Iha HM111 nuranc:a a.rt (flC) 
furmsb!cambined.ih 
BSEJDENT_CD~bllawJ 

2 IDENT BENUDENT_CD Baneliclarykllnllcllal1 Code" 10 2 Clw 

"Fomll .. Halll lnaullnCII Olin (ttC) 
tam-.i c:amliadwlll 
~ClM.)Ctlf JIJM (immmlllr 
ma) 

3 FNAM: EE...GVtl.~ Banellclaryfnt Name 12 15 Clw 

4 MtfT IIENE.}OJ6I Bnllclay Mddle Name 'l1 1 a. 

5 l.HNE1 IIENE_SRNM,JNE1 Blnlllll:ays.n...& Tltle(1) 28 24 Char 
(MDIIQIJIN) 

8 LNAME2 IIENE_SRNftlNAME2 Blnllciay SIIIWII & TIiie (2) 52 24 Char 

(Sand 111111\ CIIIIIII) 

1 DOB IIEN~_BIRTtUJI' 8allcilryB.0.DIII 76 II Cha' 

8 DOD IIENU>l:ATH..DT llll1lllcilry D11111 DIii 84 8 a. 

9 SEX BENE..SEX..INDENT_CD Blnll'dllySIX 92 1 a. 

10 RACE BENE..AACl;_CD . 8IMlr:illyRlm 93 1 a. 

11 RPRSN1V BENE.JU'RSNTV~SW SenellclllyRllpl88enta(iw,,.. 94 1 a. 

12 AOORESS1 BENEJLG..CNTCT_ADR1 BIMll:ayMllngCanlll:IAddlm 95 22 Clw 

(Segment 1) 

13 AODRESS2 IIENUI-G_CNTCT...M>R2 BlllllcafMllrvCanlll:tMl!al 117 22 Clw 

~2) 

14 ADDRESS3 BENUil,.G_CNTCT...M)R3 8eAlllclayMIIRgCant&tAddlm 139 22 Chs 

{Slgaa3) 

15 ADDRESS4 ~-CNTCT..MJR4 Benllli:llry Mllng ConlactAdtaa 161 22 Clllr 

(Slglnlm4) 

18 ADDRESS5 IIENUI.G_CNTCT__ADR& Blllll'cayMllngr.ontm~ 111 22 Clllr 

(Segmem5) 

17 ADDRESS8 ae.u.a.G_CNTCT..ADRB IINldllfMlllngConllctAdtal 2115 22 Cha 

(Slgnlll&) 

18 Mt.lLZIPII 9ENIUiLG_CNTCT..,ZIP _CO Bllllllcilly Mlllng Contact ZIP Codi 2'l1 9 Clw 

(CunllllZIP) 

19 ZIP90CC8 BENEJ,1.G_CNTCT..,ZIP _CO 8nlll:i.y Mlllng Canlll:t ZIP Codi 238 54 Char 

(I.JIit 8 ZI' Codel) 

2D RCTCHG ~-CHGJll\TE lllllllldlryRllldllaCl,qeDIII 290 8 Char 

(Lilllldwlgedall) 

21 CHGDATEB ~-ctiGJJATE BnllalayRllidlraCl,qe DIii 21111 48 a. 
(lat& da,gldm) 

22 STDCNTV IIEfE.,RSDtC_SSU,O_CNTY_CD SSASlaldneutyCode 348 3 a. 
(llllll) 

23 STDSTATE ~-SSA_STD_STA~CD SSASlllldlnl SlllltCodll 349 2 Char 

(Lllell) 

24 SSN IIENlt.~ llen6illy Sac:111 Securlly tturmr 351 9 Clilr 

Page 1 of2 
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2& AENTSDAT BENE.PTUHTLMT_STRT..PT Pllt A l:nlllnMt Slll1 Data 311) 8 Chlr (Edllt) 
211 AENTIDt\T BEtE,.PTA,.ENT1.MT_TRMNTN_DT Pllt A Enlillemenl end Dale 3118 8 a. (I.alt) 
7T BENTSD\T BENVTB~_STRT ,JJT Pllt B Enllllamanl Slll1 DID 37& 8 a. 

(Eallllt) 
28 BENTm\T IENE.J'TB..ENTl_TRMNTN.JJT Pat B EnllemeRI end Dale 384 8 Clw 

(l.alllt) 
29 PMTSTAT ~SSA...HTJIMl'_STUS_CD SSAe..etp.,._.SlaaCada 392 2 a. (l.alllt) 
30 MDCRSTUS BENOIJCR..Sl'US..00 Blnllidary Slall Cada 31M 2 Char 

(l.alllt) 
31 UPDTHS1'R EDB_lFDT_HSTRY _CHG_DT EDB L/pdllltlllaryDllllgl!O.. - 8 a. (i.llllt-VYYYfM)D) 
32 PRfMfPYR BENURMRY..PYR..CD 8eneli:llly Pllnay PayerCodl 4114 a. (I.alt) 
33 ACRTNJ>T BENUiCRT'N_DT Aa:lellorlO. 4115 8 Char 34 LANG..CD BENE_LANG...PREfNC_CD lllnlli:ilryl.lllllUIIICada 413 Cla 35 DEATtLDT BBE...SRCJJEATIUJT_CD Benelclay Sauna D11111 DIii Cade 414 2 a. 38 IIJCll..DT ~STUS_CO_CHG_DT Ban. Mda9SlluCada01qaDIII 418 8 Clw 11 BENE.JD ~ID Unique ldrillr 424 15 Char 
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Commerce/Ceasus-8, Statistical Admiaistrative Reeords System ud 

Commerce/Cema-3, Special Ceuuaes, Saneya, aad Odler Studies 

COMMERCFJCENSUS-8 

SYSTEM NAME: 
Statistical Administrative Rrmrds System. (December 13, 2016, 81 EB 76554) 

SECURITY CLASSMCATION: 
None. 

SYSTEM LOCATIONS: 
Bowie Computer Center, Bureau of the Census. 17101 Melford Blvd., Bowie, Maryland 

20715; and at a FEDRAMP-approved cloud services facility. 

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM: 

This system covers the population of the United States and territories. In order to 

approximate coverage of the population in support of its statistical programs. the Census 

Bureau will acquire administrative record tiles from agencies BIWh as the Departments of 

Agriculbne, Education, Health and Human Services, Homeland Security, Housing and Urban 

Development, Labor, Treasury, Veterans Affairs, the Office of Personnel Management, the 

Social Security Administration. the Selective Service System, and the U.S. Postal Service. 

Comparable data may also be sought from state agencies and co~ial sources and Web 

sites. 

CATEGORIES OF RECORDS IN THE SYSTEM: 
Records in this system of records are organized into three components: 

• The first category contains records with personal identifiers (names and Social 

Security Numbers (SSNs)), with access restricted to a limited number of sworn 

Census Bureau staff. These records are only used for a brief period of time while the 

personal identifiers are replaced with unique non-identifying codes. In a controlled 

lnfonnation Technology <IT) environment, the identifying infonnation (SSN) 

contained in source tiles is removed and replaced with unique non-identifying codes. 

The Census Bureau does not collect SSNs in Tide I 3 surveys or censuses. Title I 31 

Section 6, authorizes the Census Bureau to acquire information from other federal 

departments and agencies and for the acquisition of reports of other governmental or 

private sources. Data acquired by the Census Bureau to meet this directive may 
include direct identifiers such as name, address, date of birth, driver's license number. 

and SSN. The direct identifiers me UBed to identify duplicate lists and link across 

multiple sources. 
• The Census Bureau has developed software to standardize and validate incoming 

person records to assign a unique Census Bureau linkage identifier. This identifier, 

called the Protected Identification Key (PIK), is retained on files so that SSNs can be 

l'CIIIOVed. This process occurs through the Person Identification Validation System 

(PVS). The PVS software processes direct identifiers from input files. Census Bureau 

staff use the person linkage keys to merge files when conducting approved research 

and operations activities. The software is also used to facilitate record linkage for 

Census Bureau research partners within the Federal Statistical System. Through legal 

Page 1 of9 
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Commerce/Ceuaa-8, Statistical Administrative Records System and Commen:e/Cmsua-3, Speeial CeasllHI, S• rveys, ucl Other Studlea 

agreements, linkage keys may be created by the Census Bureau for other Federal Statistical Agencies to produce statistics. The PVS system does not append additional identifying infonnation, only a unique identifier to facilitate record linkage. • The second category contains records that are maintained on unique data sets that are extracted or combined on an as-needed basis in approved projects. Records are extracted or combined as needed using the unique non-identifying codes, not by name or SSN, to prepare numerous statistical products. These records may contain infonnation such as: Demographic information-date of birth, sex, race, ethnicity, household and family characteristics, education, marital status, tribal affiliation, and veteran's status, etc.; Geographical infonnation-eddress and geographic codes, etc.; Mortality infonnation-cause of death and hospitalization information; Health infonnation-type of provider, services provided, cost of services, and quality indicators, etc.; &anomic infonnation-housing charac:teristics, income, occupation, employment and unemployment infonnation, bcalth insurance coverage, Federal and State program participation, assets, and wealth. 
• The third category contains two types of records that use name data for specific research activities. The Census Bureau bas policies and procedures to n,view and control name data from administrative records providers and third party sources. This category refers to name data used to plan contact operations for surveys and censuses and for research on names. The first type of records includes Respondent contact infonnation--name (or usemame), address, telephone number (both landline and cell phone number), and email address or equivalent The second type of records includes name data used to set Demographic Characteristics Flap-names are compared to lookup tables and used in models to assign sex and ethnicity. Records in this category are maintained on unique data sets that are extracted or combined on an as-needed basis using the unique non-identifying codes that replaced the SSNs, but with some name infonnation retained. 

AUTHORITY FOR MAINTENANCE OF THE SYSTEM: 
Title 13 U,S,C, 6. 

PURPOSES: 
This system of records supports the Census Bureau's core mission of producing economic and demographic statistics. To accomplish this mission the Census Bureau is diRcted to acquire infonnation from public and private sources to ensure the efficient and economical conduct of its censuses and surveys by using that information instead of conducting direct inquiries. To provide the information on which the American public, businesses, policymakers, and analysts rely, the Statistical Administrative Records System efficiently reuses data from external sources, thereby eliminating the need to collect infonnation again. Therefore, the purpose of this system is to centraJize and control the use of personally identifiable infonnation by providing a secure repository that supports statistical operations. The system removes SSNs contained in source files and replaces them with unique nonidentifying codes called Protected Identification Keys {PIKs) prior to use by other Census Bureau operating units. Census Bureau staff use the PIK to merge files to conduct approved research projects. Through legal agreements documentina permitted uses of the cmmal data, linked files may be created to produce statistics. By combining survey and census data with 

Page2oU 
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Commerce/Ceua-3, Special Cen1111111, Surveys, ud Other Stadlea 

administrative record data from other agencies, and data procured from commercial sources, 

the Census Bureau will improve the quality and usefulness of its statistics and reduce the 

respondent burden associated with direct data collection efforts. The system will also be used 

to plan, evaluate, and enhance survey and census operations; improve questionnaire design 

and selected survey data products; and produce research and statistical products such as 

estimates of the demographic. social, and economic characteristics of the population. 

ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING 

CATEGORW OF USERS AND PURPOSES OF SUCH USES: 

None. The Statistical Administrative Records System will be used only for statistical 

purposes. No disclosures which pennit the identification of individual respondents, and no 

determinations affecting individual respondents will be made. 

DISCLOSURE TO CONSUMER REPORTING AGENCIES: 

None. 

POLICIES AND PRACTICES FOR STORING, RETRIEVING, ACCESSING, 

RETAINING, AND DISPOSING OF RECORDS IN THE SYSTEM: 

STORAGE: 
Records will be stored in a secure computerized system and on magnetic media; output data 

will be electronic. Magnetic media will be stored in a secure area within a locked drawer or 

cabinet. Soun:e data sets containing personal identifiers will be maintained in a secure 

restricted-access IT environment. Records may also be stored by or at a ~un, FEDRAMP

approvcd cloud service provider or facility. 

RETRIEV ABDJTY: 
Staff' producing statistical products will have access only to data sets from whk:h SSNs have 

been deleted and rq,laced by unique non-identifying codes internal to the Census Bureau. 

Only a limited number of sworn Census Bureau staff, who work within a secure restricted

access environment, will be permitted to retrieve records containing direct identifiers (such 

as name or SSN). 

SAFEGUARDS: 
The Census Bureau is committed to respecting respondent privacy and protecting 

confidentiality. Through the Data Stewardship Program. we have impJcmented management, 

operational, and technical controls and practices to ensure high-level data protection to 

respondents of our censuses and surveys. 

• An unauthorized browsing policy protects respondent infonnation fiom casual or 

inappropriate use by any person with access to irtle 13 protected data. 

• All Census Bureau employees. penons with special swom status. as well as 

employees of FEDRAMP-approved cloud services who may have incidental access to 

Tide 13 protected data, are subject to the ratrictions, penalties. and prohibitions of U 
U S,C. 9 and 214 as modified by Tide 18 U.S.C. 35S1, et. seq.; the Privacy Act of 

Pagc:3 of9 
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1974 <S u,s,c, SS1,albX4); 11 u.s.c. 1905; 26 u.s.c. 7213. 7213A. and 7431; and 42 u.s.c, 1306. 
• All Census Bureau employees and persons with special sworn status will be regularly advised of regulations issued pursuant to Title 13 governing the confidentiality of the data, and will be required to complete an annual Data Stewardship Awareness training and those who have access to Federal Tax lnfonnation data will be regularly advised of regulations issued pursuant to Title 26 governing the confidentiality of the data, and will be required to complete an annual 1itle 26 awareness program. The restricted-access IT environment has been established to limit the number of Census Bureau staff with direct access to the personal identifiers in this system to protect the confidentiality of the data and to pRVent unauthorir.ed use or access. These safeguards provide a level and scope of security that meet the level and scope of security established by 0MB Circular No. A-130, Appendix III, Security of Federal Automated Information Resources. -

• All Census Bureau and FEDRAMP-approved computer systems that maintain sensitive infonnation are in compliance with the Federal lnfonnation Security Management Act. which includes auditing and controls over access to restricted data. • The use of unsecured telecommunications to transmit individually identifiable information is prohibited. 
• Paper copies that contain sensitive information are stored in secun, facilities in a locked drawer or file cabinet behind a closed door. 
• Each requested use of the data covered in this SORN will be reviewed by an in-house Project Review Board to ensure that data relating to the project will be used only for authorized purposes. All uses of the data are solely for statistical purposes, which by definition means that uses will not directly affect benefits or enforcement actions for any individual. Only when the Project Review Board has approved a project, will access to infonnation from one or more of the source data sets occur. Data from external sources in approved projects will not be made publicly available. • Any publications based on the Statistical Administrative Records System will be cleared for release under the direction of the Census Bureau's Disclosure Review Board, which will confirm that all the required disclosure protection procedwes have been implemented. No infonnation will be released that identifies any individual. 

RETENTION AND DISPO$AL: 
Records are to be retained in accordance with General Records Schedule ORS 4.3, and the Census Bureau's records control schedule DAA-0029-2014-0005, Records of the Center for Administrative Records Research and Applications, which are approved by the National Archives and Records Administration (NARA). Records are also retained in accordance with agreements developed with sponsoring agencies or source entities. Federal tax information administrative record data will be retained and disposed of in accordance with Publication l 07S. Tax infonnation Security Guidelines for Federal, State, and Local Apncies and Entities. The Census Bureau issues an Annual Safeguard Security Report that includes infonnation on the retention and disposal of federal tax infonnation. Pursuant to IRS regulation, Title 26 U.S,C, 6103(p)(4)(F)(ii), data cannot be transferred to NARA. 

SYSTEM MANAGER(S) AND ADDRESS: 

Page4 of9 



MEMORANDUM OF UNDERSTANDING

Page 197 of 430

Commerce/Ceasas-8, Statiltical Admialltratlve Records System and 
Commerce/C----3, Spedal Ceuues, Surveys, ~d Otur Stadia 

Associate Dircetor for Research and Methodology, U.S. Census Bureau, 4600 Silver Hill 
Road, Washington, DC 20233-8000. 

NOTIFICATION PROCEDURE: 
None. 

RECORD ACCESS PROCEDURES: 
None. 

CONTESTING RECORD PROCEDURES: 
None. 

RECORD SOURCE CATEGORIES: 
Individuals and addresses covered by selected administrative record systems and Census 
Bureau censuses and surveys including current demographic and economic surveys. 
quinquennial Economic Censuses, and decennial Censuses of Population and Housing. 
Additionally, the Census Bureau will also acquire administrative record tiles tiom agencies 
such as the Departments of Agriculture, Education, Health and Human Services, Homeland 
Security, Housing and Urban Development, Labor, Tn:asury, Veterans Affairs, the Office of 
Personnel Management, the Social Security Administration, the Selective Service System, 
and the U.S. Postal Service, etc. Comparable data may also be sought from state agencies, 
commercial sources, and Web sites. , 

SYSTEM EXEMPTIONS FROM CERTAIN PROVISIONS OF THE ACT: 
Pursuant to S U,S,C, 551a(kX4), this system of records is exempted from the notification, 
access, and contest requirements of the agency procedures (under 5 U.S.C. SS2a(cX3), (d), 
(e)(l), (eX4XG), (H). and (I), and (f)). This ex.emption is applicable as the data arc 
maintained by the Census Bureau solely as statistical records, as required under T"rtle 13, and 
are not used in whole or in part in making any detennination about an identifiable individual. 
This exemption is made in accordance with the Department's rules which appear in ll.m 
l!!n.i Subpart B published in this Federal Register. 
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COMMERCE/CENSUS-3 

SYSTEM NAME: 
Special Censuses, Surveys, and Other Studies. (March 27, 2012, 77 FR 18205} 

SECURITY CLASSMCATION: 
None. 

SYSTEM LOCATIONS: 
Bowie Computer Center. U.S. Census Bureau, 17101 Melford Blvd., Bowie, Maryland 
2071S, and U.S. Census Bureau. National Processing Center, 1201 East 10th Street, 
Jeffersonville, Indiana 47103; and National Archives and Records Administration, 
Washington National R&:cords Cent.er, Washington, DC 20409. 

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM: 
This system covers the population of the United States. Survey respondents typically are 
individuals aged 1 S years old or over. Data collected directly from respondents may be 
supplemented with data from administrative record files received fiom other federal, state, or 
local agencies. or commercial sources. These files are collected and processed under the 
Statistical Administrative Records system. Administrative record files are from agencies 
including, the Departments of Agriculture, Education, Health and Human Services, 
Homeland Security, Housing and Urban Development, Labor, Treasury, Veterans Aff'airs1 

and from the Office of Personnel Management, the Social Security Administration, the 
Selective Service System. and the U.S. Postal Service. Comparable data may also be sought 
from State agencies and commercial sources. Please see the COMMERCE/CENSUS-8, 
Statistic:al Administrative Records System SORN for more infonnation. Additionally. 
subjects of cognitive interviews (to test understanding of a new survey fonn. for example) 
are covered in this system of records. 

CATEGORIES OF RECORDS IN THE SYSTEM: 
Records in this system of records consist of working statistical files (i.e., those files being 
analyzed to produce survey results), survey data files (i.e., those files containing answers 
directly from the respondent), and/or data contact files (i.e .• those files used for contacting 
respondents). Records in this system of records may contain infonnation such as: Respondent 
contact infonnation--telephone number. email address; Demographic infonnation-date of 
birth, sex. race. ethnicity. household and family characteristics. mobility status. education. 
marital stalus, tribal affiliation, veteran's status, disal,ility status; Geographical infonnation
address and geographic codes; Health infonnation-health problems, type of provider, 
services provided, cost of services. quality indicators; Economic information-housing and 
institutional characteristics, income. occupation, employment and unemployment 
infonnation, health insurance coverage, federal and state program participation. assets and 
wealth; Activity and event related infonnation-commuting. travel. childcare, recreation, 
consumer expenditures, community service. drug and alcohol use, and crime victimization; 
Field Representative (FR) related infonnation-U.S. Census Bureau FR code, which is used 
only as an administrative control item for each record. Some records in this system of records 
may be obtained from datasets maintained by the COMMERCE/CENSUS-81 Statistical 
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Administrative Records System when: direct identifiers have been replaced with a unique 
non-identifying code prior to delivery to this system of records, and, therefore are not on the 
working statistical files. These categories of records are maintained on unique data sets that 
are extracted or combined on an as needed basis using the unique non-identifying codes but 
with the original identifiers removed. These records may contain: Demographic 
information---date of birth, sex, race, ethnicity, household and family characteristics, 
education, marital status, Tribal affiliation, and veteran's status; Geographical infonnation
address and geographic codes; Mortality infonnation--ca.usc of death and hospitalization 
infonnation; Health infonnation--type of provider, services provided, cost of services, and 
quality indicators; .Economic infonnation-housing characteristics, income, occupation, 
employment and unemployment infonnation, health insurance coverage, Federal program 
participation, assets, and wealth. Another category of records contains two types of records 
that are maintained on unique data sets that are extracted or combined on an as-needed basis 
using the unique non-identifying codes but with some name infonnation retained. One type 
of records contains: Business infonnation-busincss name, revenues, mnnber of employees, 
and industry codes in support of economic statistical products. The other type contains: 
Respondent contact information-name, address, telephone number, age, and sex in support 
of survey and census data collection efforts. See the COMMERCFJCENSUS-8, Statistical 
Administrative Records System SORN for more infonnation. However, for limited short
tcnn projects, some records obtained ftom datasets maintained by the 
COMMERCE/CENSUS-8, Statistical Administrative Records System may contain some 
direct identifiers (such as name, Social Security Number (SSN)) that have been retained in 
working statistical files for this collection. These short-term projects must present project and 
use proposal documentation to a team of high level managers, and obtain approval to use 
direct identifiers in these worlcing statistical files. Additionally, direct identifiers collected 
tmm survey respondents are routinely maintained on data contac:t files in order to facilitate 
respondent contact or to pre-load data for a data collection instnnncnt. 

AUTHORITY FOR MAINTENANCE OF THE SYSTEM: 
Title 13 U.S.C. l(b), 182, and 196 provide the authority fur the U.S. Census Bureau to 
conduct statistical surveys. 

PURPOSES: 
The purpose of this system of records is to collect statistical infonnation ftom respondents 
through survey instnnnents or oCher means and to conduct methodological raiearch on 
improving various aspects of surveys authorized by Trtle 13, U.S.C. 8(b), 182, and 196, such 
as: survey sampling ftame design; sample selection algorithms; questionnaire development, 
design, and testing; usability testing of computer software and equipment; post data 
collection processing; data quality review; and non-response research. 

ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING 
CATEGORIES OF USERS AND PURPOSES OF SUCH USES: 
None. The data will be used only for statistical purposes. No disclosures which permit the 
identification of individual respondents, and no determinations affecting individual 
respondents are made. 
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DISCLOSURE TO CONSUMER REPORTING AGENCIES: 
None. 

POLICIES AND PRACTICES FOR STORING, RETRIEVING, ACCESSING, 
RETAINING, AND DISPOSING OF RECORDS IN THE SYSTEM: 

STORAGE: 
Records (including. but not limited to, sound files of survey or cognitive interviews or 
electronic datasets) will be stored in a secure computerized system and on magnetic media; 
output data will be electronic files or paper copies. Paper copies or magnetic media will be 
stored in a secun: area within a locked drawer or cabinet Data sets may be accessed only by 
authorized personnel. Control lists will be used to limit access to those employees with a 
need to know; rights will be granted based on job functions. , 
RETRIEV ABILITY: 
A limited number of sworn U.S. Census Bun:au staff will be pennitted to retrieve records 
containing direct identifiers (such as a name or SSN). Staff producing final statistical 
products will have access only to data sets from which direct identifiers have been deleted 
and replaced by unique non-identifying codes internal to the U.S. Census Bureau. 

SAFEGUARDS: 
The U.S. Census Bureau is committed to respecting respondent privacy and protecting 
confidentiality. Through the Data Stewardship Program, we have implemented management, 
operational, and technical controls and practices to ensure high-level data protection to 
respondents of our census and surveys. (1) An unauthorized browsing policy protects 
respondent infonnation from casual or inappropriate use by any person with access to Trtle 
13 protected data. (2) All employees pennitted to access the system an: subject to the 
restriction, penalties, and prohibitions of 13 U.S.C, 9 and 214, as modified by Title 18 U.S.C. 
3551, et seq.; the Privacy Act of 1974 (5 U.S.C. 55la(b)(4)); and when applicable, Title 26 u.s.c. n13, 7213A, and 7431; as well as any additional restrictions imposed by statutory 
authority of a sponsor. (3) All U.S. Census Bureau employees and persons with special 
sworn status will be regularly advised of regulations issued pursuant to Title 13 U .S.C. 
governing the confidentiality of the data, and will be required to complete an annual Title 13 
awareness program; and those who have access to Federal Tax Infonnation data will be 
regularly advised of regulations issued pursuant to Tide 26 U.S.C. governing the 
confidentiality of the data, and will be required to complete an annual Trtle 26 awareness 
program. (4) All computer systems that maintain sensitive information an: in compliance 
with the Federal Information Security Management Act, which includes auditing and controls 
over access to n:stricted data. (S) The use of unsecured telecommunications to transmit 
individually identifiable infonnalion is prohibited. (6) Paper copies that contain sensitive 
infonnation an: stored in secure facilities in a locked drawer or file cabinet behind a locked 
door. (7) Additional data files containing din:et identifiers will be maintained solely for the 
purpose of data collection activities, such as respondent contact and pre-loading an 
instrument for a continued interview, and will not be transferred to, or maintained on, 
working statistical files. (8) Any publications based on this system will be cleared for release 
under the direction of tho U.S. Census B11n1111.11s Disclosure Review Board, which will 

Pagc8o0 



MEMORANDUM OF UNDERSTANDING

Page 201 of 430

Connnen:e/Ceasu-8, Statistical Admiailtratlve Records System ud 
Commen:e/Ceasus-3, Special Ceuae1, Saneya, aad Other Studies 

confinn that all the required disclosure avoidance procedures have beon implemented and no 
infonnation that identifies any individual is released. 

RETENTION AND DISPOSAL: 
Rt:cords arc to be mained in accordance with the General Records Schedule and U.S. Census 
Bureau's records control schedules that arc approved by the National Archives and Records 
Administration. OeneraJly, records are retained for less than IO years, unless a longer period 
is necessary for statistical purposes or for pennancnt archival retention. 

SYSTEM MANAGER(S) AND ADDRESS: 
Associate Director for Demographic Programs, U.S. Census Bureau, 4600 Silver Hill Road, 

Washington. DC 20233-8000. 

NOTIFICATION PROCEDURE: 
None. 

RECORD ACCESS PROCEDURES: 
None. 

CONTESTING RECORD PROCEDURES: 
None. 

RECORD SOURCE CATEGORIES: 
Individuals and populations covered by selected administrative rcc:ords systems and U.S. 
Census Bureau surveys and special censuses. 

SYSTEM EXEMPI'IONS FROM CERTAIN PROVISIONS OF THE ACT: 
Pursuant to Title S U.S.C. 5S2a(k)(4), this system of records is exempted from the 
notification, access, and contest requirements of the agency procedures (under 5 Title U.S.C. 
SS2a(c)(3), (d), (e)(l), (e)(4XG), (H), and (I). and (f}). This exemption is applicable as the 
data arc maintained by the U.S. Census Bureau and required by Title 13 to be used solely as 
statistical records and are not used in whole or in part in making any determination about an 
identifiable individual. This exemption is made in accordance with the Department's rules, 
which appear in 1S CFR part 4 subpart B, and in accordance with agency rules published in 
the rules section of this Fcdcral Register. 
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MEMORANDUM OF UNDERSTANDING 
THROUGH WHICH 

THE U.S. CENSUS BUREAU ACQUIRES 

CERTAIN REFUGEE DATA 

FROM THE DEPARTMENT OF STATE 

Bureau of Population, Refugees, and Migration (PRM) 

Agreement No. #2064-FY20-NFE- 0333 

1. PARnES AND PURPOSE 

This Memorandum of Understanding C-MOU" or "this agreementj establishes an 

agreement between the U.S. Census Bureau (hereinafter "the Census Bureau•), which is 

a component of the U.S. Department of Commerce, and the United States Department of 

State Bureau, of Population, Refugees, and Migration (hereinafter "PRM") for the 

acquisition of certain data In the WorldWlde Refugee Admissions ProcessJng System 

(WRAPS) that Is relevant to the determination of the number of citizens, non-citizens, 

and Illegal aliens In the United States, per the July 11, 2019, Executive Order (EO) 13880: 

Collecting Information about Citizenship Status in Connection with the Decennial Census. 

2. AUTHORITY 

The authority for the Census Bureau to enter Into this agreement is 13 u.s.c. § 6, which 

permits the Census Bureau to access, by purchase or otherwise, Information to assist the 

Census Bureau In the performance of duties under Tll:le 13, United States Code. Toe 

authority for PRM to share data and enter Into this agreement Is S U.S.C.§ 552a(b){4) 

rthe Census exception"), which authorizes diSClosure of Prtvacy Act-protected records to 

the Census Bureau "for purposes of planning or carrying out a census or survey or related 

activity pursuant to the provisions of Title 13." PRM also enters Into this agreement under 

the authority of 13 u.s.c. § 6(a), In response to the Census Bureau's call for Information 

pertinent to the work provided for In Title 13 of the U.S. Code as well as Executive Order 

13880, 84 Fed. Reo. 33,831 (Jul. 11, 2019), which calls for "all agencies to promptly 

provide the Department [of Commerce] the maximum assistance permlssJble, consistent 

with law, In determining the number of citizens, non-citizens, and Illegal aliens In the 

country.• 

3. TERMS AND CONDinONS 

Pursuant to this agreement, State Department PRM wlll provide an extract of data In the 

Worldwide Refugee Admissions Processing System (WRAPS) to the Census Bureau. All 

data that State Department PRM agrees to provide the Census Bureau remains 

confidential. To the extent provided by law, confldentlallty of this data wllJ be maintained 

under Title 13 U.S.C, § 9, and the Privacy Act, 5 U.S.C. § 552a (b){4). To the extent 

provided by law, only Census Bureau staff and those Special Sworn Status rsssj 
researchers participating In the projects listed In Attachment A will have access to the 

data. Access shall be limited to the minimum number of fndlVfduals necessary. The 

Census Bureau represents and warrants further that, the Census Bureau shall not disclose, 

release, reveal, show, sell, rent, lease, loan, or otherwise grant access to the original data 

covered by this Agreement to any unauthorized person or entity. Any data, records, or 
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other Information shared through this agreement are protected from unauthorized disclosure and shall be used solely for statistical purposes and not for program or administrative enforcement. When the Census Bureau publicly releases information related to these data, It may not be disclosed In an individually-identifiable form that permits the Identification of any Individual respondents, businesses, organizations, or Institutions, and results will meet Census Bureau disclosure avoidance guidelines. The Census Bureau wlll llnk the WRAPS data to census data, survey data and administrative records data. To the extent provided by law, the Census Bureau wlll recognize PRM as the owner of the orlglnal data In the form that It Is dellvered to the Census Bureau, prior to Its Integration with confldentlal Census d!lta. The Census Bureau will use the linked data for research and operations to Improve data collection and record llnkage methods for surveys and decennial censuses. The Census Bureau wlll also utilize the data to provide new and Improved estimates of population characteristics related to citizenship. The Census Bureau wlll also ensure that original WRAPS data Is not directly provided to researchers. 

This agreement does not obligate the funds of either party to the agreement. Each party will assume Its own costs; and If funding transfers are required, they will be executed through written amendment to the agreement. 

A. PRM agrees: 

To transfer to the Census Bureau via a secure and encrypted Department of State-approved medium WRAPS data as described In the Statement of Work In Attachment B as soon as possible after signing the MOU but no later than December 31, 2019. A second transfer with WRAPS data described In the Statement of Work In Attachment B will be created with e vintage of April 1, 2020, and sent to the census Bureau as soon as possible but no later than July 31, 2020. Approved transfer mediums may Include use of an encrypted, external hard drive mounted via Universal Serial Bus (USB). 

I. To provide adequate documentation and support of transferred flies for the Census Bureau to be able to Interpret the data for the uses permitted In this agreement; lndudlng a record layout, record count, record length and data dictionary. 

II. To allow the Census Bureau to use Its record linking processes to assign, where possible, person and address Identifiers to each record In the WRAPS data. 

Ill. To allow the Census Bureau staff and 555 researchers to use the WRAPS data for the projects Usted In Attachment A and for any additional projects as may be approved In writing by both parties 

B. The Census Bureau agrees: 

I. To permit access to the administrative data transmitted by PRM only to the Census Bureau staff and S55 researchers only for the projects listed In Attachment A or those approved In writing by both parties. 
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II. To notify PRM staff when the transfer of the data Is completed 

successfully or whether transfer Is not completely successful. 

Ill. To return any Department of State-provided external media back 

to the Department within 10 business days of delivery. 

Iv. To ensure data transmission and storage Is conducted In 

accordance with the provisions of Office of Management and 

Budget (0MB} Memorandum 06-16. 

v. To Immediately notify PRM of any discovery of unauthorized use of 

or access to WRAPS data. 

The parties mutually agree that the following named inctlvlduals will be designated as 

points of contact for the agreement on behalf of PRM and the Census Bureau, respectively: 

State Department PRM POC: 

Census Bureau POC: 

Nicole Patel 
Deputy Director, Refugee Processing Center 

Bureau of Population, Refugees, and Migration 

U.S. Department of State 

1401 Wilson Boulevard 
Arlington, VA 22209 

(703} 907-7288 

oatelnJ@state.gov 

Michael Berning 
Assistant Division Chief 

Economic Reimbursable Surveys Division 

U.S. Census Bureau 
4600 Sliver HIii Rd 
Washington, DC 20233 

(301) 763-2028 

rolchael,a,bem!ng@census.gov 

The parties agree that If there Is a change regarding the Information In this section, the 

party making the change will notify the other party In writing of such change Within 

fifteen (15) days of such change. 

The parties mutually agree that the following named Individual Is designated as 

neustodlan• of the files on behalf of the Census Bureau and will be personally 

responsible for the observance of all conditions of use and for establishment and 

maintenance of security arrangements as specified In this Agreement to prevent 

unauthorized activity and use. The Census Bureau agrees to notify PRM within fifteen 

(15) days of any changes of custodianship. The parties mutually agree that PRM may 

disapprove the appointment of a custodian or may require the appointment of a new 

custodian at any time. 
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Lori Fox 
Chief, Information Owner Staff' 
Economic Reimbursable Surveys Division 
U.S. Census Bureau 
4600 Sliver HIii Raad 
Washington, DC 20233 
301-763-3404 
Lort.anne.roxoeensus.gov 

5. DURAnON OF AGREEMENT, AMENDMENTS, AND MODIFICAnONS 
This agreement Is effective on the date on which It Is signed by both parties. The agreement shall terminate three (3) years following the date on which It becomes effective. If, at the end of three (3) years, the parties wish to continue the relatlonshlp, they must execute a new agreement. 

The part._ shall review thl• agrMmant at la•at once every three (3) y-•ra, or whenever a Federal statute Is enacted that materially affects the substance of the agreement, In order to determine whether It •hould be nn,INld, renewed or canceled. The review wlll be conducted by the Census Bureau's Associate Director for Research and Methodology and PRM's Director of the Refugee Processing Center. Notwithstanding all other provisions of this agreement, the parties agree that: 
A. This agreement may be amended at any time by written mutual consent of both parties. 

B. Either party may terminate this agreement upon thirty (30) days written notice to the other party. 

6. RESOLUnON OF DJSAGREEMENTS 
Should disagreement arise on the Interpretation of the provisions of this agreement, or amendments and/or revisions thereto, that cannot be resolved at the operating level, the area(s) of disagreement shall be stated In writing by each party and presented to the other party for consideration. If agreement on Interpretation Is not reached within thirty (30) days, the parties shall forward the written presentation of the disagreement to respective higher officials for appropriate resolution. 

7. DATA GOV!RNANC! 
At the time of signing, the Census Bureau will have In place the foUowlng data security and Information assurance standards, and appropriate safeguards and procedures designed to protect against unauthorized activity, use, and dlsdosure of tnfonnatlon obtained under the tenns of this MOU. 

A. Data Security and Information Assurance standards: 
The Census Bureau assumes an obligation to keep all data received from other federal and state agencies and commerctal entitles In confidence and to use the data for statlstlcal purposes only In accordance with the provisions of Title 13, United States Code. Per the Federal Cybersecurlty Enhancement Act of 2015, these data are protected from cybersecurlty risks through saeenlng of the systems that transmit the data. Upon receipt, all data acquired as a result of this lnteragency 

SENSITIVE BUT UNCLASSIFIED 



MEMORANDUM OF UNDERSTANDING

Page 207 of 430

SENSmyE BUT UNCLASSfFIED 

agreement will be treated as if they have, at a minimum, protection at the 

appropriate risk level in accordance with the National Institute of Standards and 

Technology (NIST) Federal Information Processing Standards (FIPS) 200 and Special 

Publication 800-60r1. 

The Census Bureau compiles with all current NIST standards and publications in 

accordance with Title III of the E-Govemment Act of 2002 (Pub. L. 107-347, 116 

Stat. 2899 (2002)). All systems are fully assessed against NIST Spedal Publication 

800-53r4, •Recommended Security Controls for Federal Information Systems and 

Organizations,• as well as Special PublfcatJon 800-37r1, •Gulde for Applying the Risk 

Management Framework to Federal Information Systems: A Security Life Cycle 

Approach.• The Census Bureau Information Technology Security Program Is 

reviewed annually by the Department of Commerce Office of the Chief Information 

Officer (00), as well as the Department of Commerce Office of Inspector General as 

part of the oversight responslbllltles. 

All Information and Information systems are categorized In accordance with NIST 

FIPS 199, "Standards for Security categorization of Federal Information and 

Information Systems,• and NIST Special Publlcatlon 800-60r1, "Gulde for Mapping 

Types of Information and Information Systems to Security categories: (2 Volumes) -

Volume l: Gulde Volume 2: Appendk:es." Security controls and subsequent 

assessments are done based on the final categorization. 

Cloud providers must be approved for at least moderate level Information through 

the GSA Federal Risk and Authorization Management Program (FedRAMP) process 

prior to acquiring any services, The Census Bureau Identifies, assesses and 

authorizes use based on the published FedRAMP results and an assessment of any 

Census Bureau {customer provided) controls Implemented to protect the 

Infrastructure and data. Security reporting on cloud providers Is reported to the 

Department of Commerce on a regular basis under the Federal Information Security 

Management Act (FlSMA) of 2014. 

Title 13, §9 of the United States Code (U.S.C.) requires the Census Bureau to keep 

confidential and the Information collected from the public under the authority of Title 

13. § 214 of Title 13, u.s.c., and §§ 3551, 3559 and 3571 of Title 18, u.s.c., 
provide for the Imposition of penalties of up to five years In prison and/or up to 

$250,000.00 In fines for wrongful disclosure of confidential census lnfonnation. 

Dlsdosure avoidance Is the process for protecting the confidentiality of data, as 

required under Title 13 u.s.c. A disclosure of data occurs when someone can use 

published statistical Information to Identify and lndMdual who has provided 

confidential lnfonTiatlon under a pledge of confldentlallty. For data tabulations, the 

census Bureau uses disclosure avoidance procedures to modlfy or remove the 

characteristics that put confidential Information at risk for disclosure. Although a 

published table may appear to show Information about a specific individual, the 

census Bureau has taken steps to disguise or suppress the original data, while 

making sure the results are stlll useful. The techniques used by the Census Bureau 

to protect confldentlallty In tabulations vary, depending on the type of data. 

Noise Injection Is the Census Bureau's preferred dlsclosure avoidance technique. By 

policy, noise Injection Is to be applied to all data produc:ts that are reported with 

geographies smaller than a state. In cases when It Is not feasible to fully Implement 

noise Injection within the period of the contract, a transition plan for lmplementlng 

noise Injection or other provable privacy methods must be developed In coordination with 

the census Bureau. Noise Injection may be required for mlcrodata releases, 
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depending on the characteristics of the mlaodata and the specific variables that are to be released. Data that cannot be publidy released may still be analyzed within the Federal Statistical Research Data Centers (FSRDCs) by lndlVlduals who have Special Sworn Status; the results or such analyses must still go through a disclosure avoidance process prior to being publicly released. 

The parties understand that Title 13 confldentlallty protection and dlsdosure avoidance techniques apply to all work described In this agreement. The disclosure avoidance disclosure methods are defined by the Census Bureau who has the responsibility of carrying out that work. Accordingly, upon completion of the tabulation, the data produced must be reviewed by the Census Bureau to ensure that no ldentfflable Title 13 data are or may be disclosed. Should the Census Bureau's Disclosure Review Board (ORB) determine that the requested statistical product does or reasonably could result In such dlsclosure, then the data product will be modified prior to approval for release to the party(les) of this agreement. The ORB must approve before a reseerch product can be released to an Individual who does not have Special Swam Status (SSS) and a need to know, or moved to a computer not approved for controlled data according to Census' existing policies and procedures. 

B. Safeguards 

I. Prevention of Misuse 

The Census Bureau hereby agrees to take appropriate action to penalize misuse, alteration, deletion or any other unnuthorlzed access of WRAPS data by Census Bureau personnel under the Foreign Affairs Manual and applicable dvll and criminal laws and nssure compliance with the protections provided by the Privacy Act. 

II. Access Authorization and Controls 

a. Access Authorization 

I. PRM and the Census Bureau wlll provide points of contact and wlll Inform each other of the name and title of their respective Program Administrators, as outlined In section 4. 

II. The Census Bureau will be responsible to prevent and/or detect unauthorized access to, or use of, the information contained in WRAPS data by Census Bureau personnel and sss researchers. 

b. Access Controls 

i. The Census Bureau wlll restrict access to all WRAPS data to those personnel who have received the appropriate clearances required for all government (Including detallees) and contractor personnel accessing Census Bureau data and systems. 

II. The Census Bureau Is responsible for the set up and maintenance of user accounts, regarding access to the data referenced In Section 3, subject to consultation with PRM on requirements. Census Bureau personnel shall securely log onto the census Bureau network prior to accessing the data described In Section 3. 
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Ill. Unauthorized Activity 

a. The Census Bureau and PRM acknowledge that the term "unauthorized actlvlcy

lncludes, but Is not llmlted to, unauthorized or aa:idental access, use, 

dissemination, disclosure, storage, or disposal of WRAPS data. 

b. The Census Bureau acknowledges that It will be responsible for preventing, 

detecting, reporting, and responding to unauthorized activity by Census Bureau 

personnel, lndudlng employees, contractors, and detallees from third party 

agencies, In accordance with the Privacy ~ other applicable federal guidance, 

and this MOU. 

c. The Census Bureau will promptly take approprlete discipllnerv or remedial 

action and Immediately notify PRM when It leams that unauthorized activity has 

occurred. 

d. The Census Bureau maintains a policy regarding the reporting of and response 

to losses of protected data In accordance with 0MB Memorandum M-17-12. 

Known or suspected losses of protected dam must be reported within one (1) 

hour to the United States Computer Emergency Readiness Team (US CERT). 

e. The Census Bureau acknowledges Its requirement to report any suspected or 

conflnnecl data breach Involving PRM's data to Otplomatfc Security's Computer 

Incident Response Team (CS CIRT) at • RT@state,goy within one (1) hour of 

the detection of the breach, The Census Bureau shall also provide such 

Information Immediately or not more than 24 hours to the Refugee Processing 

Center Security Team and Sec:urttyTeam@wrapsnet.org and Help Desk at 

Help@wrapsnet.org. 

f. The Census Bureau undertakes to assist PRM with Investigation of potential 

unauthorized activity by Census Bureau personnel related to WRAPS data. 

g. The Census Bureau will report to PRM the final outcome of any Investigation of 

a breach or Improper dlsdosure of WRAPS data by Census Bureau personnel, 

lndudlng dlsclpllnarv action taken against Census Bureau users who commit 

unauthorized activity or misuse of WRAPS data In another manner. 

IV. Periodic Internal Inspections 

PRM will conduct periodic safeguard reviews of Census Bureau's systems to assess 

whether security and confldentiafity of WRAPS data Is maintained In accordance 

with the PrfVacy Act of 1974, PRM policies, and the safeguarding protocols and 

requirements outlined In the terms of this agreement. 

Perlocllc safeguard reviews wfll Include: 

a, The assessment of the Census Bureau's locatlon; other locations only by mutual 

agreement; 

b, The testing of controls for computer systems storing, processing, or 

transmitting WRAPS data; 
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c. A review of the Census Bureau's recordkeeplng, policies, and Interviews of Census Bureau employees and SSS researchers to verify the use of Personally Identlflable Information (Pll) and assess the adequacy of procedures established to protect WRAPS data. 

All on-site safeguard assessments will be collaborative efforts between PRM and the Census Bureau to ensure compliance with this agreement and all relevant laws, regulations, and pollcles. Census Bureau will support timely mitigation of Identified risks and/or vulnerabllltJes. 

8. DATA TRANSMISSION, STORA&E, AND RETENTION 

A. Data Transmlulon 

In transmitting data under this MOU, the Census Bureau and PRM will utilize mutually acceptable technical specifications and security protocols as agreed by technical representatlveS of the Census Bureau and PRM. 

I. Method of Transmission 

PRM shall provide data to the Census Bureau through a Department of State• approved mechanism. This may Include use of secure and encrypted Department of State-approved external use Hard Orfve. 

II. Specified Data Elements 

All data elements provided by PRM are protected by 13 U.S.C. § 9, the Privacy Act, 5 U.S.C. § 552a, et seq., and as outlined In Section 7 of this agreement, lndudlng: 

1. Alien Number 
2. First name 
3. Last name 
4. Middle name 
S. Date of birth 
&. Place of birth (country) 
7. Sex 
8. Post Arrival Street address (this Is self-reported data based on where the refugee Jived 90 days after arrival) 
9. City 
10. State 
11. Zip Code 
12. case Type [Refugee, SIV or Amerasian] 
13. Date of Arrival 

B. Records storage 

The storage of WRAPS data will be conducted In accordance with the provisions of 0MB Memorandum 06-16, PRM policies, the safeguarding protocols described in Refugee case Record SORN, State-59, and the requirements outlined In the terms of 
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this agreement. This shall Include encryption of data at rest for any originally 

provided or linked data sets thnt indude PD provided by the Department of State. 

C. Record• Retention 

All original source data received from State Department PRM wffl be destroyed two 

(2) years after receipt. Department of State data Integrated Into Census Bureau 

systems to support the projects listed In Attachment A, wlll become Census Bureau 

records and retained Indefinitely. The Census Bureau shall provide proof of data 

destruction upon the completion of the data retention tlrneframe. 

Any revisions to the data retention timetable after the exec:utlon of this agreement 

wlfl be stated In writing In an amendment to this agreement. The original WRAPS 

data wlll be expunged from Census Bureau systems, so long as such 

expungement Is not inconsistent with federal records retention law. This compiles 

with the Census Bureau's record retention schedule that states that the retention 

period for original flies from outside sources wlll be destroyed when two (2) years 

old or as contract specifies. The Census Bureau agrees to notify State 

Department PRM within thirty (30) days of the completton of research If the 

purpose is completed before this aforementioned retention period. Upon such 

notice or at the end of the above-mentioned retention date, whichever occurs 

sooner, the Census Bureau wlfl destroy such data. The Census Bureau 

acknowledges that stringent adherence to the aforementioned retention period Is 

required and that the Census Bureau shall ask PRM for Instructions under this 

paragraph if instructions have not been received within thirty ( 30) days after the 

retention period ends. When the Census Bureau destroys the data, the Census 

Bureau agrees to certify the destruction of the files in writing within thirty (30) 

days of receiving State Department PRM instructions. A statement certifying this 

action must be sent to the State Department PRM. The Census Bureau agrees 

that no data from the WRAPS records, or any parts thereof, shall be retained 

when the aforementioned flies are destroyed unless authorization in writing for 

the retention of such files has been received from the point of contact as 

Identified in Section 4 of this Agreement. 

The dissemination and use of publicly-released reports, articles, and other products 

derived In whole or In part from State Department PRM data wHI be restricted to the 

projects defined In the attachment of the agreement and will not be discontinued due 

to the expiration or termination of this agreement. Furthermore, the use of records 

with linkage Identifiers and WRAPS data linked to other data as part of the projects 

described In Attachment A wlll not be discontinued due to expiration or termination 

of this agreement but will be limited to the authorized uses as defined In Attachment 

A. 

To promote organlzatlonal transparency, and In support of data discovery for current 

and future research projects, the Census Bureau posts non-sensltfVe data 

doa.imentatlon to publlc-fadng websites. This documentation, such as a record 

layout or data dictionary, can lndude file descriptions, variable lists, variable labels, 

and vafld values for each variable. 

9. NO THIRD PARTY RIGHTS OR BENEFITS 

This MOU ts not Intended and should not be construed to create any right or benefit, 

substantive or procedural, enforceable at law or otherwise by any third party against the 

participants, their parent agencies, the United States, or the officers, employees, agents 
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or other associated personnel thereof. The parties will seek to resolve any disputes regarding this agreement by mutual consultatJon. 

10.INTERPRETAUON AND SEV!RABIUTY 

Nothing In this MOU Is Intended to conflict with current law or regulation. If a term of this agreement Is Inconsistent with such authority, then that term shall be Invalid to the extent of the Inconsistency, but the remaining terms and conditions of this MOU shall remain In full force and effect. 

11, ENTRY INTO FORCE 

This MOU, which consists of twelve (12) numbered Sections, will commence when signed by both parties. 

12, APPROVALS 

On behalf of the Census Bureau, the undersigned Individual hereby attests that he or she Is authorized to enter Into this Agreement and agrees to all the terms specified herein. 

Kevin Deardorff 
Chief, Economic Reimbursable Surveys Division 
U.S. Census Bureau 

/('t/rWd-0 
(Date) 

On behalf of PRM, the undersigned Individual hereby attests that he or she Is authorized to enter Into this Agreement and agrees to all the terms specified herein. 

carol O'Connell 
Acting Assistant Secretary 
Bureau of Population, Refugees, and Migration 
U.S. Department of State 
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I. 

REIMBURSABLE MEMORANDUM OF UNDERSTANDING 
·a.ETWRi:EN 

THE SOCIAL SECURITY ADMINISTRATION (SSA) 
AND 

THE CENSUS BUREAU (CENSUS) 
THE SSA 100% NUMIDENT FILE AND QUAR'U:RLY UPDATJ,~S 

J.:ffectivc Date: October 1, 2019 
Expiration Date: September 30, 2024 

SSA Agreement Number: I00044 
Census Agreement Number: R..\SSN\120395 

Purpose 

This Memorandum ofUnderc:tanding (MOU) between SSA and Census sets forth the terms. 
conditions, and safeguard~ under which SSA will disclose personillly identifiablti information 
(PII) lo Census for purposes of planning or carrying out a census or survey or related activity 
pursuant to the provisions of Title 13 ot the United States Code (Title XIII). Under this MOU. 
SSA will disclose Pll from the Master Files of Social Security Number (SSN) Holders and SSN 
Apphcdtions (the ''Numident"} for research and statistical purposes only. This MOU also 
authorizes Census's contmucd retention and use of Numident data obtained under past 
agreements under which SSA <l1sdoscd Numident file and quarterly update information to 
Censuc; for the same purposes. 

11. ]&gal Authority 

SSA\ authorit.Jes to disclose information to Ccn~us are 5 U.!,.C. § 552a(b)(4), 20 C.F.R. § 
401.lBS[a), 42 U.S.C. § 405(r)(S), .rnd 42 U.S.C. § 1306, which also o;crves as tr:rn,;fer authority. 

Ccn~us's legal authority for access and use of the informc1l1on under tine; MOU i-. 13 ll.S.C. § 6. 
Census•.., legal authority to appoint Special Sworn Status staff. whfl may access SSA information 
un<lcr this MOU. is 13 U.S.C. § 23(t). 

Census will use the Numident record!> obtained under this and earher MOUs for authorized 
re:.carrh ~md statistical purposes onlv and will not u~e c;uch records to make dedsiun:. 
concerning the rights, benefit..,, or privileges of specific individual~. As such, this MOU is exempt 
from the computer matching requtrements in the Prtvacy Att uf 1974, as amended by the 
Computer Matc.:hing and Privacy Protertion Act of 1988. S U.S.C. § 552a(d)(8)(8)(it). 

Ill. Dt:?scnplion ofData and Sy~tems Involved 

SSA will disclose and authorizes continued retention and use of previously provided Pll from 
SSA's Master Files of Social Security Number (SSN) Holder., and S.SN r,pplications, SORN 60-
0058, last fully published at 75 FR 82121 (December 29. 2010), and amended at 78 FR 40542 
(July S, 2013); 79 FR 8780 (February 13, 2014); 83 FR 31250-31251 (July 3, 2018); and 83 FR 
54-969 (November 1, 2018). 

Data elements within the Numident have varying degree" of al LUracy. SSA will adv1:,e on lhe 
degree ol'::iccurncy for individual data elemenlS, a'i reque~Led by Lensus. Citizenship data, d!> 
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IV. 

recorded in SSA systems, il, obtained al the time of an individual's application for an SSN and 

may not be current. 

All references to Numident or SSA data, data obtained frmn SSA, data covered by this 

agreement, and data provided by SSA under this agreement shall be read to extend to bolh 

newly provided Numident data (on or after the effective date of this agreement) and Nurnidcnt 

data previously provided under past agreements that Census continues to maintain. 

Census will maintain the Pll received under this and earlier MOUs in the foJlowing Privacy Act 

system of record: Commerce/Census 8, "Statistical Administrative Records System" (System). 

Census use of the System is for statistical purposes only. This System of Records Notice does 

not have any routine use disclosure provisions. 

Respon~ibiHties of the Parties 

A SSA's Responsihilit1es. 

l. SSJ\ will prepare the Numident Pile documentation, which will contain a copy of the record 

layout, record length and dc1tc1 dictionary. SSA will send Lhc Numident File documentation 

to Census's Project Coord111ator for this MOU. The SSA Project Coordinator will respond to 

any questions concerning the Numident File documentation. 

2. SSA will prov1dt- an extral't of all fields in the Numident File to Census on a quarterly basi'>. 

SSI\ will exclude any <lt1t<1 elements it determines are legally restricted or not relevant and 

neceo;!.ary for the Cem,u~ research descrihed in this agreement. 

B. Cem,us Re,;ponsih1hties. 

I. Census will pay SS/\ for the quc1rterly updates to the Num1dent in the c1mounl specified on 

the ac:comp,mymg Form SSA-1235. 

2. Prior to internal di,;~emination uf information from the Nunudenl file for authori1.ed 

research and statist1cr1l purposes, Census will replace all SSN'i wilh umquc non-identifymg 

code,;. Cen~us will limit access to SSNs from the Numident tile to Census employees and 

those working for Cemus under Title 13 Special Sworn Status (SSS) (collectively, "Censu'> 

!il.tlf'] who work w1Lhin r1 secure restricted-access envmmmenl and have a need for the 

identifying information tor an authorized research or stat1stical projPcL · 

3. Census will ensure all Numidcnt data acquired under this MOU may only he aclesc;ed anll 

used at Censui. H~adquarters and Census controlled .:111d operated Federal Stat1-;tkal 

Research Dat:i Center!. (FSRDCs), by Censu-; staff, for projec.t,; authorized under this 

Agreement. C:enc;us must obtain SSA prior written approval to transmit Num1dent data to 

any other location. Before requesting SSA written approval for offsite transmission, 

f.ensus must obtain explicit permission from its Data Stewardship Execulive Policy 

Committee approving the transfer (which requires adherence to a Census-approved 

~ccurity protocol). 

-L Ccnc;us will restrict access to the SSA Numident data tu a minimal numbt:r or Ccn<;us staff 

who need the information for authori7.ed research (as described in Section VI of this MOU). 
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Census is responsihle for the compliance of its staff, including those working for Census under SSS, with the terms of this agreement. 

5. Census must provide quarterly project report-; to SSA of all research and statistical projects using Numident data. Census will submit its quarterly reports to SSA on the first day or each quarter Oanuary 1, April 1, July 1, and October 1) of each year for the hfe of this agreement. Census written quarterly reports will contain a list of all proJects using Numident information for the life of this agreement, including newly added or modified projects from the quarterly period that is the subject of the report. Such qua1terly project reports must include the following information: project name; description of new ~lroject or modification; project being modified, where applicable; specific Numident data involved; data sets to be linked Lo Numident data; staff involved in the linkage and project: whcrt! data will be accessed. In addition to st-aff reported to be involved with a specific linkage and project, Census 111 ust report any other staff that have acces.-; to, or are rnsponsible for managing Census staff lhat will have access to, Numident data. 

6. If SSA has a concern about a spec1hc prnJect. the Otficc of Re!>ec1rch. Evaluc1tion and Slalistics (ORES) will notify the Census project officer in writing what its concern-; are and that work on the project cannot begin or, in the case or a current project, continue until SSA'c; concerns are addressed. If SSA's concern-; have heen appropricltely addrcs!-ed, SSA will notify Census in wriling that work on the project may hegm or resume. If Cen~us cannot address SSA's concerns or SSA determines the project involveo; an inappropriate use of SSA's Numident data, SSA will notify Census in writing that 1t ha,; not .ipproved the project and the proJect must not U!,C Numident data. 

7. Cem,us will comply with the d1i;closure avo1dant·c reportmg requirement!> m Section V.C ot this MOU. 

8. Census will pr ovicle a copy or the Certification and 1-\ccreclitation to the SSA Aw·eement Project Offi1.er. Census's Authority to Operate (ATO) letter must he signed and dated by the authorr1mg official of the sy1,tem hom,ing the Numident data and delivered to SSA's Chief Information Security Officer. 

V. Authorized Census Uses and Re'itrjctjons of the Numident 

A. Authorized Ust!s of Numident Data 

Censw, may use Nurnident data for the below SSA-authorized research and statistical purposes only: 

l. The resean:h and st.it1!>t1cal proJ~Ct!> described in Attachment A. All projects in Attachment A must t:onform to all requirements and limitations in the agreement (includmg but not limited to those in§ VI.B); changes to such requirement<; and lim1tation,; require an agreement modification and cannot be modified through written proJe<.t approval. 

2. Person ldentificalinn Validatrnn Syslem (PVS): Census developed !>oftwarc to standardize and validate inconung person records to assign a unique Censu,;; linkage identitJer. The software relies on Numident data to conduct validation. Census retains th1!> identifier, called the Pnirectecl Identification Key (PIK), on files so that SSNs can be removed. This process occurc; through the PVS. The PVS software processes direct identifiers from input 
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file-;. Census may use PVS only in internal research and statistics projC'cts authorized 
under this MOU. The PVS syslem does not append additional identifying mformal1011, only 
a unique identifier to facilitate record hnkage. 

3. As part of its internal decennial cern,us research and statistical work, the Census may use 
demograpluc characterh,tics from the Numident (such as name. date of birth. age, sex, 
race/Hispanic origin, date of death, citizenship information as recorded in SSA records, 
and country of origin) for direct !!Ubstitution or replacement of information collected 
during, or missing from, the Census's decennial censuses. Census may alo;o u<;e such 
demographic characteristics in its internal cfforls to test and improve Lhe decennial 
censuses and demographic and economic surveys. Such authorized use,; include the 
unduplication of public, private, and census lists; and modeling to design and assign 
resources to carry out the census or surveys. 

4. In addition to authorized purposes 1 through 3 above, Census may modify or add new 
pro1ccts to the list of ;iuthor11.ed re,;earch and statistical projects that may use Numident 
data, without SSA'i, Ag1 eement Project Officer approval. if Census detenmnes the modified 
or new pro1ect meets the following cnteria: 

I. The proJect ii, a research and c,tati..;tical activity that is for the purpose of planning or 
carrymg out a census or survey or related activity pursuant to the provisions of Title 
13. 

II. The project otherwise meet'> all requirements and limitations of this agreement, 
mcluding but nut limited to: 

1. There is no re-dislm,ure or publication of Numident data in a manner not 
::iuthorized accec;s under this MOU. 

2. Thi:' Num1dent datc.1 will be mc1intained, accessed, .ind otherwise used in 
authori?ed loc.it1ons and under the other security requirementc; i·n this MOU. 

J. The Numident Llnt.1 will not be used to make decisions concerning the rights, 
benehts. or privilege,; of spt:cific individuals. 

New or modit1ed projects that do not meet the above criteria require SSA written appmval 
prior to use of Numident data and bemg considered an authorized project under this MOU. 
To request SSA wntten approval for a pro1ect, Census must file a written request with SSA's 
Agreement Pro1ect Officer that includes tht• information requested in quarterly project 
report-.. The written request mu'il include the same information as provided in lhe 
quarterly reports. See section IV.8.5 above. All projects are subject to the reporting 
requirement!. in Section IV.B.S ~1bove. 

ll Rl''>trictions on U!-te and Release of Numident Data 

Census will follow the below restrictions on 1to; w,e .md release of Nmnident data: 

, I. Census will limit its use ofNumidcnt data to authorized research and stalio::t1cc.1I projects as 
described in this MOU. 

2. Census may not use the Numident datr.1 to validate SSNs for purposes other th,rn those 
described in this MOU. All validation result's must be safeguarded under the terms of this 
MOU (i.e., results must be treated like Numident data and PII). Censui. will not use 
Numidcnt data or PVS to validate SSNs or other information for other agt.'ncie5 or entities. 
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J. All person-level Numident data, induding that used in direct substitution and replacement, 
must remain internal at Census and must not be publicly released in any form (including 
through release with decennial census data after 72 years). 

4. Census will not re-disclose Pll they receive under this MOU to any third party, unless 
required by law. If release of data derived from or based cm data from the Numident is 
required by law, Census must notify SSA of the data to be disclosed and legal requirement 
Jor the disclosure at least twenty-four hours before the data is disclosed. 

5. Cen-;us is authorized to use the disclosure review process described in Section VI.C of the 
MOU to publish statistical products resulting from authorized research and statistical 
pro1ects under this MOU. 

C. D1-;cloc;urc Avoidance 

Dis<.losure avoidam:e 1i. the procesc; for protecling the confidentiality of data when preparing 
stal1stiLal products (e.g., tabulations, regrel,sion estimates) for release to the general public. A 
prohibited disclosure of data occur,; when published information can be used to reliably 1dent1fy an 
md1v11.lual whose information was used m comp1lmg the product or sub-portions thereof. 
lJii.<.lo.,un' avoiclanLE~ procedures moL11fy or removr the characteristics that put individuc.11 
infurmJt.Jon at risk for prohibited disclosure. Although a published table 1m~y appear to show 
10fo111rnt1on about :i ~pec1fit individual. d1c,closurc ilVoidance steps may disguise or suppres:, the 
acc.:uratc individual data, to protect pnvacy while emuring that the results are still useful. The 
techniques used disclosure avmdance may vary, depending on the type of data. 

Census may publicly release statistical products derived from SSA and Census linked data, resulting 
from authorized research and statistical proJects under this MOU, without advance SSA review and 
approval, under the following disclosure avoidance conditions: 

1. All statistical products must be approved through the Census Disclosure Review Board 
(DRB), subject to the standard disclosure avoidance and procedural requirements of that 
process, prior to public release. 

2. Census DRB will use agreed upon rigorous and scientifically-sound disclosure avoidance 
processes and will follow the procedures and techniques described in the Statistical Policy 
Working Paper 22 (second version, 2005) Report on Statistical Disclosure Limitation 
Methodology, Federal Committee on Statistical Methodology available at httpc;:/ / 
www bbs,gov/sites/default/ftlc:dspwn2t pdf. 

Noise infusion is Census's preferred disclosure avoidance technique. Censu-. applie<; 
noise i_nfusion to all datc.1 products th~1t are reported with geographies ~mailer than a 
state. Census may require noise infusion for DRB microdata releases, depend mg on 
the characteristics of the micrudata :ind the specific variables that arc lo be 
released. 

3. Upon request .rnd prior to suh-.tant1vc changes, Census must brief SSA on Census's DRB 
standard requirements and procedures ant.I techniques used to conduct disclosure 
avoidance. 
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VII. 

VIII. 

4. Cen~us will provide SSA with advance notice of any disclosure-proofed statistical products 

using the data covered hy thi'i MOU. The advanu:! noliLe may be as short as twenty-four 

hours before public rt'leao;e, unle~c; the parties have developed a standard reporting 

process to provide regular. advance notice of upcoming public release-. under a different 

timeframe. SSA reservec; the right to requesL a copy of the publicat10n pnor to release to 
account for disclosures of Num1dent data. 

5. Census will provide SSA with wntten quarterly reports on all stat1,;t1cal products relea,;ed 

by Census that included or were derived from Numident dc1ta. The report will indude the 

project name and number. name-. of files contaming Num1dent data m,ed fur the project, 

Ii.st of data products reviewed hy the DRB. and dale the DRB approved the product!> for 
publication. 

6. Jf SSA identifie, disclosure or privacy concerns with the relea!ie of SSA dala in Census 

publications. Cen~us will work with SSA to resolve• those concerns (e.g .• modifying the 

concerning portions of puhlications nol yet released, removing concerning portion,; of 

already released publkations from Census's wt:bs1lc or other means u(- public distribution 

under Census control). 

Procedures for Retention ,md Destruction of Datil 

When Census has no further need ofinformaLion SSA provided lo 1t under thi.!. .1greement or 
upon termination of this agreement, whichever occurs first, Cenc;us must return all SSA 
information to thP SSA Data Custodian, or securely destroy suLh information. lf Cenc;uc; 

destroys such information, then it must provide a letter within 15 days of the date of 

destrnction to the SSA Data Custodian certifying that .411 SSA mform..ition has been de~troycd. 

lf Census i,; required to retain the information in accordance with federal records rl!tention 

requirements or other applicable law, Census must notify SSA of the retention requirements 

prior to expiration uf tl1is MOU and retain the information solely for this purpose. 

Cenc;uc; •~ ,mtlwrizc~ to retain and continue tp use statistical products approved for public 

release by SSI\ or the Census ORB under the disclosure avoidance conditions in this MOU. 

Data Security and Safe~ 

SSA and Census will comply with the requirements c.1f the Federal Information Security 

Management Act (FISMA). 44 U.S.C. Chapter 35, Subchapter 11. as amended by the fi~Lleral 

lnform.ltion Security Modernization Act of 2014 (Pub. L. 113-283); related Office of 

M,magement and Budget (0MB) circulars and memoranda. such as Circular 

A-130, Managing Information as" Struteg,c Resource Ouly 28, 2016) and Memorandum M-17-
12 PrclptJring for ancl Responding to Cl Breach of Perso11crlly Jclentij7ahle Information Uanuary 3, 

2017,l; Nati.onal Institute of Standards and Technology (NIST) directives; and the Federal 

Ac4u1'>ition R.,:gulations. including any applicable amendments publi.,hed after the effective 

date of th1c; agreement These laws, directives. and regulations include requirements for 

safeguarding Federal informat10n systems and personally idenlifiahJe information (PII) used 

m Feder,tl agency bl.lsiness proll?~'ics, as well as related reporting requirements. Both 
.tgl•nc1eo; recogni7.e, and will implement. the laws, regulrilions, NIST standards, and 0MB 

d1rett1ve~ including those publbhed .:;ubsequcntto the l'ffective dale ofth1s ..i~reement. 
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FISMJ\ requirements apply to all Federal contractors, organi1atinns, or entities that po,.,ess or 
use Federal information, or that operate, use, or hc1ve acces!. to Federal informal10n svstt!ms on 
behJlf of an agency. Both agencies are responsible for oversight and compliance of tl;eir 
umtraLtors and agent!>. 

A. Reporting Loc,o; or Theft of PII 

It Census exper,enc:e~ a loss of PII obtained trom SSA under the terms of this agreement, it will 
also follow the loss reporting guidelines issued by 0MB. In the event of an incident involving 
the conhrmed l<l'>S ot PII, Census will follow it." ec;tablished procedures, including notification 
to the proper organizations (e.g., United Stales Computer Emergency Readiness Team, the 
agency's privacy office). 

In addition, in the event of Jn a<.tual or suspected breach involving the loss or potential loss of 
PII disdo~ed by SSJ\ under th1!> agreement. Census will immediately notify Cem,u._• Data 
Cm,todi,rn named 111 this dgrccmcnt and Cen!>us' Privacy Office to report the breach. 
C1:1nsus will also tmmediatcly noufy SSA's Datc1 Custodian named in this agreement. If Census is 
unable to c;peak with the SSA's Data Custodian within one hour or 1f for some other rea!>on 
notifving the SSA Data Custodian is not pract1Lable ( e.g., 1t 'is outside or the normal buc;mess 
hours), Census will call SSA's National Network Serviu: Center toll free at 1-877-097-4889. 

B. Breach Norilk<1t1\)n 

Cen,u-. will follow PII breach notification pohttt!!, and relJted procedures issued by 0MB. It 
Cen,;u<, experiencci. c1 breach and determinel, that the risk of harm requires not1ficatwn lo 
<llfeLted individual" or other remediE>s, Cen!>u-; w,11 carry out these remedie!, without coc;L to 
SSA 

C. Administrative Safe-guards 

Census will restrict access to and use of all information obtained from SSA, and any records 
derived from SSA information, to only those authorized Census staff who need it 111 connet.:tion 
with tht: authori1.ed research and statisliral pru1ect,; and activities under th1!! MOU. 

D. Cloud Storage 

Census will adopt policies and procedures lo ensure that the <lat.1 provided hy SSA under tins 
agreement and any data derived from the SSA-provided datc1 that is maint,uned in a Managed, 
Service Provider or Cloud Servke Provider is encrypted at rest and in tran~it. Censuc; will also 
ensure that the data are accessed, transferred, stored, or prurcssed within the 1urisd1tt10n of 
United States (i.e., within the continental United States, Hawa11, Alaska, Pucrtu Rico, Guam, 
American Samoa, lhc Northern Mariana Islands and the U.S. Virgin I~lancb). Census will em,urc 
that policies and procedures protect the security and confidentiality of the information in 
accordance with Federal law. Only Census employees or individuals with 13 U.5.C. Sect10n 
23(c) special sworn status who have a need to know will ha:ve the ability to decrypt the data. 

7 
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E. Physical Safeguards 

Census will store the data obtained under this agreement and any data de~ived therefrom that 
is not approved for public release in an area that is physically and technologically secure frc:im 
access by unauthorized persons at all limes (e.g., door locks, card keys, biometric identifiers, 
Ne.). Only authori:z.ed Census staff will transport such data. Census will establish approp1iate 
safeguards for such data, as determined by a risk-based assessment of the ci.rcumstances 
involved. 

F. Iccboical Safeguards 

Census wil1 process the data obtained under this agreement and any data derived therefrom 
th.it i~ not approved for public release under the immediate supervision and control of 
authorized personnel in a manner that will protect the confidentiality of the data. so that 
unauthorized persons cannot retrieve any data by computer, remote terminal, or other means. 
Systems personnel must enter personal identification numbers when accessing data on the 
agency's systems. Census will strictly limit authorization to those electronic data area!> 
necessary for the authorized staff to perform his or her official dutiec;. 

G. 1\ppltcation of Policy and Procedures 

Census; will adopt poliLiec; anti procedures tu ensure that it uses tht• informalion obtamcd under 
this agreement ,md ,my data derived therefrom that is not approved for public n•lease solely as 
provided in tlm agreement. Census will comply with these guidelmcs and any sub!..equent 
rev1siono,. 

1-1. SeLUnty As.,es--ments 

The National lm,titute of Standards and Technology (NIST) Spt'l ial Puhlic:ttllln 800-37, as 
revised, encourage~ agencies to accept each other's !>ewnly asses-;ment!> m order to reuse 
information !>YSlcm re'>ources anti/or to accept ec1ch other'c; a::.!'le'>!'led !'lccurity poo,ture m ordt•r 
to share informat10n. NIST 800-37 further encourage'> that thic; type of reciprocity i-; best 
achieved when agen cie!> are transparent and make available :,,ufficicnt evidence reg,udmg the 
security state of an mformation system so that an authorl7.lng offidal from anotluir organization 
can use that evidence to make credible, risk0 based decisions regarding the opera Lion and use of 
that system or the infor1rtation it processes, ston•s, or transmit,;. Consistent w1lh that guidance, 
the parties agree to make available to each other upon request system -.ecunty ev1dt>nc:e for the 
purpose of making risk-based decisions. Requests for th1!> 111fo1 mation may be made bv either 
party at any time throughout the du.ration or any exte11~1on of th10, agreement. 

I. Disclosure 

Census acknowledges that an unauthorized release or disclosure of information provided by 
SSA under this agreemf:!nt may violate the terms of the Privacy Act and 42 U.S.C. § 1306 and 
suhjcc.:l the indivhlual whb disclosed the information to both criminal and c1vtl sanrttons. 
Ccnsuc; will inform all of its e_mployees or agents granted ai:resc; to th1,; intormatinn that the 
release and disclosure of the information may subject the individual who relea!.ed the 
inform,ttion to civil and criminal p~nnlties under 5 U.S.C. § 552a anti other applicable laws. 

8 
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]. llsP of Contr,1ctop, 

Census is authori1.ect to use contractors to fulfill its obligat,onc; under this agreement. Prior to 
disclosing any 111format1on ohtrnned from SSA or records denved from SSA information Lo iLS 
contractor(s), Census must: 

i. Provide a li!.t of Censw, current contractor(s) to SSA's Dc1ta Custodian. The list must 
contam: contractor nc1mc and address, descript10n of the work that is performed with 
the information, and the locat10n of where work is performed with the information. 

ii. Obtain written agreement from itc; contractor(s) to abide by all applicable terms and 
conditions of this agrE>ement, including but not limited to all terms related to retention 
and destruction, secunty and c;ateguards, and PJI loc;s reporting. 

iii. Provide SSA's Data Cuc;tol11an with any updates to Ctm,us's wntraclor list w1th111 48 
hours ofany change. 

IX. Data Custodians 

X. 

The Census Data Custodian for this agreement is Michael A. Benung, 301-763-2028. The Census 
D,,t..i Cuslud1,m is responsible for ensuring thJt Census ob!.crves all cond1t1ons of use set forth 
under this agreement and establishes and maintains security arrangements that will safeguard SSA 
mfurmat,on from loss and unauthorized use. Census will notify SSA witlun 15 day~ ot any change in 
D,,t..i Cu~Locl,an. 

Contacts 

SSA Agreement Project Officer 
Sheron Matthews, Policy Analyst 
ORDP, ODEPPIN, ODXIA, RAIAPB 
Annex Bu1ldmg 
6401 Security Boulevard 
Baltimore, MD 21235 
410-966-4750 
Sheron.Matthews@ssa.gov 

SSA Project Coordinator 
Ericka Jackson 
SSA DCS OEIS DEED EDPB 
Operations Building 
6401 Security Boulevard 
Baltimore, MD 21235 
(410) 966-4042 
Ericka,Jackson@ssa.gov 

Census BurL\tu Agreement PrC1,ect Offic~r 
Michad A. Bcrnin~ 
Assisl.Jnt D1vic;1on Ch1cffor OaLa Ac:qu1~1tion .:ind 
Curation 
Economic Reunbur~able Surveys Division 
U.S. Census Bureau 
301-763-2028 
Michael.A.Berning@census.gov 

Census Bureau Project Coordinator 
Ashley Landreth, Policy Analyst 
Administrative Records Coordination 
Brdnch, PoliL-y Coordination Office 
Room HQ8H026A 

· 4600 Silver Hill Road 
Washington, DC 20233 
(301) 763-8457 
Ashlev.denele.landreth@cegsus.gov 
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XI 

XII 

SSA Billing Cont1ct 
Michele Bailey 
Office of Finance 
Social Security Administration 
P.O. Hox 47 
Baltimore, MD 21235-0047 
(410) 965-0729 
Michele.baHev@ssa eov 

fundios: 

Census Bureau Bj)ling Contact 
Robin G. Sommerville 
Financial Services Branch 
U.S. Census Bureau 
4600 Silver Hill Road, Room 2K415 
Suitland, MD 20746 
(301) 763-9543 
mbin,g.s.Q.mm.\illli.lle@census.gov 

SSA will cnllei:L funds a<; set forth tn lhe Form SSA-1235 executed between the parties at the 
beginning of each Fiscal Year (FY) from Census through the Intra-Governmental Payment 

and Collection (!PAC) system on a quarterly basis. suffirient to reimburse SSA for the costs 

it has incurred for performing services through the date of billing. A copy of the !PAC billing 

and all original supporting documentation shall he mailed to Darrell Blyden, Chief. Accounts 
Payable Branch. U.S. Census Bureau, 4h00 Stiver Hill Road. Washington, DC 20233 no later 
than five (5) calendar dayc; tollowing the> prm:e.,-;ing of the !PAC transaction. 

At least quarterly, but no later than 30 days; Jfter an accountable event. SSA shall provide 
Census with a performance report (e.g. a h1ll1ng ~tatement) that details all work performed 

to date. Addition.illy, at lea !>t quarterly, the p<trt1eo; will reconcile balances related to 
revenue and expen~cs for work performed under the agreement 

Dutation or Period or Agreement 

This MOU will berome eftec.tivc when signed hy both parties, and terminates September .:10. 
2024. Pcrformanc.e will 1,Ldrt no c;.ulicar than Ortobcr 1, 2019 and extend Lhrough 
September 30, 2024. 

However. this MOU cine~ not authorize- SSA to inl'llr obligations throu~h the performarH:e ('If 
the services de'icnbed herein. PerformanLc of such services is authorized only by execution 
of Form SSA-l 23'i. Ml1reover, SSA may incur obligations by performing sPrv1c.es under a 
reimbursable agrl:!ement only on a fiscal year basb. /\s part of this Agreement, both particc; 
will execute a Form 'iSA-1235 that provides the authorization for SS/\ to perform servicec; 
under this Agreemenl 111 FY 2020. Prior to any performance by SSA of activities un!,ier this 

MOU, both parl1e, wrll execute a new Form SSA-1235 for each FY that SSA ;,.viii perform 

artivities under thi!. fl.lOU. The Form SSA-1235 for each FY will identify reimbursable cost 
estimates for that fic;ral year. SSA's ability to perform work for fiscal vcars beyond FY 2020 

is .subject lo thE' availahility ot'funds. 

Notwithstanding tlw foregoing paragraphs. all provisions as lo data se<.unty .ind c;afeguards 
shall remain 111 ettect for all info11nation SSA provides to Census un<lcr Lim, agreement for as 

long as Census retains such information. 

10 
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Xlll. Dispute Resolution 

D1~putes related to this MOA shall be resolved in acc.ordance with inst1 uc.:t1oni; provided in 

the Trl:!asury Financ.ial Manual (TFM) Volume I, Part 2, Ch.1pter 4700. Appendix 10, 
lntragovcrnmental Transaction Guide (July 2019). 

XIV. Mo_~1ficalion ~,nd Termi.oat1on or C.ancel)ation 

xv. 

Modific.ilions to this agreement must be in writing ar\d agreed to by the pc1rlies. Tlw, 
agreement may be terminated by either party upnn 30 days' advance written notitc. Jr 
Ct•n<,uo; c,1m:cls the order, SSA l!i c1uthorized to collert costs incurred pnor to cancellation of 
the order plus any termination co,;to;. 

Integration Clau~e 

This agreement and the acwmpanying Form SSA-1235 con~t1lule the entire agreement nt 
the parties with respl:!ct to its subject matter. There have been no representations, 
warranties or promises made out11idc of this agreement This Jgreemcnt shall take 
precedence over any other documents that may he in conflict with it. 

XVI. Disclaimers 

SSA is not liable for .my d,1mages or loss resulting from errors in mform:it1on provided to 
Census under this MOU. Furthermore, SSA is not liable for dama~es or loss resulting from 
the destructim;i ofany materials or data provided by Census. All informc1t1on furnished to 
Census will be subject to tl:1c limitations and qualifications, if any, transmitted with suLh 
information. Jf, because of any sui:h error, loss nr destruction attributahle to SSA, the 
services must be re-performed by SSA, the additional cost thereof will he treated c1s a part of 
the full costs i~curred in compiling and furnishing such information and will be p.iid hy 
Cen~us. 

The delivery by SSA of the goods and/or services de~cribed herein and the llmelmcss of 
said dehvc1y are authorized only to the extent that they are consistent with proper 
performance of the official duties and oblig.~tions of SSA and the relative 1mportante ol this 
request lo others. If for ,my reason SSA delays or fails to provide services, or discontmuec; 
thP o;erv1ces or any part thereof, SSA is not liable for any damages or lo~c; re~ulttng from 
such dclc1y or for any such failure or d1.sronlinuancc. 

Title lo and ownership of ,rny property purchased from rund~ tran..,forred under thi" 
agreement will reside wilh SSA. 
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XVII. Authonzat1on and Signatures 

The ,;ignatones below warrant and represent that they have the competent authority on 
behalf of their respective agencies ,to enter into the obligatmns set forth in this Agreement. 

The s1gnatones may sign this document electronically by using an approved electronit 

signature process. Each signatory electronically signing this dowment agrees that his/her 

electronic signature has the same legal validity and effect as his/her h::mdwrltten !>1gnature 

on the document, and that it has the same meaning as his/her handwritten ~ignature. 

Social Sccmity Administration: 

l<alherine N. Bent RN. Ph.D. 
As.:;ociate Commissioner Offic1:: of Research Demom,lration, and Employment Support 
(ORl1ES) 
As-;oc1ate Commissioner (Acting) Offke ofRescarch, Evaluation and Stati"o;t1c., (ORES) 
Sori:il S~turity Administration 
4700-C Meadows East Building 
0300 Security Boulevard 

B.ilt1morc, MD ~1.235 &cl-• -ir • ---, ~ ~ 
D,lle: -------~-=-=\\;,,"...;_ Y"-:::, ~ ...... \. 

U.S. Census Bureau: 

_.6L, ,ta&i,cu'l fr;,,-J,U&i1!1.])etMlo,/f 
~:i;;eardolf 
Chief, Economic Reimbursable Surveys D1vis1on 

D.1te: _(.f/J_9s_Jj~_ 

Attarhment A: {'.en!>u.s Numident Projects 
.a\ttc1Lhment B: Nnmdidcnt Record L~}•out 
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MEMORANDUM OF UNDERSTANDING 

THROUGH WHIOf 

THE U.S. CENSUS BUREAU IS ACQUIRING 

CALENDAR YEAR 2018·2022 SELECTIVE SERVICE REGISTRATION FILE 

FROM 

THE SELECTIVE SERVICE SYSTEM 

Agreement No: 0094-FYl ?-NFE-0128.000 

1. PARTIES AND PURPOSE 

This Memorandum or UndefStanding (MOU) establtshes an agreement between the U.S. Census Bureau (Census Bureau) and the Selective Service System (SSS) for the acquisitions calendar Year (CY) 2018-2022 selectlve Service System Registration File ror use In Its Intercensal estimates program, the Sl:atistlcal Administrative Records System, and other activities that support the Census Bureau's decennial census and survey programs. 

2. AUTHORITY 

The authority for the Census Bureau and SSS to enter into this agreement 15 13 U.S.C. § 6, which permits the Census Bureau to access, by purthase or otherwise, information to assist ~ Census Bureau in the perfonnanc:e of duties under Title 13, United States Code. 
3. TERMS ANO CONDfflONS 

The information provided bv SSS under this agreement Is confidential under the Privacy Act of 1974, 5 lJ.S.C. § 552a, as amended. TitJe 13 u.s.c .• Section 9, guarantees the continued conftdentiality of data once acquired by the Census Bureau. The Census Bureau agrees that any Information recetVed under this agreement will remain conftdentlal, that no data under this agn=ement wlll be dlscloffd In personally-idenllflabfe ratm, and that all uses wil be solely for statistical purposes. 
Data transmitted to the Census Bureau wlll become a part of the Census Bureau's Statistlcal Administrative Records System (StARS) and is covered under the Census eureau•s System of Records Notrce COMMERCE/CENSUS-&, StARS. As such, these records are subjeet to all requtrements and conditions of the Privacy Act of 1974. 

To the e~tent authorized by federal law: When the Census Bureau publicly releases Jnfonnatlon pursuant to this agreement, It shaff not Identify any Individual or business entity and all results wtll have met the Census Bureau cflSClosure avoidance guidelines. full Title 13 confidentiality ls provided tD protect the identities or individuals In all items derived from program data until the data are destroyed. The Census Buteau ag,ees to allow SSS the abfflty to verify that findings, listings, Information derived, or any combination of data extracted or derived from lhe SSS f>'C)gram data properly protects the fdentitleS of fndMduals. 

Both parties acknowledge that substantial penaltieS exist for wrongfut disclosure of SSS information provided under this agreement: 

A. Unauthorized disclosure of the Information provided under thrs agreement may violate the terms of 13 U.S.C, SectiOn 9; 5 U.S.C., Section 552a; and 44 u.s.c.. Section 3501. In 
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the event of Inconsistency, the parties agree that the most restriaive provisions of these statutes wm applv In detenntning what constitutes an unauthorJzed clsdosure. 
B. The penalties stipulated for wrongful dlselosure in 13 U.S.C., Section 214; 5 u.s.c, Section 552a; and 44 u.s.c, section lSOl may indude imprisonment for up to five years, a ffne, or both. 

C. Knowingly and wmruu., dlsdoslng or obtaining recordS under raise pnatanses mav also violate proviSlons or 5 u.s.c, Section 552a, resulting In penalty. Taking or converting recards to one's OWfl use or l'9Celvfng the fUe(s) knowing they were stolen or converted may \flolate 18 u.s.c. Section 641, resulting In penalty. 
By signing this agreement, the Census Bureau agrees to abide by all provisions set out In this agreement for protection of au Information contained In the data flles(s) and acknowledges having recewed notice of potential crimtnal, administrative, or civil penalties for violation of the applicable raws supporting the terms of the agreement. 
Detailed file spedfic:attons and requirements of the Census Bureau's CYlOlB-2022 request far the SSS data are provided In Enclosure A. The CenS\IS Bureau wtU retain the ortglnat CY2018·2022 SSS data for two (2) years from the date of receipt. The Census Bureau will have unlimited use and ownership of the SSS data after It is commfngled with Title 13 data. 
4. CONTACTS 

The parties mutually agree that the Census Bureau wifl appoint a designated "CUstodian• of the files, who wtn In a representative capacity, compty wtth all the designated provisions of this agreement on behalf of the Census Bureau; Including observance of alt tondltlOns of use, and ror the establishment and maintenance ot security arrangements, as specified In the agreement to prevent unauthorized use. 

Processing Sites: Bowle Computer Center 
Suitland Federal Center 
Census Bureau Research Data Centers 

The parties mutually agree that the following named Individuals wlU be designated as points or contact for the agreement on behalf of the program agency and the Census Bureau, respectively. 
The contacts or each patty ta this agreement are: 

Bernard aen-carew, Selective Service System Data Management Center 
2834 Green eav Rd., Ste. 222 
Great Lakes, IL 60088 
847·688-7903 Phone 
847-688-5953 Fax 
eemard.Ben-carew@sss.goy Email 

Michael A. Berning, Assistant Certter Chief U.S. Census Bureau 
Center for Administrative Records ~arch and Applications HQ-SK123 
4600 Sliver HiU Road 
Suitland, MO 20746 
301·763-2028 Phone 
mtchaet a.bemlng@f;ensus.gov Email 
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Technical 

Daisy Santiago, Selective Service System 
Data Management Center 
2834 Green Bay Rd., Ste. 222 
Great Lakes, IL 60088 
847-688-7924 Phone 
84 7-688-5953 
daisy.santiago@sss.gov Email 

Michael A. Berning, Assistant Center Chief 
U.S. Census Bureau 
Center for Administrative Records Research and Applications 
HQ-5K123 
4600 Silver Hill Road 
Suitland, MD 20746 
301-763-2028 Phone 
michael.a.berning@census.gov Email 

sponsor 

Amy OHara, Chief 
Center for Administrative Records Research and Applications 
U.S. Census Bureau 
HQ SK124 
4600 Silver Hill Road 
Suitland, MD 20746 
301-763-5757 Phone 
amy.b.ohara@censys gov Email 

The parties agree that if there is a change regarding the information in this section, the party 
making the change will notify the other party in writing of such change. 

5. DURATION OF AGREEMENT, AMENDMENTS, and MODIFICATIONS 

This agreement will become effective when signed by all parties. The agreement will terminate on 
September 30, 2022 but may be amended at any time by mutual consent of the parties. The 
parties will review this agreement at least once every three years to determine whether it should 
be revised, renewed, or canceled. 

Any party may terminate this agreement by providing 30 days' written notice to the other party. 
If the agreement is terminated, neither party shall be responsible for any costs incurred by the 
other party prior to the termination. 

6. RESOLUTION OF DISAGREEMENTS 

Should disagreement arise on the interpretation of the provisions of this agreement, or 
amendments and/or revisions thereto, that cannot be resolved at the operating level, the area{s) 
of disagreement shall be stated in writing by each party and presented to the other party for 
consideration. If agreement on interpretation is not reached within thirty {30) days, the parties 
shall forward the written presentation of the disagreement to respective higher officials for 
appropriate resolution. 

7. CONFIDENTIAUTY 

The Census Bureau assumes an obligation to keep all data received from other federal and state 
agencies and commercial entities in confidence and to use the data for statistical purposes only in 
accordance with the provisions of Title 13, United States Code. Per the Federal Cybersecurity 
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Enhancement Act of 2015, these data are protected from cybersecurlty risks using both 
commen:lal and government tools and processes. Upon receipt, all data acquired as a result of 
this lnteragency agreement will be treatad as If theV have, at a minimum, protection at the 
appropriate risk level in accordance with the National Institute of standards and Technology 
(NIST) Federal lnformatiOn Processing Standards (FIPS) 200 and Special Publication 800-60r1. The Census Bureau compiles with alt current NIST standards and publlcatlons in accordance with 
Title Ill of the E-Govemment Act of 2002 (PL 107•347). All systems are filly assessed against 
NIST Special Publication 800·53r4 •Recommended Security Controls for Federal Information 
Systems and OrgisniZatlOns,'" as weU as Special Publication 8CJ0.37r1 •Gulde for Applying the Risk 
Management Framewotk to Federal Information Systems: A Security ure Cycle Approach. •The 
Census Bureau IT Security Program Is reviewed annvaav by the Department of Commerce Office 
of the CIO as weJI as the Department of CD1M1erce Office of Inspector General as part of the 
oversight responslbHltles. 

Afl lnfarmatlon and Information systems are categonzed In accordance with NIST FtPS 199 
•Standards for 5ea1rtty categonzatfon of Federal Information and lnfonnatian Systems• and NIST 
Special Publkation 800-60rJ •Gulde for Mapping Types of Information at\d Information Systems to 
Security tawgortes: (2 VolUrneS) - Volume 1: Guide Volume 2: Appendices. .. Security controls and 
subsequent assessments are done based on the final categorization. The Census Bureau maintains a pollcy regarding the reporting of and response to losses of 
protected data kt accordance with OM8 Memorandum 6•19 and M-07·16. Known or suspected 
losses of prvtected data are reported within one hour to the United States Computer Emergency 
Readiness Team (US CEAT). Once the Census Bureau becomes aware of a known breach of SSS 
data, the Census Bureau will contact the Identified S5S contacts to discuss the actions and 
potential remedies in regards to the lnddent. Census can only agree to confidentiality/disclosure 
provisions to the "extent permitted by law. 

8. APPROVALS 

John Eltlnge 
Assistant Director few Research and Methodology U.S. Census Bureau 

___ Ck_· __ - t_ C-yy.-
Adam copp 
Acting Deputy Oireaor Selective Service System 

(Date) 
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Enclosure A: Specifications for the Sell ctiue Sel wk:e S,stan (SSS) Regllbatlw FIie 

r111fl1ei ~ ~dale 1o: -
Apr111, 2018 

II~· 1, lqtf. 
April 1:.,2020 

I AprfJ 1, 2021 
·~ .1 ... ~---- ._. ___ _ 
Mlly30, 2018 
May30, 2019 
May30, 2020 
May30, 2021 
May30, 2022 fiaei.ih....,,,.25~ -----
sart by mast currant ZIP Code r-;- ---:-ti-r•,:1f.lm, uMdi. iast, c;uilx~q.; .1r.;s,., ifappicai,ie) · .• s,jlijtT~~i-• [SSH) 

t• ~~--- - Monlh, Dav, ,var (IJUTl/dd/ww) 
• Sa 
•• ~ -·Nit w .-~street,.....,.,Sll'lletName.~Type.. 

~ .Unit Numa.r, qr P.O. '- Nanblr, Rural Raute ~.;gty; ~ ZJP ~ 
i ~d• .. 11'111g - Jndicatesitlle address Is• military or ftnlgn 

acfdr:-. . Dalla....,_ av suun:e orlndlaltar 
_J .,.,lllle,te,:Dl'Cl ........ l!ul ta.I 

Aease spedfy If Sodll Security NumNIS were validated and describe 
vatfdatlun process In accampanyfng dOGJfflf:lltatlari. 
CD-ROM (enaypted) 
( ............ C..... ........ Tachnlcal CDnlKt ..... w&tb 
pc NftQ 
ASat 

1. Ramrduyout 
2. Remrd Caunt on CD-ROM 
3. l.atest,Data Plctf onary 

Tracable Delivery Service (Federal Express, UPS) 
CPHOP! - PO wn::x:MY ..,__ e-man at the 11me or shipment. 

Mr. Michael Bemtng, Assistant Center Chief 
Center far Admnstratlve Records Research and Applicaban5 u.s. Census Bureau 
ces HQ-SK123 
4600 Sliver Hut Road 
SUitland, MO 207416 
IJllchHI • bernlo9@mos§,ggy 
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Attachment B: Dellcrftltion of Approved Reseerch Projects 
1. Research Mid Ptaafllnt for the 2020 Census 
The Census Bureau ls researching and developing lMovative and effldent methods to Increase the 
response rates and decrease the door-to-door interviews without saadicing the accuracy of the census 
0DUnts. To addrass the Challenge fl enumerattng hard-to-enumerate populations, the Census Bureau 
is acquiring, pracasslng, and analyZlng administrative data Illes and lhlrd party data with alternate 
contact Information (e.g., tefephane number, e-matl address) from various sources. 
The Census Bureau intends to test and potentially use data rrom many saun:es, Including public and 
private S011n:es, to destgn and conduct the 2020 Census. The Census Bureau Intends to use program 
Information. along With data from federal, state, and private sources to pursue the following four 
ruurth Initiatives, leading to Improvements In quality and efflclenty of 2020 Census aperatJons: 
A. validating and enhancing the Master Address Fie (MAf);I B. designing and assigning resouram to carry out the 2020 Census;' C. unduplicatlng public, private, and cansus lists; and 0. imputing missing data., 

Data quality wit be explored using 2010 decenn,al census data to assess the quality and utlllty or 
housetlold roster, location, and demographic charactertsticS data. Olsagreement observed In content 
aa12SS sources wfll be analyzed to develop approaches such as modeling or business rules ta resatve. 
conflicting tnrormatkm. Administrative records wtll be assessed to tabulate data at various levels of 
geogeaphy Including the houstng unit, block. tract, and state levels. These tabulations wm be 
compared to the 2010 Census to assess acxuracy bued on the level of aggregation. 2. Leveraging Admlnlstratmt Data to DriVe Program EvaJuatlan and Enhance Policy 

OutcolneS, 

The U.S. Census Bureau i5 expandfng Its Data Lmlcage Infrastructure to Increase the opportunity for 
auss-organlzattonal research and program evaluation across the Federal Statistk:af Researth Du 
Center network and/or via Remote Network Access. The acquisition and use of Administrative Data Is 
becoming Increasingly central to the U.S. Census Bureau's mission. Uke many agencies tn the Federal 
Statistical System, the Census Bureau uses Administrative Data to n!duCe tnqutrtes on the public, tD 
promote the efficient use of federal funds, and to produce and improve statistics on the American 
poc,ulatJon and economy. As Census and other FederaJ Stattstlcal Agencies sucxessfully Integrate 
Adminlstratlve Data, they acquire and use the data within the context of comprehensi'le data 
stewardship pragrams that ensure strong confldenttalitV and privacy protections. The Census Bureau 
linkage Infrastructure (CBU) enables data discovery and secure analytic access ro, policy analysis, 
program evaluation, and research. CBU reties on the Census Bureau's authority to access 
government records and collect data for statlstieal purposes, and leverages the Census Bureau's data 
stewardship culture, poffaes, and practices. 

1 Examples ot l>OSSlbfe Census Bureau uses lnctude updating and evaluating the Master Address File. 
· Examples of possible data uses lnduoe simulating a targeted .-.ddress coovasstng. modeling to determine data 
collection modes, modeling to predict self response probilblllttcs, Simulating non response follow-up designs, 
directed advertiSing campaigns, and special enumeratton opel'illtons pfaMing. ' Examples of possible Census Bureau uses lndude Item IRIP'ltaUon and count mputalton us ng Information from a 
c omposlte of public and pnvate data sources. 
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MEMORANDUM OF UNDERSTANDING 
THROUGH WHICH 

THE U.S. CENSUS BUREAU ACQUIRES 
U.S. PASSPORT DATA 

FROM THE U.S. DEPARTMENT OF STATE, BUREAU OF CONSULAR AFFAIRS 

Agreement No. 2064-FV20-NFE-0324 

1. PARTIES AND PURPOSE 

This Memorandum of Understanding ("MOU" or "this agreement") establishes 

an agreement between the U.S. Census Bureau ("Census Bureau"), which is 

a component of the U.S. Department of Commerce, and the U.S. 

Department of State, Bureau of Consular Affairs (hereinafter "CA") for the 

acquisition of U.S. passport data per the July 11, 2019, Executive Order (EO} 

13880: Collecting Information about Citizenship Status In Connection with 

the Decennial Census. 

2. AUTHORITY 

The authority for the Census Bureau to enter Into this agreement for the 

purposes of supporting all projects listed in Attachment A, Is 13 U.S.C. § 

6(a), which permits the Census Bureau to call upon other Federal 

Government entities for information pertinent to the work provided for in 

Title 13 of the U.S. Code. The authorities for the Census Bureau to · 

undertake the projects listed in Attachment A are 13 U.S.C. §§ 141, 181, 

182, and 193. 

The authority for CA to share data and enter into this agreement is 5 U.S.C. 

§ 552a(b)(4) ("the Census exception"), which authorizes disclosure of 

Privacy Act-protected records to the Census Bureau "for purposes of 

planning or carrying out a census or survey or related activity pursuant to 

the provisions of Title 13." CA enters Into this agreement In response to the 

Census Bureau's call under 13 U.S.C. § 6(a) for Information pertinent to the 

work provided for In Title 13 of the U.S. Code as well as Executive Order 

13880, 84 Fed. Reg. 33,831 (Jul. 11, 2019), which calls for "all agencies to 

share Information requested by the Department [of Commerce] to the 

maximum extent permissible under law." 

3. TERMS AND CONDITIONS 

Pursuant to this agreement, CA will provide an extract of all available 

specified digital U.S. passport data to the Census Bureau for the sole 
purpose of supporting the projects listed In Attachment A. CA began 
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dlgitizlng U.S. passport record data in 1978. CA is unable to provide digital U.S. passport information before 1978 and some digital records provided by CA, particularly older records, may be incomplete. All data that CA agrees to provide to the Census Bureau remains sensitive and confidential. To the extent provided by law, confidentiality of this data will be maintained under Title 13 (including 13 U.S.C. § 9), and the Privacy Act, 5 U.S.C. § 552a, et seq. To the extent provided by law, only Census Bureau staff and those Special Sworn Status ("SSS") r~earchers participating In the projects listed In Attachment A will have access to the data. Access shall be limited to the minimum number of individuals necessary. 

The Census Bureau represents and warrants further that the Census Bureau shall not disclose, release, reveal, show, sell, rent, lease, loan, or otherwise grant access to the original data covered by this Agreement to any unauthorized person or entity. Any data, records, or other information shared between the agreed parties through this agreement are protected from unauthorized disclosure and shall be used solely for the Census Bureau's statistical purposes and not for program or administrative enforcement, including Immigration enforcement, either by the Census Bureau or any other government entity, consistent with 13 U.S.C. 6, and E.O. 13880... 
. 

When the Census Bureau releases Information related to these data, it may not be disclosed In an indlvldually Identifiable form that permits the Identification of any Individual respondents, businesses, organizations, or institutions, and results wlll meet Census Bureau disclosure avoidance guidelines. The Census Bureau will link U.S. passport data to census data, survey data, and administrative records data. To the extent provided by law, the Census Bureau will recognize CA as the owner of the original data in the form that it Is delivered to the Census Bureau, prior to Its Integration with confidential Census data. 

As described In Attachment A, the Census Bureau will use the linked data for research and operations to Improve data collection and record linkage methods for surveys and decennial censuses. The Census Bureau will also utilize the data to measure the citizen voting age population by race and ethnicity at the block level • As noted In Section 3, the Census Bureau will ensure that original U.S. passport data Is available only to Census Bureau staff and those Special Sworn Status ("SSSn) researchers participating in the projects listed In Attachment A and not directly provided to external researchers and that Social Security Numbers (SSN) are replaced with a protected, unique Identification Key prior to making linked data available to Census Bureau researchers and statisticians. 

SENSITIVE BLIT UNCLASSIFIED 
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i. To transfer to the Census Bureau, via a secure and encrypted 
Department of State-approved medium, all available specified data 
elements from U.S. passport data from January 1, 1978, to 
September 30, 2019, as described in section 8 of this MOU and the 
Statement of Work in Attachment B as soon as possible after sign Ing 
this MOU but no later than March 31, 2020. A second transfer with 
all available specified data elements from U.S. passport data from 
October 1, 2019, to March 31, 2020, will occur as soon as possible 
but no later than July 31, 2020. A final transfer of all available 
specified data elements from U.S. passport data from April 1, 2020, 
to July 31, 2020, will be completed by September 30, 2020. 
Approved transfer mediums may Include use of an encrypted, 
external hard drive mounted via Universal Serial Bus (USB). 

ii. To provide adequate documentation and support of transferred files 
for the Census Bureau to be able to interpret the data for the uses 
pennitted in this agreement; including a record layout, record count, 
record length, and data dictionary. 

Iii. To allow the Census Bureau to use Its record linking processes to 
assign, where possible, person and address Identifiers to each record 
in the U.S. passport data. 

Iv. To allow the Census Bureau staff and SSS researchers to use U.S. 
passport data for the projects authorized under Title 13 listed in 
Attachment A and for additional projects authorized under Title 13 if 
approved In writing by both parties. 

B. The Census Bureau agrees: 

i. To permit access to the administrative data transmitted by CA only to 
the Census Bureau staff and SSS researchers for the specific projects 
authorized under Title 13 listed In Attachment A or those approved In 
writing by both parties. 

ii. To notify CA staff when the transfer of the data Is completed 
successfully or whether transfer is not completely successful. 

Iii. To return any Department of State-provided external media back to 
the CA within 10 business days of delfvery. 
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iv. To ensure data transmission and storage is conducted in accordance with the provisions of Office of Management and Budget (0MB) Memorandum 06-16. 

v. To immediately notify CA of any discovery of unauthorized use of or access to U.S. passport data. 

vi. To use such U.S. passport data solely for the purpose of supporting the projects listed In Attachment A. 

4. CONTACTS 

The parties mutually agree that the following named Individuals will be designated as points of contact for this agreement on behalf of CA and the Census Bureau, respectively: 

CA POC: Barry J. Conway 
Managing Director for Support Operations 
Passport Services 
Bureau of Consular Affairs 
U.S. Department of State 
(202) 485-6372 
ConwayBJ@state.gov 

Census Bureau POC: Michael A. Berning 
Assistant OMslon Chief 
Economic Reimbursable Surveys Division 
U.S. Census Bureau 
4600 Sliver HIii Rd 
Washington, DC 20233 
(301} 763-2028 
Michael .A.Berning@census.gov 

The parties agree that If there Is a change regarding the Information in this section, the party making the change will notify the other party in writing of such change within fifteen (15) days. 

The parties mutually agree that the following named individual Is designated as "Custodian" of the files on behalf of the Census Bureau and will be personally responsible for the observance of all conditions of use and for establishment and maintenance of security arrangements as specified in this agreement to prevent unauthorized activity and use. The Census Bureau agrees to notify CA within fifteen (15) days of any changes of custodianship. 
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The parties mutually agree that CA may disapprove the appointment of a 
custodian or may require the appointment of a new custodian at any time. 

Custodian: Lori A. Fox 
Chief, Information Owner Staff 
Economic Reimbursable Surveys Division 
U.S. Census Bureau 
4600 Sliver Hill Road 
Washington, DC 20233 
(301) 763-3404 
Lori.Anne.Fox@census.gov 

5. DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS 

. This agreement Is effective as of the date on which It Is signed by both 
parties. This agreement shall terminate three (3) years following the date 
on which it becomes effective. If, at the end of three (3) years, the parties 
wish to continue the relatlonshlp, they must execute a new agreement. 

The parties shall review this agreement at least once every three (3) years, 
or whenever a Federal statute Is enacted or a court decision is issued that 
materially affects the substance and/or underlying legal authority of this 
agreement, in order to determine whether it should be revised, renewed, or 
canceled. The review will be conducted by the Census Bureau's Associate 
Director for Research and Methodology and Passport Services' Managing 
Director for Support Operations or designate. 

Notwithstanding all other provisions of this agreement, the parties agree 
that: 

A. This agreement may be amended at any time by written mutual 
consent of both parties. 

B. Either party may terminate this agreement upon thirty (30) days 
written notice to the other party. 

6. RESOLUnON OF DISAGREEMENTS 

Should disagreement arise on the Interpretation of the provisions of this 
agreement, or amendments and/or revisions thereto, that cannot be 
resolved at the operating level, the area(s) of disagreement shall be stated 
in writing by each party and presented to the other party for consideration. 
If agreement on interpretation is not reached within thirty (30) days, the 
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parties shall forward the written presentation of the disagreement to . 
respective higher officials for appropriate resolution. 

7. DATA GOVERNANCE 
. 

At the time of signing, the Census Bureau will have in place the following 
data security and information assurance standards, and appropriate 
safeguards and procedures designed to protect against unauthorized 
activity, use, and disclosure of information obtained under the terms of this 
agreement. 

A. Data Security and Information Assurance Standards: 

The Census Bureau assumes an obligation to keep all data received 
from other federal and state agencies and commercial entitles in 
confidence and to use the data for statlstlcal purposes only In 
accordance with the provisions of Title 13 of the U.S. Code. Per the 
Federal Cybersecurity Enhancement Act of 2015, these data are 
protected from cybersecurlty risks through screening of the systems 
that transmit the data. Upon receipt, all data acquired as a result of 
this interagency agreement will be treated as if they have, at a 
minimum, protection at the appropriate risk level in accordance with 
the National Institute of Standards an·d Technology (NIST) Federal 
Information Processing Standards (FIPS) 200 and Special Publication 
800-60r1. 

The Census Bureau complies with all current NIST standards and 
publications in accordance with Title III of the E-Govemment Act of 
2002 (Pub. L. 107-347, 116 Stat. 2899 (2002)). All systems are fully 
assessed against NIST Special Publication 800-53r4, "Recommended 
Security Controls for Federal Information Systems and 
Organizations," as well as Special Publication 800-37rl, "Gulde for 
Applying the Risk Management Framework to Federal Information 
Systems: A Security Life Cycle Approach." The Census Bureau 
Information Technology Security Program Is reviewed annually by the 
Department of Commerce Office of the Chief Information Officer 
(CIO), as well as the Department of Commerce Office of Inspector 
General as part of the oversight responsibilities • 

. All Information and information systems are categorized In 
accordance with NIST FIPS 199, "Standards for Security 
Categorization of Federal Information and Information Systems," and 
NIST Special Publication 800-60r1, "Guide for Mapping Types of 
Information and Information Systems to Security Categories: (2 
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Volumes) - Volume 1: Gulde Volume 2: Appendices." Security 
controls and subsequent assessments are done based on the final 
categorization. 

Cloud providers must be approved for at least moderate level 
Information through the GSA Federal Risk and Authorization 
Management Program (FedRAMP) process prior to acquiring any 
services. The Census Bureau identifies, assesses and authorizes use 
based on the published FedRAMP results and an assessment of any 
Census Bureau ( customer provided) controls implemented to protect 
the Infrastructure and data. Security reporting on cloud providers is 
reported to the Department of Commerce on a regular basis under 
the Federal Information Security Management Act (FISMA) of 2014. 

B. Safeguards: 

i. Prevention of Misuse 

The Census Bureau hereby agrees to take appropriate action to 
penalize misuse, alteration, deletion or any other unauthorized 
access of U.S. passport data by Census Bureau personnel under the 
Foreign Affairs Manual and applicable civil and criminal laws and 
assure compliance with the protections provided by the Privacy Act. 

ii. Access Authorization and Controls 

a. Access Authorization 

i. CA and the Census Bureau will provide points of contact and will 
inform each other of the name and title of their respective 
Program Administrators, as outlined in Section 4. 

Ii. The Census Bureau will be responsible to prevent and/or detect 
unauthorized access to, or use of, the information contained In 
U.S. passport data by Census Bureau personnel and SSS 
researchers. 

b. Access Controls 

i. The Census Bureau will restrict access to aJI U.S. passport data 
to tlie minimum number of Individuals necessary. Those 
individuals granted access will have received the appropriate 
clearances required for all government (Including detallees) and 
contractor personnel accessing Census Bureau data and 
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ii. The Census Bureau Is responsible for the set up and 
maintenance of user accounts, regarding access to the data 
referenced In Section 3, subject to consultation with CA on 
requirements. Census Bureau personnel shall securely log onto 
the Census Bureau network prior to accessing the data described 
in Section 3. 

iii. Unauthorized Activity 

a. The Census Bureau and CA acknowledge that the term 
"unauthorized activity" Includes, but Is not limited to, 
unauthorized or accidental access, use, dissemination, disclosure, 
storage, or disposal of U.S. passport data. 

b. The Census Bureau acknowledges that it will be responsible for 
preventing, detecting, reporting, and responding to unauthorized 
activity by Census Bureau personnel, Including employees, 
contractors, and detailees from third party agencies, In 
accordance with the Privacy Act, other applicable federal 
guidance, and this MOU. · 

c. The Census Bureau will promptly take appropriate disciplinary or 
remedial action and immediately notify CA when it learns that 
unauthorized activity has occurred. 

d. The Census Bureau maintains a policy regarding the reporting of 
and response to losses of protected data In accordance with 0MB 
Memorandum M-17-12. Known or suspected losses of protected 
data must be reported within one (1) hour to the United States 
Computer Emergency Readiness Team (US CERT). 

e. The Census Bureau acknowledges Its requirement to report any 
suspected or confirmed data breach Involving CA's data to 
Diplomatic Security's Computer Incident Response Team (DS 
CIRT) at • RT@state.goy within one (1) hour of the detection of 
the breach. The Census Bureau shall also provide such 
Information immediately or not more than 24 hours to the Bureau 
of Consular Affairs, Fraud Prevention Programs, Consular Integrity 
Division (CA/FPP/CID) at Consularlntegrltv@state.gov and 
Passport Services, Office of Integrity and Internal Controls 
( CA/Pf'T /S/IIC) at AskPPTintemalControls@state.gov. 
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f. The Census Bureau undertakes to assist CA with investigation of 
potential unauthorized activity by Census Bureau personnel 
related to U.S. passport data. 

g. The Census Bureau will report to CA the final outcome of any 
Investigation of a breach or Improper disclosure of U.S. passport 
data by Census Bureau personnel, including disciplinary action 
taken against Census Bureau users who commit unauthorized 
activity or misuse of U.S. passport data In another manner. 

iv. Periodic Internal Inspections 

CA will conduct periodic safeguard reviews of Census Bureau's 
systems to assess whether security and confidentiality of U.S. 
passport data Is maintained In. accordance with the Privacy Act of 
1974, CA policies, and the safeguarding protocols and requirements 
outlined in the terms of this agreement. 

Periodic safeguard reviews will include: 

a. The assessment of the Census Bureau's location and other 
locations only by mutual agreement; 

b. The testf ng of controls for computer systems storing, processing, 
or transmitting U.S. passport data; 

c. A review of the Census Bureau's recordkeeplng, policies, and 
interviews of Census Bureau employees and SSS researchers to 
verify the use of Personally Identifiable Information (Pll) and 
assess the adequacy of procedures established to protect U.S. 
passport data. ' 

All on-site safeguard assessments will be collaborative efforts 
between CA and the Census Bureau to ensure compliance with this 
agreement and all relevant laws, regulations, and policies. Census 
Bureau will support timely mitigation of Identified risks and/or 
vulnerabilities. 

8. DATA TRANSMISSION, STORAGE, AND RETENTION 

A. Data Transmission 

In transmitting data under this MOU, the Census Bureau and CA will 
utilize mutually acceptable technical specifications and security protocols 
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as agreed by technical representatives of the Census Bureau and CA. 

i. Method of Transmission 

CA shall provide data to the Census Bureau through a Department of State-approved mechanism. This may Include use of secure and 
encrypted Department of State-approved external USB Hard Drive. 

II. Specified Data Elements 

CA will Initially transfer all available specified data elements of U.S. passport records from January 1, 1978, to September 30, 2019, by March 31, 2020. A second transfer with all available specified data 
elements of U.S. passport records from October 1, 2019, to March 31, 2020, will be completed by July 31, 2020. A final transfer of all 
available specified data from April 1, 2020, to July 31, 2020, will be completed by September 30, 2020. 

All specified data elements provided by CA are protected by Title 13 (including 13 u.s.c. § 9), the Privacy Act, 5 U.S.C. § 552a, et seq., and as outlined in this agreement, to include: 

1. First name 
2. Last name 
3. Middle name 
4. Aliases 
s. Passport number 
&. Passport type( s) 
7. Date of birth 
8. Sex 
9. Mailing address 
10. SSN 
11. Place of birth 
12. Country of birth 
13. Issuance date; and 
14. Expiration date. 

B. Records Storage 

The storage of U.S. passport data will be conducted in accordance with the provisions of 0MB Memorandum 06-16, CA policies, the 
safeguarding protocols described In Passport Records' SORN, State-26, and the requirements outlined In the terms of this agreement. This 
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shall include encryption of data at rest for any originally provided or 
linked data sets that include PII provided by CA. 

c. Records Retention 

To the extent permitted by law, all original source data received by the 
Census Bureau from CA will be destroyed two (2) years after receipt. 
CA data Integrated Into Census Bureau systems to support the projects 
listed In Attachment A will become Census Bureau records and 
retained Indefinitely. The Census Bureau shall provide proof of data 
destruction upon the completion of the data retention tlmeframe. 

Any revisions to the data retention timetable after the execution of 
this agreement will be stated In writing In an amendment to this 
agreement. The original U.S. passport data will be expunged from 
Census Bureau systems, so long as such expungement Is not 
inconsistent with federal records retention law. This complies with 
the Census Bureau's record retention schedule that states that the 
retention period for original files from outside sources will be 
destroyed when two (2) years old or as contract specifies. The 
Census Bureau agrees to notify CA within thirty (30) days of the 
completion of research if the purpose is completed before this 
aforementioned retention period. Upon such notice or at the end of 
the above-mentioned retention date, whichever occurs sooner, the 
Census Bureau will destroy such data or, if the retention schedule 
changes for any reason, the Census Bureau will notify CA. The 
Census Bureau acknowledges that stringent adherence to the 
aforementioned retention period Is required and that the Census 
Bureau shall ask CA for instructions under this paragraph if 
Instructions have not been received within thirty ( 30) days after the 
retention period ends. When the Census Bureau destroys the data, 
the Census Bureau agrees to certify the destruction of the files in 
writing within thirty {30) days of receiving CA instructions. A 
statement certifying this action must be sent to CA. The Census 
Bureau agrees that no data from U.S. passport records, or any 
parts thereof, shall be retained when the aforementioned files are 
destroyed unless authorization In writing for the retention of such 
files has been received from the point of contact as Identified In 
Section 4 of this agreement. 

The dissemination and use of publicly-released reports, articles, and 
other products derived in whole or in part from U.S. passport data will 
be restricted to the projects defined In Attachment A to the agreement 
and will not be discontinued due to the expiration or termination of 
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this agreement. Furthermore, the use of records with linkage 
identifiers and U.S. passport data linked to other data as part of the 
projects described in Attachment A will not be discontinued due to 
expiration of this agreement but will be limited to the authorized uses 
defined in Attachment A, as long as those uses remain legally valid as 
provided in Section 5 of this agreement. 

To promote organizational transparency, and in support of data 
discovery for current and future research projects, the Census Bureau 
posts non-sensitive, non-personally identifiable data documentation to 
public-facing websites. This documentation, such as a record layout or 
data dictionary, can include file descriptions, variable lists, variable 
labels, and valid values for each variable. 

9. NO THIRD-PARTY RIGHTS OR BENEFITS 

This MOU is not intended and should not be construed to create any right or 
benefit, substantive or procedural, enforceable at law or otherwise by any 
third party against the participants, their parent agencies, the United States, 
or the officers, employees, agents or other associated personnel thereof. 
The parties will seek to resolve any disputes regarding this agreement by 
mutual consultation. 

10. FUNDING 

This agreement does not obligate funds of either party to this agreement. 
Each party will assume its own costs, and if funding transfers are required, 
they will be executed through written amendment to this agreement. 

11. INTERPRETAnON AND SEVERABILITY 

Nothing in this MOU Is intended to conflict with current law or regulation. If 
a term of this agreement is Inconsistent with such authority, then that term 
shall be invalid to the extent of the inconsistency, but the remalnf ng terms 
and conditions of this MOU shall remain in full force and effect. 

12. ENTRY INTO FORCE 

This MOU, which consists of twelve (12) numbered Sections, will commence 
when signed by both parties. 

SENSmyE BUT UNClASSifIEP 
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APPROVALS 

On behalf of the Census Bureau, the undersigned individual hereby 
attests that he or she is authorized to enter Into this Agreemeht and 
agrees to all the terms specified herein. 

Chief, Economic Reimbursable Surveys Division 
U.S. Census Bureau 

, SE~ BUT~EIED 

(Date) 
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0n behalf of CA, the undersigned Individual hereby attests that he or 
she is authorized to enter into this Agreement and agrees to all the 
terms specified herein. 

Carl C. Risch 

Assistant Secretary 
Bureau of Consular Affairs 
U.S. Department of State 

SENSI11VE Bl{[ UNCLASSIFIED 

, t 3 ) 2020 
{Date) 
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Attachment A: Description of Approved Research Projects 

1. Evaluation and Improvement of Citizenship Information in 
Demographic Surveys and Censuses 

Under the authority of 13 U.S.C. §§ 6(a), 141, 181, 182, 193, and 
Executive Order 13880, the Census Bureau Is developing the capability to 
measure the citizen voting age population by race and ethnicity at the 
block level via linking citizenship Information from administrative records 
to Census mlcrodata flies. The Census Bureau hosts Social Security 
Administration (SSA) Numident and Internal Revenue Service (IRS) 
Individual Tax Payer Identification Number (mN) files containing 
citizenship Information that could potentially be used for this purpose. It 
Is unknown how quickly the SSA Numldent Is updated when persons are 
naturalized, however. The Census Bureau would like to Investigate the 
timeliness of the Numldent and IRS data by comparing them to other 
sources covering naturalized U.S. citizens and noncitizen U.S. residents. 
These other sources can also fill coverage gaps In the SSA (which does 
not contain citizenship status for those Individuals applying for an SSN 
prior to 1972) and IRS data (which does not contain citizenship status 
information for noncltizens who do not need to file an IRS tax return). 
The Census Bureau will conduct research and evaluations of data quality 
of our own household survey responses to the citizenship question with 
naturalization and noncltlzen resident administrative records. We will 
also conduct research that informs the Census Bureau's understanding of 
the relationship between citizenship and other core demographic and 
socioeconomic aspects of migration, labor markets, and household 
wellbeing using the enhanced citizenship categorizations developed under 
this project. 

2. Research, Testing and Operations for the 2020 Census 

Under the authority of 13 U.S.C. §§ 6(a), 141, 181, 182, 193, the Census 
Bureau Intends to test and use data from many sources, including public 
and private sources, to design and conduct the 2020 Census. The Census 
Bureau is using state program information, along with data from federal, 
state, and private sources to pursue the following four research initiatives 
leading to the integration of these data to augment or replace Census 
operations: 
A. validating and enhancing the Master Address File (MAF); 1 

1 Examples of possible census Bureau uses Include updating and evaluating the Master Address Ale. 

SENSmvE BUT UNCLASSIFIED 
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B. designing and assigning resources to carry out the 2020 Census;2 

c. undupllcating public, private, and census lists; and 
o. inputting missing data.3 

To determine the feasibility of incorporating the administrative records 
data into Census Bureau operations, the data will be explored using 2010 
decennial census data, Intercensal test data, and other Census Bureau 
household survey data to assess the quality and utility of household 
roster, location, and demographic characteristics data. Disagreement 
observed in content across sources will be analyzed to develop 
approaches such as modeling or business rules to resolve conflicting 
Information. Administrative records will be assessed to tabulate data at 
various levels of geography Including the housing unit, block, tract, and 
state levels. These tabulations will be compared to the 2010 Census, 
intercensal test data, and other Census Bureau household survey data to 
assess accuracy based on the level of aggregation. Research and testing 
Includes simulations with 2010 Census data, operational site test data, 
and other Census Bureau household survey data with the end goal of 
eventually Incorporating the data Into decennial census operations. 

2 Examples of possible data uses Include simulating a targeted address canvassing, modeling to detennlne data 
collection modes, modeling to predict self-response probablHtles, simulating non-response ronow-up designs, 
dlrecb!d advertising campaigns, and special enumeration operations planning. 
3 Examples of possible Census Bureeu uses Include Item Imputation and count Imputation using Information from a composite of public and private data sources. 

SENSIJIYE BUT UNCLASSIFIED 
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Attachment B: Administrative Records Requirements for U.S. 
Passport Data 

The Census Bureau seeks coverage of U.S. passport data starting as early 
January 1, 1978, and extending through March 31, 2020 (as well as · 
refreshes through July 31, 2020). Census Bureau understands and expects 
that receiving both applications and approvals as of a cut date may result in 
an application only as approval status may be pending as of the cut date. 

Reference Period: All records available before: 
July 31, 2020 --=--------= Man:dl 3 f; 2020 
July Ii!, 2020' 

--~-Se~ , r 36 2=0=1 ___ ,0.___ __ ~----
Arst name 
Last name 
Middle name 
Aliases 
Passport number 
Passport type 
Date of birth 
Sex 
Mailing address 
SSN 
Place of birth 
Country of birth 
Issuance date, and 
Expiration date ---~-Special Instruetlons: Please fnake sure that e data amd 
varrlable A~~ are cmnsiste,ht ftom 

rto 
Transfer Media: To be determined. 
Eormat: --~--::sM=cu===- ----~-~----, 
Documentation: · 1. Please Include the latest codebook 

(digital preferred), record layout, 
record count, and the name and 
telephone number of a technical 
advisor, If we should have questions. 

2. Include responses required in special 
instructions. 

OeliYeriy Meth8Cl1:=-~~-ilie be detemtne<t 
Mark Shipment: U.S. State Department - Passport Files 
Mailing Address for Please e-maH 
ShiRments: M)d)ael,A,BeiinlngOgepsys,gQY at the time 

SENSITIVE BUT UNCLASSIFIED 
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of stllP-ment. 
Census Bureau Technical Dave Sheppard 
Contact Person: Branch Chief, Data Quality Branch 

Economic Reimbursable Surveys Division 
US Census Bureau 
Office 301-763-9291 Room SK133 
Dav1d.W.Sheooard@censys.gov 

Censular Affairs Technical Prtya Uv,rn~r:1e 
Gontaet Person: AGtlng Branera eliltef,, Missloo PrN..W0n 

servtces BFalild1, er.ocJ1:1ct1an Sel'IVfce 
li>eslgn and Development DIVifslan 
Depo~nt j~ state, 8uteam of C8nsuJfr 
Affairs 
0:fflee 282--485-7'284 

'I I. 

SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
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MEMORANDUM OF UNDERSTANDING 
THROUGH WHICH 

THE U.S. CENSUS BUREAU IS ACQUIRING 
PRISONER DATA 

FROM THE FEDERAL BUREAU OF PRISONS 

Agreement No. 2064-FY20-NFE-0313.000 

1. PARTIES AND PURPOSE 

This Memorandum of Understanding establishes an agreement between the U.S. Census 
Bureau (Census Bureau) and the Federal Bureau of Prisons (BOP) for the acquisition of 
prisoner data In support of Executive Order 13880 - Collecting Information about 
Citizenship Status In Connection with the Decennial Census. Census Bureau Is working 
with Federal Agencies to obtain data to make estimates of the non-citizen population of 
the United States, Including the non-citizen voting age population of the United 
States. This agreement addresses data BOP would provide to the Census Bureau for 
those purposes. 

2. AUTHORITY 

The authority for the Census Bureau and the BOP to enter into this agreement is 13 
U.S.C. § 6, which permits the Census Bureau to access, by purchase or otherwise, 
Information to assist the Census Bureau In the performance of duties under Title 13, 
United States Code. 

The BOP is authorized to enter into this MOU pursuant to the Omnibus Crime Control 
and Safe Street Act of 1968, as amended, 34 U.S.C. § 10132, which allows BOP to enter 
Into agreements with other public agencies for the purpose of data collection and 
analysis. 

3. TERMS AND CONDITIONS 

Pursuant to this agreement, BOP, hereinafter referred to as "the program agency," will 
transfer prisoner records to the Census Bureau. All data that the program agency 
agrees to provide the Census Bureau remains confidential. To the extent provided by 
law, confidentiality of this data will be maintained under Title 13 U.S.C, Section 9, and 
the Privacy Act. To the extent provided by law, only Census Bureau staff and those 
Special Sworn Status ("SSS") researchers participating in the project will have access to 
the data. Access shall be limited to the minimum number of Individuals necessary. Any 
data, records, or other Information shared through this research agreement are 
protected from unauthorized disclosure and shall be used solely for statistical purposes 
and not for program or administrative enforcement. When the Census Bureau publicly 
releases Information related to this research, It may not be disclosed In individually
ldentlflable form that permits the Identification of any Individual respondents, 

1 
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businesses, organizations, or Institutions, and results will meet Census Bureau disclosure 
avoidance guidelines. The Census Bureau will link the prisoner data to census data, 
survey data and administrative records data. To the extent provided by law, the Census 
Bureau will recognize the program agency as the owner of the original data In the form 
that It Is delivered to the Census Bureau, prior to Its Integration with confidential Census 
data. The Census Bureau will use the linked data for research and operations to 
Improve data collection and record linkage methods for surveys and decennial censuses. 
The Census Bureau will also utilize the prisoner data to provide new and Improved 
estimates of population characteristics related to prisoners. 

a. The program agency agrees: 

I. To transfer to the Census Bureau via secure method such as Secure FIie 
Transfer Protocol (SFTP) or appropriately encrypted, FIPS 140-2 compliant 
CD-ROM or DVD-ROM, two sets of administrative data on prisoners held, 
as described In Attachment A: 

• Records of Inmates held by BOP up to September 28, 2019. These 
records will be transferred as soon as possible after signing of the 
MOU, but no later than December 31, 2019. 

• Records of Inmates held by BOP from September 29, 2019 to April 
1, 2020. These records will be transferred to the Census Bureau as 
soon as possible, but no later than July 31, 2020. 

II. To provide adequate documentation and support of transferred files for 
the Census Bureau to be able to Interpret the data for the uses permitted 
In this agreement; Including a record layout, record count, record length 
and data dictionary. 

Ill. To allow the Census Bureau to use Its record linking processes to assign, 
where possible, person and address Identifiers to each record In the 
program agency data. Record linkage Identifiers may not contain any 
prisoner data or direct Identifiers. 

Iv. To allow the Census Bureau staff and SSS researchers to use the prisoner 
data for the project listed in Attachment B or those approved In writing by 
both parties. 

b. The Census Bureau agrees: 

I. To the extent provided by law, to grant access to the prisoner data only to 
Census Bureau staff and SSS researchers only for the project listed In 
Attachment B or those approved In writing by both parties. 

2 
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4. CONTACTS 

The parties mutually agree the Census Bureau will appoint a designated "Custodian" of 
the flies who will, in a representative capacity, comply with all of the designated 
provisions of this agreement on behalf of the Census Bureau. This Includes observance 
of all conditions of use and the establishment and maintenance of security 
arrangements, as specified In the agreement to prevent unauthorized use. The parties 
mutually agree that the following named Individuals will be designated as points of 
contact for the agreement on behalf of the program agency and the Census Bureau, 
respectively: 

BOP PRIMARY POC 

Neal Langan 
Senior Soclal Science Research Analyst 
Office of Research and Evaluation 
400 First Street, N.W. 
Washington, D.C. 20524 
202-305-4122 
NLangan@bop.gov 

BOP ALTERNATE POC 

MIies D. Harer 
Director, Office of Research and Evaluation 
202-514-9654 
MHarer@bop.gov 

Census Bureau POC: 

Michael Berning 
Assistant Division Chief 
Economic Reimbursable Surveys Division (ERO) 
U.S. Census Bureau 
4600 Silver HIii Rd 
Washington, DC 20233 
301 763-2028 
mlchael.a.bemlng@census.gov 

The parties agree that If there Is a change regarding the Information In this section, the 
party making the change will notify the other party In writing of such change. 

5. DURAnON OF AGREEMENT, MODIFICATIONS AND TERMINAnON 

This agreement shall become effective upon the date of the last signature of the 
authorized officials for both parties. The agreement shall terminate three (3) years 
following the date on which It becomes effective. If, at the end of this period, the parties 
wish to continue the relationship, they must execute a new agreement. 

Notwithstanding all other provisions of this agreement, the Parties agree that: 

3 
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a. This agreement may be modified at any time by written mutual consent of both 
parties. 

b. Either party may terminate this agreement upon thirty (30) days written notice 
to the other party. 

6. DATA RETENTION 

The original data received from BOP will be retained by the Census Bureau for a 
maximum of two (2) years, after which Census will expunge the original data from Its 
systems, so long as expungement Is not inconsistent with Federal law. Any revisions to 
the data retention timetable after the execution of this agreement will be stated In 
writing in an amendment to this agreement. 

The dissemination and use of publicly-released reports, articles, and other products 
derived In whole or In part from the program agency data will not be discontinued due to 
the expiration or termination of this agreement. Regardless of this expiration, the use of 
records with linkage Identifiers and prisoner data linked to other data as part of the 
project described In Attachment B will not be discontinued due to expiration or 
termination of this agreement. 

To promote organizational transparency, and In support of data discovery for current 
and future research projects, the U.S. Census Bureau posts non-sensitive data 
documentation to public-facing websites. This documentation, such as a record layout 
or data dictionary, can Include file descriptions, variable lists, variable labels and valid 
values for each variable. The Census Bureau agrees not to disclose the record layout, 
variable lists, or variable labels for BOP datasets. 

7. RESOLUTION OF DISAGREEMENTS / CLAIMS 

Should disagreement arise on the Interpretation of the provisions of this agreement, or 
amendments and/or revisions thereto, that cannot be resolved at the operating level, 
the area(s) of disagreement shall be stated In writing by each party and presented to 
the other party for consideration. If agreement on Interpretation Is not reached within 
thirty (30) days, the parties shall forward the written presentation of the disagreement 
to respective higher officials for appropriate resolution. 

8. CONFIDENTIALITY 

A. IT Security Language 

The Census Bureau assumes an obligation to keep all data received from other federal 
and state agencies and commercial entitles In confidence and to use the data for 
statistical purposes only In accordance with the provisions of Title 13, United States 
Code. Upon receipt, all data acquired because of this agreement will be treated, at a 
minimum, at the appropriate risk level In accordance with the National Institute of 
Standards and Technology (NIST) Federal Information Processing Standards (FIPS) 200 
and Special Publication 800-60rl. 

4 
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The Census Bureau complies with all current NIST standards and publications In 
accordance with Title III of the E-Govemment Act of 2002 (PL 107-347). All systems are 
fully assessed against NIST Special Publication 800-53 Rev.4 "Recommended Security 
Controls for Federal Information Systems and Organizations, n as well as Special 
Publication 800-37 Rev.1 "Gulde for Applylng the Risk Management Framework to 
Federal Information Systems: A Security Life Cycle Approach." The Census Bureau IT 
Security Program Is reviewed annually by the Department of Commerce Office of the 
CIO as well as the Department of Commerce Office of Inspector General as part of the 
oversight responsibilities. 

All Information and Information systems are categorized In accordance with NIST FIPS 
199 "Standards for Security Categorization of Federal Information and Information 
Systems# and NIST Special Publication 800-60 Rev.1 "Gulde for Mapping Types of 
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1: 
Gulde Volume 2: Appendices. n Security controls and subsequent assessments are done 
based on the final categorization. 

Cloud providers must be approved for at least moderate level Information through the 
GSA Fed RAMP process prior to acquiring any services. Census Bureau Identifies, 
assesses and authorizes use based on the published Fed RAMP results and an 
assessment of any Census Bureau (customer provided) controls Implemented to protect 
the infrastructure and data. Security reporting on cloud providers Is reported to the 
Department of Commerce on a regular basis under FISMA. 

The Census Bureau maintains a policy regarding the reporting of and response to losses 
of protected data In accordance with 0MB Memorandum M-17-12. Known or suspected 
losses of protected data must be reported within one hour of Its discovery to the Bureau 
of the Census Computer Incident Response Team (BOC CIRT) who will report as required 
to the United States Computer Emergency Readiness Team (US CERT). 

With respect to the data provided pursuant to this agreement, Census Bureau will 
Immediately (or no later than within one hour of discovery) notify the BOP (202-514-
21049 Ext. 5 or 202-307-6667) In the event of any actual or suspected breach of such 
data (I.e., loss of control, compromise, unauthorized disclosure, access for an 
unauthorized purpose, or other unauthorized access, whether physical or electronic). If 
the data breach occurs outside of regular business hours and neither the BOP Chief 
Information Officer (CIO) nor the Chief Information Security Officer (CISO) can be 
reached, Census will call the DOJ Computer Emergency Readiness Team (DOJCERT) at 
1-866-US4-CERT (1-866-874 -2378) within one hour of discovery of the breach. 

B. Disclosure Language 

Title 13, Section 9 of the United States Code (U.S.C.) requires the Census Bureau to 
keep confidential and the Information collected from the public under the authority of 
Title 13. Section 214 of Title 13, U.S.C., and Sections 3551, 3559 and 3571 of Title 18, 
U.S.C., provide for the Imposition of penalties of up to five years In prison and/or up to 
$250,000.00 In fines for wrongful disclosure of confidential census Information. 

5 
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Disclosure avoidance Is the process for protecting the confidentiality of data, as required 
under Title 13 U.S.C. A disclosure of data occurs when someone can use published 
statistical Information to Identify and individual who has provided confidential 
Information under a pledge of confldentlallty. For data tabulations, the Census Bureau 
uses disclosure avoidance procedures to modify or remove the characteristics that put 
confidential Information at risk for disclosure. Although a published table may appear to 
show Information about a specific Individual, the Census Bureau has taken steps to 
disguise or suppress the original data, while making sure the results are still useful. The 
techniques used by the Census Bureau to protect confidentiality In tabulations vary, 
depending on the type of data. 

Noise Injection Is the Census Bureau's preferred disclosure avoidance technique. By 
policy, noise Injection Is to be applied to all data products that are reported with 
geographies smaller than a state. In cases when It Is not feasible to fully Implement 
noise Injection within the period of the contract, a transition plan for Implementing noise 
Injection or other provable privacy methods must be developed In coordination with the 
Census Bureau. Noise Injection may be required for mlcrodata releases, depending on 
the characteristics of the mlcrodata and the specific variables that are to be released. 
Data that cannot be publicly released may still be analyzed within the Federal Statistical 
Research Data Centers (FSRDCs) by Individuals who have Special Sworn Status; the 
results of such analyses must still go through a disclosure avoidance process prior to 
being publicly released. 

The parties understand that Title 13 confldentiallty protection and disclosure avoidance 
techniques apply to all work described in this agreement. The Census Bureau, who has 
the responsibility of carrying out that work, defines the disclosure avoidance methods. 
Accordingly, upon completion of the tabulation, the data produced must be reviewed by 
the Census Bureau to ensure that no Identifiable Title 13 data are or may be disclosed. 
Should the Census Bureau's Disclosure Review Board (ORB) determine that the 
requested statistical product does or reasonably could result In such disclosure, then the 
data product will be modified prior to approval for release to the party(les) of this 
agreement. The ORB must approve before a research product can be released to an 
Individual who does not have Special Sworn Status (SSS) and a need to know, or moved 
to a computer not approved for controlled data according to Census' existing policies and 
procedures. 

9. COMPUTER SECURITY REQUIREMENTS 

The Census Bureau shall: 

1. Process and store BOP data using a method consistent with government security and 
data encryption standards, Including the Federal Information Security Modernization 
Act of 2014 (FISMA), Pub. L. 113-283, 128 Stat. 3073 (Dec. 18, 2014); and, where 
appropriate, related Office of Management and Budget (0MB) circulars and 
memorandums, such as Circular A-130, Managing Information as a Strategic 
Resource, 81 FR 49689 (July. 28, 2016), National Institute of Science and 
Technology (NIST) directives; and the Federal Acquisition Regulations (FAR). These 
laws, directives, and regulations Include requirements for safeguarding Federal 
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Information systems and personally Identifiable Information (PII) used in Federal 
agency business processes, as well as related reporting requirements. Both agencies 
recognize that laY(s, regulations, NIST standards, and 0MB directives relating to the 
subject of this agreement and published subsequent to Its effective date must also 
be Implemented if mandated. 

FISMA requirements apply to all federal contractors, organizations or sources that 
possess or use Federal Information, or that operate, use or have access to Federal 
Information systems on behalf of an agency. The recipient agency Is responsible for 
oversight and compliance of their contractors and agents. BOP reserves the right to 
conduct onslte Inspections to monitor compliance with FISMA regulations during the 
lifetime of this agreement. 

2. Adhere to the !Imitations Imposed by the Privacy Act of 1974. The Census Bureau 
will only display the data provided pursuant to this agreement to Census Bureau 
personnel or contractor-employees with a "need to know," in accordance with the 
allowable disclosure authority specified earlier. 

3. Require a favorably adjudicated background Investigation for all personnel who have 
direct (administrative) access to BOP data. 

4. Prior to Initiation of any data exchange under this MOU and any time thereafter that 
the Census Bureau system where BOP data will reside Is re-certified and accredited, 
provide BOP with a written statement from Its agency security manager stating that 
Its network or other Interconnecting end system compiles with applicable federal 
mandates for system security authorization. 

5. BOP may suspend or terminate Its provision of data to the Census Bureau or access 
to the BOP's data file or data In the event of a security breach or data loss to the 
Census Bureau or connected systems. 

7 
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Attachment B: Description of Approved Research Project 

Project to use Administrative Records Data to Support Executive Order 13880 

The Census Bureau plans to use several administrative data sources of citizenship status 
In a statistical model that will produce a probability of being a U.S. citizen on April 1, 
2020 for each person In the 2020 Census. The citizenship probability will be used, 
together with age, race, ethnicity, and location Information from the 2020 Census, to 
produce Citizen Voting Age Population (CVAP) statistics. The objective of the project Is to 
determine the number of citizens and non-citizens In the country. 

Person records In each administrative and survey data source, Including the 2020 
Census, will be validated and assigned a unique person identifier, called a Protected 
Identification Key (PIK). The PIKs will be used to link each person's citizenship 
information to their 2020 Census record. The citizenship probability for persons In the 
2020 Census without PIKs will be estimated based on local area Information and the 
person's demographic characteristics, but not the person's citizenship, which makes the 
estimate much less accurate than If the person's citizenship Information were available. 
The validation process (called the Person Identification Validation System (PVS)) 
Involves comparing records to high-quality federal government sources (called reference 
files) using fields such as Social Security Number (SSN), name, date of birth, sex, and 
residential address. Currently the reference flies are limited to the Social Security 
Administration's (SSA's) Numldent file and the Internal Revenue Service's (IRS's) 
Individual Taxpayer Identification Number (mN) file. Several million U.S. residents have 
neither an SSN nor an mN, however. Thus, even If such a person's Information In an 
administrative or survey source Is accurate, It will not be found in the reference files, no 
PIK will be assigned, and the person's citizenship probability will be estimated without 
the benefit of Information about her/his citizenship status. Just because a person does 
not have, a PIK does not necessarily mean the person doesn't have an SSN or mN, 
however. Records often contain errors In personally identifiable information (PII), 
missing Information, or variants not seen In the reference flies (e.g., a name or address 
change), leading to a failure to validate. Thus, Imposing an assumption that all persons 
without PIKs are not U.S. citizens would lead to a significant underestimate of the 
number of citizens. 

Once citizenship data sources and the 2020 Census person file have been assigned PIKs, 
the citizenship data will be linked to the 2020 Census person file. A model will be 
estimated for each person with a PIK, using the most current citizenship status from 
each available citizenship source for the person, as well as the person's other 
demographic, household, and location Information as explanatory variables. The model 
will produce a citizenship probablllty for each person, which will then be combined with 
age, race, ethnicity, and location Information from the 2020 Census to produce the 
Citizen Voting Age Population (CVAP) statistics. 

Having more than one source of citizenship Information Is necessary, because no one 
source Is complete and up-to-date. The SSA Numldent contains citizenship status for 
most of the population. But the Information Is not always up-to-date for foreign-born 
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persons. Prior to the 1970's people were not required to provlc(e evidence of citizenship 
status when applying for an SSN. Thus, the citizenship status Is blank for many older 

people In the Numldent. Also, naturalized citizens are not required to notify SSA about 

their naturalization. Thus, a naturalized citizen's SSA record may Incorrectly say the 

person is not a citizen. 

Having Information about not only whether a person Is a U.S. citizen or not at a point in 

time, but also their country of origin, visa status, and how long they have been In that 

status, could help predict naturalization at a later date, because naturalization rates vary 

across countries of origin, visa statuses, and lengths of time In status. This would be 

useful for estimating the current citizenship status for persons with citizenship 

Information sometime In the past, but who lack current Information. 

Prior to producing citizenship statistics In the fall/winter of 2020-2021, the Census 

Bureau will do extensive testing of the citizenship models. Researchers will use past 

censuses and the American Community Survey (ACS) as person frames (In place of the 

2020 Census), together with citizenship Information from administrative sources In the 

same time periods. The testing will require historical data. 

The administrative records data will both expand the coverage of persons with 
citizenship Information In the 2020 Census and provide more up-to-date citizenship 

Information for those already covered by other sources, resulting In more accurate 

statistics about the U.S. citizen population. 

11 
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BOC lAA Nmnber: 0094-2016-NFE-0033 

lnteragency Agreement between the U.S. Census Bureau and U.S. 
Department of Health and Human Services 

0094-FYl 6-NFE-0033.001 

I. PURPOSE; 

The purpose of this no-cost agreement is for the Office of Family Assistance (OFA) of 
the Administration of the United States Department of Health and Human Services 
(HHS) to provide the United States Census Bureau (Census Bureau) with Temporacy 
Assistance for Needy Families (f ANF) recipient information. Under this agreement, 
HHS will transfer confidential T ANF information to the Census Bureau. In tum, the 
Census Bureau will return tabulated TANF data to HHS upon request that will help HHS 
develop better measures of poverty, inequality. the :receipt of government transfers, and 
the effects of state programs on a variety of outcomes. The Census Bureau will benefit 
by using the TANF data to improve its Title 13, U.S. Code (U.S.C.), authorized censuses 
and surveys. · 

This agreement constitutes the renewal of Interagency Agreement 0094-2011-NFE-
7S 15A 

II. BACKGROUND: 

The Census Bureau's Longitudinal Employer-Household Dynamics (LBHD) program 
combines federal and state administrative data on employers and employees with core 
Census Bureau ceosuses and surveys to deveJop new data products, to improve the 
quality and understanding of survey products, and to facilitate research on the state of the 
economy and the nation. The goal of the LEHO prognnn is to build a longitudinal 
natioDaJ frame of jobs with an associated data in&astructure to support rapid production 
of timely, rich n:sults. The present infrastructure includes the history and cbaracteristics 
for each worker and each employer covered under the state unemployment insurance 
wage record system for participating states. 

The Census Burean•s Demonstmtion of Administrative Records Improving Surveys 
(DARIS) research project analY7J=S direct and indirect uses of administrative data to 
enhance survey data collection, processing. and analysis. DARIS builds upon ten years 
of administrative data research projects benefitting State and federal Agencies including 
the Medicaid Undercount Project and Earned Income Participation Rate Project. The 
goal of the DARIS project is to improve survey frames, develop model-based edits and 
allocations, and evaluate data quality over time. The Census Bureau entered into these 
projects with collaborating agencies pursuant to the Census Bureau's authority under 13 
U.S.C., Section 8(b); no confidential Title 13, U.S.C. data were provided to the 
collaborating agencies. 

Both flllS and the Census Bureau would like to build on the successes of the LEHD and 
DARIS projects through national T ANF data analyses. Sharing data with the Census 
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Bureau will permit analyses of demographic characteristics and labor market outcomes of 
T ANF recipients. Understanding variations in participation across demographics and 
states will directly benefit state and federal program managers. Data sharing and analysis 
of linked files under this agreement are solely for statistical purposes, not for enforcement 
purposes. 

The T ANF data are and will remain confidential, whether in their original form or when 
commingled or linked under this agreement, as explained in Section IV. 

DI. LEGAL AU1}1ORITY: 

A. The Census Bureau is authorized to enter into this agreement pursuant to 
13 U.S.C., Section B(b ), which allows the Census Bureau to engage in joint 
statistical projects with Federal and State Agencies on matters of mutual interest, 
upon equitable apportionment of costs. Additional authority is provided by 
13 U.S.C., Section 6 which allows the Census Bureau to obtain information 
pertinent to the Census Bureau's Title 13 U.S.C. work from federal and State 
Agencies. 

B. HHS is authorized to enter into this agreement pursuant to 42 U.S.C., Sections 613 
and 614, which authorize the HHS to participate in resemch, evaluations, and 
national studies, particularly for the Census Bureau. Additional information can be 
found in the amended Systems of Record Notice, 09-90-0151; Federal Register 
Vol. 69, No. 11S, June 16, 2004. 

N. CONFIDENTIALITY: 

The T ANF data that HHS provides to the Census Bureau under this agreement are 
confidential under multiple federal Slallltes and regulations listed below: 

Medicaid, 42 U .S.C., Section 1396a (a)(7), 42 CFR Part 431.300-307; 
Temporary Assistance to Needy Famili~ 42 U.S.C., Section 602 (a) (1) (A) (iv); 
Supplemental Nutrition Assistance Program (SNAP), 7 U.S.C., Section 2020(e)(8). 
7 CFRPart 272.l(c); 

Social Secmity Act, 42 U.S.C., Section 1396(aXaX7) 
Social Sectlrity Administration Disclosure, 20 CFR Part 401; 
Childs~ 42 u.s.c .• Section 654(26); 
Public Assistance Programs (Public Welfare), 4S CFR Part 20S.SO; and 
U.S. Department of Labor Employment and Training Administration, 20 CFR Part 603. 

The continued confidentiality of data once acquired by the Census Bureau is guaranteed 
under 13 U.S.C., Section 9. The Census Bureau agrees that any infonnation shared under 
this agreement will remain confidential, that no data under this agreement will be 
disclosed in individually-identifiable foma, and that all uses will be solely for statisticaJ purposes and not for purposes of enforcement. 

2 
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Data transmitted to the Census Bmeau will become a part of the Census Bureau's 
Statistical Administrative Records System (StAR.S) and is covered under the Census 
Bureau's System of Records Notice COMMERCFJCENSUS-8, StARS. As such, these 
rcoords are subject to all requirements and conditions of the Privacy Act of 1974. 

To the extent authori7.ed by federal law: When the Census Bureau publicly releases 
information pursuant to this agreement_ it shall not identify any individual or business 
entity and all results will have met the Census Bureau disclosure avoidance guidelines. 
Full Title 13 confidentiality is provided to protect the identities of individuals in all items 
derived from program data until the data are destroyed. The Census Bun:au agn:es to 
allow data providers the ability to verify that findings, listings, information derived, or 
any combination of data extracted or derived from the program data properly protects the 
identities of individuals according to the standards applicable to Title 13 data. 

Both parties acknowledge tbel substantial penalties exist for wrongful disclosure of 
TANF information provided under this agreement: 

A. Unauthorized disclosure of the infonuation provided under this agreement may 
violate the terms of 13 U.S.C., Section 9; 42 U.S.C., Section 1306; S U.S.C., 
Section 552a; and 44 U.S.C., Section 3501. In the event of inconsistency, 1he 
parties agree that 1he most restrictive provisions of these statutes will apply in 
determining what constitutes an unauthorized disclosure. 

B. The penalties stipulated for wrongful disclosure in 13 U.S.C., Section 214; 42 
U.S.C., Section 1306; S U.S.C., Section SS2a; and 44 U.S.C., Section 3S01 may 
include imprisonment for up to five years, a fine, or both. 

C. Knowingly and willfully disclosing or obtaining records(s) under false pretenses 
may also violate provisions of 5 U.S.C., Section S52&, resulting in penalty. 
Taking or converting records(s) to one's own use or m:eiving the file(s) knowing 
they were stolen or converted may violate 18 U .S.C., Section 641, resulting in 
penalty. 

By signing this agreement, the Census Bureau agrees to abide by all provisions set out in 
this agreement for protection of all information contained in the data file(s) specified in 
Section VI and acknowledges having received notice of potential criminal, 
administrative, or civil penalties for violation of the applicable laws supporting 1he terms 
of the agreement. 

V. SCOPE OF THE WORK: 

Under this agreement, the Census Bureau will link the T ANF data with o1her records at 
the Census Bureau, including but not limited to data from the Longitudinal Employer
Household Dynamics (LEHO) dambase, State Unemployment Insurance Wage records, 
and survey data including the Survey of Income and Program Participation (SIPP}, the 
Current Population Survey (CPSi and the American Community Survey (ACS). 

3 
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This lilkage will be accoiq,lished using a unique 1i1k.age identifier called a Protected ldentitkation Key (PIK). After the PIK process, direct idcttifiers will be separated 'from the !need files. Processing to assign a PIK to each person record involves matching us~ name, address, sex. date ofbi1h, and Socia) Security Number (SSN) data, as available. The valilatim and P1K process is robust and has been used by other iltemal and external Cemus Bureau research projects. Only Census Bureau staff conducting the record !Ekage will have access to files with the direct iientifiers, am access to the PIK'ed files will be linted to those with a need to know. 

Research projects exploring whe1her the administrative records represert the same ildividuals in survey or census houset.>lds IIBY need access to name data. Such access wouli only be granted through approval by the Censu; Bureau Data Stewardship Execwve Policy Conmaee. Researohers would not have access to Social SectrlY Nwnbers. 

The Census Btreau benefts it that it will use these lied data to inprove the quality of the censuses and surveys that t condoots. The data comtiled in the lilked files are to be used only for the st:amtical projects descrbed in the Atmcbmert A. New projects may be ntiated in wriing to HHS and the Cemus Bureau Dafa Custodim ior review am written approval by both agencies throughout the tenn of this agreemcrt. New projects must ilclude a descripfun of the project, Ttk: 13 benefits to the Census Bureau, aol the speci& individuals woo Will be iwolved in the research. AD new projects and any m>difications, expansiom, or enhancemmts to exming projects that are approved will be subject to aD of the terns and conditons oftlm agreemem. 

HHS wiB benefit in that the Cemm Bureau will produce tabulated TANF data that can be used by HHS to improve p~ admnistration tor the TANF programs. 

VI. RESPONSIBILITIES OF TI-IE PARTIES: 

A. 1be Cemus Bureau agrees: 
1. The Census Bureau staff may access the TANF data, in original funn or when cormutgled or integrated, only for approved projects. 

2. The Census Bureau will be pennitted access to the SSN of all adult TANF 
recipients fur 20151hrough 2020, and subsequent years as they become available and comwed use of2000 and 2002-2014 data. 

3. The Censu, Bureau will provxie progress reports to HHS on these projects annually. New project proposa5 or extensions of cmrent research will be proviied to HHS in these progress reports. HHS concurrence is required pri>r to the use of lilked data ior new projects. 

4. The Census Bureau may irtegrate the TANF data into the Census LEHD 
microdata. The Census Bureau will retain the iJtegrated TANF data wxier thi; 

4 
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agreement indefinitely. By delivering TANF data, HHS gives the Censt.5 Bureau 
the right to retain and use the data files indefinitely. Once data are entered into 
the Census Bt.reau administrative data system and joined to microdata fiom other 
sources, all records are consilered to be Title 13 data. 

5. Selected tabuJati>ns deve.,ped in the project from the 1111tched survey and 
admilistrative data files may be requested by HHS for evah.iaoon of TANF 
participation and transfons. Such tabulations will be aggregated sufficiently to 
guarantee swvey respondent and TANF participant confidentiality. 

6. All Census Bureau research reports made possible usi,g data fiom this project 
will be prowled to HHS. At the complefun of the project, the Census Bureau 
will deliver a summary of project outputs ind.Id ing reports. articles, and 
conference presentati>ns to m-1s. 

7. All data, records, data elements, and any other intonnation collected, gathered, 
obtained, or otherwise received by the Census Btreau under this agreement shall 
be protected from unauthorm:d disclosure. All infonnation regarding recipients 
is confidentia~ and the Census Bureau shall tolbw the appropriate requiremenlS 
to rmi'ltain the confidentiality of infi:>nna.tion concerning TANF recipients. Any 
violations ofthis provision orthe provisions ofthe rederal statutes listed above 
shall be considered cause fur immediate tennination of the data shamg 
agreement. 

8. Data acquired under this agreemert RBY be accessed in the Census Bureau's 
Research Data Centers (RDCs) using the Census Bureau's standard data 
protection processes. Access to the anonym~d analyti;:a l data files covered by 

this agreement shaD be limited to the minimum number of individuals necessary 
to achieve the purpose stated in thl; secfun and will ilchxle Title 13, U.S.C .• 
Section 23(c) Special Sworn Statm (SSS) researchers parti:.,ating in the project 
at Census Bureau RDCs. 

B. HHS agrees: 

t. To prepare and iorward TAN F data (2015 dwough 2020) to the Census Bw-eau, 
on CD ROM that is FIPS 140-2 cofl1)fiant (i.e., encrypted and password protected 
CD ROM) via Private Courer Service (e.g., FedEx, UPS). The password will be 
verbally relayed to the Census Bureau Point of Contact 

2. To prepare and forward subsequent years ofTANF data to the Census Bureau as 
they become available via Secure File Transicr Protocol (SFTP) and assigning a 
user ID and password. 

3. To provile ASCII record layouts and record cowJts ofTANF data.(2015 through 
2020) and data dicfunaries with the initial and sli>sequent years of delivery 
(Attachrrent B). 

5 
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4. When the Census Btu-eau sends HHS pre•publication copies of pubbfom, reports, or other documents that contain summaries or aggregations, HHS agrees to review and provide comments and clearance or rejection within thity (30) days. If no response is received ~n tbs perod, the Census Bureau shall send 
a reminder noti:e. If no response is received within three (3) business days, HHS will be deemed to hive approved the publication am/or distri>ution to persons outside of a~rized staff under this agreement. 

VII. DURATION AND FUNDING: 

This agreement is eflective on May 14, 2016 and has a tetm of five years; however, if at the end of five years, the parti::s wish to renew the agreemmt, they should execute a new agreement signed by appropriate agcT¥:y officials. 

11m agreement 1TIJSt be i>rmally reviewed whenever a Federal stab.£ is enacted that materially a.fleets the substance of the agreement The review will be conducted by the Cemus Bmeau Associate Oi'ector and at the Director level at HHS. The result of the review will be a decision agreed to by both agencies to continue the agreeirent 
unchanged, ametd the agreement, or cancel the agreement. Any amendtrmts to the agreement wiD requre the review a.rd approval at the Dicector level at HHS and the Associate Director level at the Census Bw-eatL 

'Ile costs of this agreermmt are equmbly apportioned between the parties to tm; 
agreemmt. No finis will be tramierred as a result of dm agreement between IlliS and the c~ Bureau; oowever, the parties believe that their contributions are roughly equivakmt The vahJe of the Cemus Bureau analysis to produce a research report is approximately $60,000. Oda- agencies face an average cost of $75,000 to deliver admius1rative data extracts to the Cens11:; Bureau. The Census Bureau's estimated pen:entage of total ~km costs of ttm project are 45% and HHS's estinated percentage total of in-km costs of tbs project are 55%. 

'fhE agreenx,nt rmy be termiiated by either agency 14100 a 30•day advaooe written noti:e. 

VIII. DATA MANAGEMENT ANDSECUR11Y: 

'Ile Cemll! Bureau assumes an ob~ion to keep all data received ftom other agencies it confilence and to ~ the data fur statstical purposes only in accordance with the prowims of Title 13, United States Code. Upon rece~ an data acqui'ed as a result of tlm neragency agreemert will be treated as if they hive, at a milimum, Title 13 protection 

The Census Bureau complies with all current NIST standards and pubbtions in accordm:e with Tlt1e Ill of the E-Govemment Act of 2002 (PL I 07•347). AB systerm are fully assessed against NIST Special Publication 800-53r3 "Recommended Security 
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Controls/or Federal Information Systems and Organi::ations,,. as well as Special 
Publication 800-37rl ·'Guide for ,1pp(vhzg Jlze Risk Management Framework Jo Federal 
Information Systems: A SeC"urity Life Cycle Approach.'' The Cemus Bureau IT Seclrly 
Program is reviewed annually by the Department ofCommeroe Office of the CIO as well 
as the Department of Commerce Office of Inspector General as part of the oversight 
responsibilities. 

All inimration and information system~ are catcgorm:d in accordance wth NIST FIPS 
l 99 "'Standards for Secw-ily Categorization of Federal Information and informal ion 
Systems" and N 1ST Special Pub6cation 800-60 "Guide for Mapping Types of 
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1: 
Guide Volume 2: Appendices-... Security controls and subsequent assessmeris are done 
based on the filal categorization. 

The Cemus Bureau maintains a policy regardilg the reporting of and respome to losses 
ofprotected data i, accordance wth 0MB Mennrandum 6-l9and M-07-16. Known or 
suspected losses of protected da1a are reported within one hour to the US CERT. Ooce 
the Census Ekreau becomes aware of a known breach of HHS/Center R>r" Medi:are & 
Medicaid Services (CMS)/ Assistant Secretary fi>r Planning and Evaluation 
(ASPE) data, the Census Bt.reau wiD contact the identified HHS/CMS/ASPE contacts to 
discws the actions and potential re~ies in regards to the incident. 

IX. DATA CUSTODIAN: 

The parties nuually agree that the Census Bureau will appoint a designated "Custodian·• 
of the files, who wa~ in a representative capacity, comply with all of the designated 
provisions of this agrcetD:rt on behalf of the Census Bureau. including observance of 
condoms of use and establishment and maintenance of sectrity arrangements as 
specified in the agreement to prevent unauthorm:d use. 
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X. POINTOFCONTACT: 

The parties Dl.lbJally agree that the folbwing named individuals wm be designated as 
poirts of contact i>r the a~mert on behalf of HJ IS and the Census Bureau: 

HHS Poit ofContact: 
Sman Golonka 
Deputy Director 
Office of Family Assmance 
Administration fur Children and Families 
Department of Health and Hlm8D Services 
330 C St SW, Washington, D.C. 20201 
Sman.Golonka@acf.hhs.gov 
(202) 401-4731 

Census Bureau Pon of Contact: 
Mi:hael Berning 
Asssm Center Chief; Operations 
Center fur Administrative Records 
Research and Applications (CARRA) 
U.S. Census Bureau 
4600 Silver Hill Road, SK J 23 
Washington DC 20233 
{301) 763-2028 
MichaeLA.Berning@census.gov 

XI. DISPUTE RESOLUTION: 

Nothing in this agreement is intended to conflict with current Cemus Bll'eau or l-IllS 
di'ectives. If the terms ofthii agreement are inconsistent with exming di'ectives of 
ether party, then those portions of this agreement \\lloob are detennined to be 
ilConsist.ent shall be invalid, but the rermining teffllS and condoons not aflccb:d by the ilcomist.ency shall remain it full force and effect. At the first opportlllity i>r revi:w of 
the &g1eement, all necessary changes will be accoTr4>1ished dher by an amendmert to 
tie; agreement or by entering no a new agreement, wtoohever is deemed expedient to 
the interest of both partEs. 

Dspties shall be resolved pursuant to appli:abk: provisi>ns of the Bminess Rub tor 
Intragovemmental Transacmns delineated in die Treasury Fnmcial Maooa~ Vol l, 
Bulletin 2007-03, Sectbn VU {Resolving bvagovemmental Disputes and Major 
Differences). 

8 
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XII. SIGNATIJRES: 

On behalf of the Census Bureau.. the undersigned i~ividual hereby attests that he or she 
is al1hori7.ed to enter into this agreement and agrees to all the terms specified hereil. 

Ron Jarmin (Date) 
Assistant Associate Diector for Research and Methodology 

On behalf of HHS, the undersigned individual hereby attes1s that he or she is authorized 
to enter ilto Om agreement and agrees to an the terms specified herein. 

~~ 
Susan Golonka 
Deputy Director 
Office of Family Assistance 

J/J 1~016 
'{date) 
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Attactment A Census Bureau's Description of Approved Projects 

t. Longitudinal Employer-Household Dynamics (LEIID) Analysis 

The LEHD program combines data ftom the Ecooomi: Drectorate with that of the Dermgraphic Directorate by means of linking admimtrative, censm, and survey records tor miviluals and businesses. This project has finked TANF data for akmst all states for 2000 aoo 2002-2006to data \ECd in the LEI-ID program 11m project will use etJ1>loyer data, l.Ulemployment murance wage data, and th., person characteristics based on modeled and SSA N wnkient data to track employment and wage ow:omes tor those who have received TANF. Linked TANF data for dm project are covered under the Census Bureau's System of Record No&e (SORN) CENSUS-9, Longaudinal F.npbyerHousehold Dynamics System, as weD as under the Cemus Bureau's SORN CENSUS-8, Statistical Administrative Records System 

Of particular interest to tlm project are individmls who left TANF, especia.Dy their derrographic and empbyment chu'actermi:s. Some characteristics may be coJ11)81"Cd to those who continue to receive benefits or a rerere~ group of individuals who never received TANF. This project may analyze et11)loymert and~ outcomes of individuals who left TANF. 'These analyses will be based on merging data on TANF recipients to Unen-.,loymem lnsurance (UI) wage data. We may examine quarterly and annual measures, such as the percent of leavers emphyed and fi.rz.2ed median ~-

The planned output is Wllended to ibcus on results pooled across III.lit., le states. Statistics using sub-gro14)ings of states may be ~bled, if appropriate. Any state-speci& results would require approval of 1he states in question. 

Benefits to Census Bureau: 
1'lm research program will expbre the potential fur using administrative records to inprove economic and demogJ'8pbic ceffiUSes, surveys, and itercemal popufati:>n estimates. As part of the research, TANF data may be iicluded in our research database called the Longmdinal ~loyer Household Dynam~s Database. The goal is to devebp optinal combinations of admimtrative record file iroorrmtion based on data accuracy, tireliness, and availability. 

Benefits to HHS: 
The LEHO teasi>ility ana1ysi9 has been developed Mb cooperation offfifS staff to ensure that stamti:al prodtm use appropriate trethodologies. 

2. Evaluation and Improvement of Demographic Sunreys Using TANF Admhmtra tive Records 

The Censm Bureau administers muliple household surveys that collect data on the _partk:.,ation in TANF and puboo assistance programs. This project will evaluate the 

to 
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quality of these data and propose rmdifications to survey insmJJronts that will improve 
the quality of future data collections. 

The project will focus on evaluating and U11>l"OVing the TANF coverage in the American 
Commmity Survey (ACS), the Cw-rent Population Survey (CPS), and the Survey of 
Income and Program Part~ipation (SIPP). In the case of SIPP. tlm evaluation will 
intorm the redesign of the SIPP sU1Vey instrument that is cw,-ently tmderway. The 
project will use the complete set of administrative records to consner coverage issues 
and distributional comparisons. The project will me linked survey and administrative 
records to COIJ1)are details of program parti:ipation and to study patterns of non
respome. 

Benefits to Census Bureatr This project wiD evaluate the quality ofCenmis Bureau 
survey data and potential to improve survey instruments fur Census Bmeau dermgraphic 
StrVeys. 

Benefits to HHS: This project will irr,,,rove the usefulness of Census Bureau survey data 
for the administration ofTANF programs by assessing and D11)roving the accumcy of the 
survey data on the detaik of parti:ipation in these programs. 

3. Enhance Record Linkage Methods 

Census will iq>rove our person validation and record linkage methods by processing the 
TANF data and using it in linked record analyses. 1hese data will provide a valuable 
new source of ilfonna.ti:>n on the low income population. This population is hard to 
count, which could lead to them being underrepresented il surveys and enwnerations. 

The abiliy to match administrative records fiom a variety of providers reveals 
inronmtion about the relative quality and coverage of source data. 

Benefits to Census Bureau: Data will allow us to develop ard evah.iate trends in match 
rates among persons in admnistrative record files. Census m1y also be able to evamte 
how differences i1 m1tch rates between states are attributable to data collection 
differences or in discrepancies in the Census Bureau linkage system, and measure the 
impact on survey and census amlyses. 

Benefits to HHS: 'Thie; project will provide itformation about the coverage and quality of 
Census Bweau survey frames and responses, and will lead to improvements in survey 
estimates of persons in social welfilre programs. 

4. Resean:b, Testing and Operations for the 2020 Census 

The Censm Bureau intends to test and use data fioot many sources, ix:luding pub!£ and 
private sources., to design and condl.K:t the 2020 Censi.5. The Census Bureau is using 
state program infunnation, along with data from fuderaL state, and private sources to 

)l 
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pw-suc the tolbwing mLD' research inliatives leading to the iltcgration of tR:se data to augment or replace Census operati>ns: 
A. validating am e~ing the Master Address File (MAF); 1 

B. designing and ~~ing resources to carry out the 2020 Census;2 

C. wxlupli;ating publi:, private, and census fsts; and 
D. imputing ~ing data. 3 

To detennine the reasibility of n:orporating the administrative records data i1to CenslB operafum, the data will be expbred usi,g 2010 decennial cemm ~ta and itercensal test data to ~ the quality and utillty of household roster, locafun, and demographic charactermics data. Disagreement observed in conteft across sources Will be analymd to develop approaches such as modeling or busn::ss rules to resolve confti}ting infonnati>n. Administrative records will be assessed to tabulate data at vari:>us levels of geography including the housing unit, block, tract, and state level9. These tabulatiom will be compared to the 2010 Census and intercensal test data to assess accll'3Cy based on the level of aggregation. Research and testing includes simulatims with 2010 Census data as well as tming these data in in operational site tests wth the em ~ of eventually incoq:>orating the data into decennial census operations. 

Benefits to the Census Bureau: Dam will alklw inprovemerts to data qua&y and mrthods to collect, measure and tabulate persons arxl hommg unis. Use of the T ANF data will allow Census to model outreach arxl enumeration efforts i>r the hard-to-reach low ixorne population. Use of the TANF data will enhance the race and ethnicity analyses and inputations needed ii census data. The project will use 11-e TANF data abng ~ other fi:deral, state, and conmercial sources to devebp statistical ~thods including trodels to support census operations. 

Benefits to HHS: Data will alhw uq,rovcments to dccemial census data qualiy. Accurate decermial cel'ISIE popuJation and housing unit counts are cruaJ inpm to Census Bureau surveys and statktical prodoos. The populafun colm and charactermks fi>rm 1he basis for all survey weighting methods. The romilg unit fi-ame, or Master Address File, is llled for address-based samplng fur the major derrographic SLB"Veys. As a user of pub&: use and internal survey files (hough tbs joint statistcal project), HHS will beneft fiom ming iarnes and weiglis that albw samples to represent the U.S. population. 

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address Rle. 
2 Examples of possible data uses Include sim~ating a Iii rgeted actiresscanvassing, modeling to determine data collection modes, modeling to predict self-response probabilities, simulating non-response follow-up designs, directed advertising campaigns, and special enumeration operations planning. 3 Examples of possible Census Bureau uses lndude Item imputak>n and count impt.tatic>n using Information from a composite of public and private data sources. 
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Family Record 
FlPS CODE 
RPT MONTH YEAR 
CASE NUMBER 
REGION_CODE 
COUNTY FIPS CODE 
STRATIJM 
ZIP CODE 
FUNDING STREAM 
DISPOSITION 
NEW APPLICANT 
NBR FAMILY MEMBERS 
FAMILY TYPE 
RECEIVES SUB HOUSING 
RECEIVES MED ASSISTANCE 
RECEIVES FOOD STAMPS 
AMT FOOD STAMP ASSISTANCE 
RECEIVES SUB CC 
AMT SUB CC 
CHILD SUPPORT AMT 
FAMILY CASH RESOURCES 
CASH AMOUNT 
NBR MONTIIS 
CC AMOUNT 
CHILDREN COVERED 
CC NBR MONTIIS 
TRANSP AMOUNT 
TRANSP NBR MONTHS 
TRANSITION SERVICES AMOUNT 
TRANSITION NBR MONTHS 
011-IER AMOUNT 
OTHER N BR MONTIIS 
SANC REDUCTION AMT 
WORK REQ SANCTION 
FAMILY SANC ADULT 
SANC TEEN PARENT 
NON COOPERATION_CSE 
FAILURE TO COMPLY 
OTHER SANCTION 
RECOUPMENT PRIOR OVRPMT 
OTHER TOTAL REDUCTIONS 
FAMILY CAP 

Attachment B- Variable List 

Adult Record 
FlPS CODE 
RPT MONlH YEAR 
CASE NUMBER 
FAMILY AFFILIATION 
NONCUSTODIAL PAR.b""NT 
DA TE OF BIRTH 
SSN 
RACE HISPANIC 
RACE AMER INDIAN 
RACE ASIAN 
RACE BLACK 
RACE HAWAIIAN 
RACE WHITE 
Gh'NDER 
FED OASDl PROGRAM 
FED DISABILITY STATUS 
DISABLED TITLE XIV APDT 
AID AGED BLIND 
RECEIVE SSI 
MARITAL STATUS 
RELATIONSHIP HOH 
PARENT MINOR CHILD 
NEEDS PREGNANT_WOMAN 
EDUCATION LEVEL 
CITIZENSHIP STATUS 
COOPERATION CHILD SUPPORT 
MONTIIS FED TIME LIMIT 
MON1l-lS STATE TIME LIMIT 
CURRENT MONTH STATE EXEMPT 
EMPLOYMENT STATUS 
WORK ELIGIBLE INDICA 10R 
WORK PART STATIJS 
UNSUB EMPLOYMENT 
SUB PRIVATE EMPLOYMENT 
SUB PUBLIC EMPLOYMENT 
WORK EXPERIENCE_HOP 
WORK_EXPERIENCE EA 
WORK EXPERIENCE HOL 
OJT 
JOB SEARCH HOP 
JOB SEARCH EA 

13 
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Family Record Adult Record 
REDUCTIONS ON RECEIPTS JOB SFARCH HOL 
011-IER NON SANCTION COMM SERVICES HOP WAIVER EV AL CONTROL GRPS COMM SERVICES EA 
F AMCL Y EXEMPT TIME LIMITS COMM SERVICES HOL 
FAMILY NEW CHJLD VOCATIONAL ED TRAINING HOP 

VOCATIONAL ED_TRAINING EA 
VOCATIONAL ED TRAINING HOL 
JOB SKILLS TRAINING HOP 
JOB_SKILlS TRAINING FA 
JOB SKILLS TRAINING HOL 
ED NO HIGH SCHOOL DIPL HOP 
ED NO HIGH SCHOOL DlPL EA 
ED NO HIGH SCHOOL DIPL HOL 
SCHOOL ATIENDENCE FA 
SCHOOL ATIEN'DENCE HOL 
PROVIDE CC HOP 
PROVIDE CC EA 
PROVIDE CC HOL 
OTHER WORK ACTIVITIF.S 
DEEMED HOURS FOR OVERALL 
DF.EMED HOURS FOR TWO PARENT 
EARNS) INCOME 
UNFARNED INCOME TAX CREDIT 
UNFARNED SOCIAL SF.CURllY 
UNFARNFD SSI 
UNEARNFD WORKERS COMP 
OllfFR UNFARNED INCOME 

Child Reconl 
FIPS CODE 
RPT MONIB YEAR 
CASE NUMBER 
FAMILY AFFILIATION 
DA TE OF BIRTH 
SSN 
RACE HlSPANIC 
RACE AMER INDIAN 
RACE ASIAN 
RACE BIACK 
RACE HAWAIIAN 
RACE WHITE 
GENDER 

14 
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RECEIVE NONSSA BENEFITS 
RECEIVE SSJ 
RELATIONSHIP HOH 
PARENT MINOR CHILD 
EDUCATION LEVEL 
CITIZENSHIP STATUS 
UNF.ARNED SSI 
OTI-IER UNEARNED INCOME 

15 



MEMORANDUM OF UNDERSTANDING

Page 276 of 430



MEMORANDUM OF UNDERSTANDING

Page 277 of 430

MODIFICATION NO. 1 

TO THE MEMORANDUM OF AGREEMENT (MOA) BElWEEN 

THE BUREAU OF THE CENSUS AND THE FEDERAL BUREAU OF PRISONS 

0094.-FYlS-NFE-0018.001 

This document constitutes an amendment to Agreement No. 0094-FYlS-NFE-0018 between the 

Research and Methodology Directorate U.S. Census Bureau (Census Bureau) and the Bureau of 

Prisons beginning October 9th, 2015 and will terminate September 1st, 2020. The amendment (I) 

documents the parties' agreement to expand the scope of the joint project to Include additional 

statistical research on household resources and household characteristics and (II) reflects that the 

BOP will provide additional data to facilitate this additional research and Census will maintain the 

confidentiality of such data. The purpose of the amendment Is to: 

Add the following In section 2: 

The Census Bureau Data Stewardship Executive Policy (DSEP) Committee approves the'linklng 

of Census Bureau Longitudinal Employer-Household Dynamics (LEHO) data (pending data 

provider approval) and IRS mlcrodata (pending data provider approval) with Federal Bureau 

of Investigation (FBI) arrest data and Bureau of Prisons Corrections data. This data will be 

used to Investigate the relationship between employment and return to Incarceration. 

DSEP has also approved a sub-project that would link Census American Community Survey 

(ACS) data with BOP Corrections data to examine Income reporting of federal prisoners. The 

data for this sub-project would only be available to Census researchers. 

Replace 3. CONFIDENTIALITY OF DATA PROTECTION OF HUMAN RESEARCH SUBJECTS with the 

following: 

BOP: All data analyzed under this MOU are subject to the privacy and confidentiality 

requirements of section 812 of the Omnibus Crime Control and Safe Streets Act of 1968 as 

amended ("Omnibus"), codified at 42 U.S.C. § 3789g. The federal regulations Implementing 

the privacy and confidentiality requirements of section 812 of Omnibus are found at 28 C.F.R. 

Part 22. The collection and use of data by BOP (and Its agents) are governed In part by 

Section 304 of Omnibus, codified at 42 u.s.c. § 3735. 

All provisions of this agreement are subject to the requirements of 28 C.F.R. Part 46 regarding 

the protection of human subjects. 

Census Bureau: The Census Bureau assumes an obligation to keep all data received from 

other federal and state agencies and commercial entitles In confidence and to use the data 

for statistical purposes only In accordance with the provisions of Tltle 13, United States Code. 

Upon receipt, all data acquired as a result of this MOA will be treated as If they have, at a 

minimum, protection at the appropriate risk level In accordance with the National Institute of 

Standards and Technology (NIST) Federal Information Processing Standards (FIPS) 200 and 

Special Publication 800-60r1. 

The Census Bureau complies with all current NIST standards and publications In accordance 

with Title III of the E-Govemment Act of 2002 (PL 107-347). All systems are fully assessed 

against NIST Special Publication B00-53r4 "Recommended Security Controls for Federal 

Information Systems and Organizations," as well as Special Publication 800-37r1 "Gulde for 

1 
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Applying the Risk Management Framework to Federal Information Systems: A Security Life Cycle Approach.n The Census Bureau IT Security Program Is reviewed annually by the Department of Commerce Office of the CIO as well as the Department of Commerce Office of Inspector General as part of the oversight responslbllltles. 

All Information and Information systems are categorized In accordance with NIST FIPS 199 "Standards for Security Categorization of Federal Information and Information Systemsn and NIST Special Publication 800-60r1 "Gulde for Mapping Types of Information and Information Systems to Security Categories: (2 Volumes) - Volume 1: Gulde Volume 2: Appendlces.n Security controls and subsequent assessments are done based on the final categorization. 
Cloud providers must be approved for at least moderate level Information through the GSA FedRAMP process prior to acquiring any services. Census Bureau Identifies, assesses and authorizes use based on the published FedRAMP results and an assessment of any Census Bureau (customer provided) controls Implemented to protect the Infrastructure and data. Security reporting on cloud providers Is reported to the Department of Commerce on a regular basis under FISMA. 

If either agency experiences a loss of PII provided by the other under the terms of this agreement, that agency wlll follow 0MB loss reporting guidelines (0MB M-17-12 "Preparing for and Responding to a Breach of Personally Identifiable Information") and notify the United States Computer Emergency Readiness Team (USCERTI within one (1) hour of discovering the Incident. In addition, they wlll lmmedlately notify the other agency's Information Security Programs Section (BOP: 202-514-2049 or 202-307-6667; Census Security Operations Center 301-763-5141) In the event of any actual or suspected breach of such data (I.e., Loss of control, compromise, unauthorized disclosure, access for an unauthorized purpose, or other unauthorized access, whether physical or electronic). If within one (1) hour Census has been unable to make a report to the BOP contact(s) named herein, Census will call the DOJ Computer Emergency Readiness Team (DOJCERT) at 1-866-US4-CERT (1-866-874-2378) and make the report. If within one (1) hour BOP has been unable to make a report to the Census contact named herein, BOP wlll call the Census Enterprise Service Desk at 301-763-3333 and make the report. 

Census agrees to promptly consider and adjudicate any and all claims which may arise out of this Agreement resulting from the actions of their agency, duly authorized representatives, or contractors, and to pay for any damage or Injury as may be required by Federal law. Such adjudication will be pursued under the Federal Tort Claims Act, 28 U.S.C. Section 2671 et seq., the Federal Employees Compensation Act, 5 U.S.C. Section 8101 et seq., or such other legal authority as may be pertinent. 

Add In Section 3. CONFIDENTIALITY OF DATA PROTECTION OF HUMAN RESEARCH SUBJECTS with the following as a new Item: 

Dlac:losure Avoidance Review of Statistical Products 
Title 13, Section 9 of the United States Code (U.S.C.) requires the Census Bureau to keep confidential the Information collected from the publlc under the authority of Title 13. Section 214 of Title 13, U.S.C., and Sections 3551, 3559 and 3571 of Title 18, U.S.C., provide for the 

2 
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Imposition of penalties of up to five years In prison and/or up to $250,000.00 In fines for 

wrongful disclosure of confidential census Information. 

Disclosure avoidance Is the process for protecting the confldentlallty of data, as required under 

Title 13 U.S.C. A disclosure of data occurs when someone can use published statistical 

Information to Identify an Individual who has provided confidential Information. For data 

tabulations, the Census Bureau uses disclosure avoidance procedures to modify or remove 

the characteristics that put confidential Information at risk for disclosure. Although a 

published table may appear to show Information about a specific Individual, the Census 

Bureau has taken steps to disguise or suppress the original data, while making sure the results 

are still useful. The techniques used by the Census Bureau to protect confidentiality In 

tabulations vary, depending on the type of data. 

Noise Injection Is the Census Bureau's preferred disclosure avoidance technique. By policy, 

noise Injection Is to be applied to all data products that are reported with geographies smaller 

than a state. In cases when It Is not feasible to fully Implement noise Injection within the 

period of the contract, a transition plan for Implementing noise Injection or other provable 

privacy methods must be developed In coordination with the Census Bureau. Noise Injection 

may be required for mlcrodata releases, depending on the characteristics of the mlcrodata 

and the specific variables that are to be released. Data that cannot be publicly released may 

still be analyzed within the Federal Statistical Research Data Centers (FSRDCS) by Individuals 

who have Special Sworn Status; the results of such analyses must still go through a disclosure 

avoidance process prior to being publicly released. 

The parties understand that Title 13 confidentiality protection and disclosure avoidance 

techniques apply to all work described In this agreement. The disclosure avoidance methods 

are defined by the Census Bureau who has the responsibility of carrying out that work. 

Accordingly, upon completion of the tabulation, the data produced must be reviewed by the 

Census Bureau to ensure that no Identifiable Title 13 data are or may be disclosed. Should 

the Census Bureau's Disclosure Review Board (ORB) determine that the requested statistical 

product does or reasonably could result In such disclosure, then the data product will be 

modified prior to approval for release to the party(les) of this agreement. The ORB must 

approve before a research product can be released to an Individual who does not have SSS 

and a need to know, or moved to a computer not approved for controlled data according to 

Census' existing policies and procedures. 

Add the following as a new Item In section 5: 

5.A.S. Census Bureau shall provide LEHO and IRS mlcrodata pending data provider's approval. 

S.B.2. Provide data necessary to support this project, transferred to the Census Bureau via a 

mutually agreeable secure method (such as FIie Transfer Protocol (FTP) over TLS). The usage 

of this data Is authorized by and subject to the terms and conditions of the data owner as 

specified In Attachment 2, Information Transfer Agreement. 

Change the FTE for Census from 1.25 to 1.50 In section 6. 

The costs associated with this agreement are equitably apportioned. Census will provide 1.50 

FTE to analyze the linked survey and administrative data and manage the joint statistical 

3 
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project: Including security, data stewardship, and disclosure avoidance reviews. BOP will provide 1.5 FTE to analyze the linked survey-administrative records data. 

Change Census contact to 7. Points of Contact with the following: 

Michael Berning 
U.S. Census Bureau 
4600 ~liver Hill Road 
Washington D.C. 20233 
Mlchae,,A.Bemlog@ceosus,aov 

Replace the termination date to section 8: 

The agreement will terminate on December 31st, 2020 but may be amended at any time by mutual consent of the parties. 

Add the following project to Attachment 1. Proposed Projects Using Data Disclosed by BOP as project 5: 

5. The BOP Is tasked by the Office of Management and Budget with Investigating the relationship between employment and return to Incarceration. To fulfill this task, the BOP plans to join records on the 2009 release cohort from the BOP Corrections Statistics Program FIie with other data held by Census, primarily the Longitudinal Employer-Household Dynamics (LEHO) data, and, If approved, the IRS 1040 and 1099 extracts. The study also plans to use data from the publlcally-avallable ACS and Decennial Census Summary files to generate statistical controls for employment conditions In localities where the released Inmates reside. 

The BOP coded Pre-Sentence Investigations obtained from the U.S. Courts for the employment, criminal, and mental health histories of Inmates for a sample of 6,600 Inmates from the 2009 release cohort. With the joined data, the plan Is to generate descriptive tables of the employment history of Inmates In the three years Immediately prior to Incarceration and the three years Immediately following release from federal Incarceration. Wage and salary Income Is used as a proxy for employment status. 

The resulting employment histories are then used to examine whether pre-Incarceration employment predicts Inmate participation In voluntary job training and education programs offered In the BOP and whether post-release employment and earnings effects post-release arrest history. The effect of pre- and post-Incarceration employment ultimately Is determined In multivariate statistical models with controls for crlmlnogenlc factors such as criminal history. 

The first products of the analysis Include bivariate descriptions of the relationship between employment and crime, with breakouts by race, sex, age, and criminal history. The multivariate results will be presented as well. 

4 
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SIGNATURES 

~ ,J_ e-?4-
Steven D. DIiiingham 
Director 
U.S. Census Bureau 

Date 

Digitally signed by SONYA 

THOMPSON 

Date: 2019.07.2416:15:08-04'00' 

Sonya D. Thompson Date 

Acting Assistant Dlrector/CIO 

Information, Polley and Public Affairs Division 

Federal Bureau of Prisons 

P ~ ~ Date: 2019.08.02 

O'\o, _ tf ~ 09:25:09 -04'00' 

Loneryl Bums 
Procurement Executive 

Federal Bureau of Prisons 

s 

Date 
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MEMORANDUM OF UNDERSTANDING 

THROUGH WHICH 

THE U.S. CENSUS BUREAU IS ACQUIRING 

Calendar Year 2012-2017 Tenant Rental Assistance Certification System (TRACS) and the Public and Indian 

Housing Information Center (PIC) 

FROM 

The U.S. Department of Housing and Urban Development 

Agreement No. 0094-2012-NFE-001 

1. PARTIES AND PURPOSE 

This Memorandum of Understanding (MOU) establishes an agreement between the U.S. Census Bureau 

(Census Bureau) and the U.S. Department of Housing and Urban Development (HUD) for the acquisition of 

Calendar Year (CY) 2012-2017 Tenant Rental Assistance Certification System (TRACS) and the Public and 

Indian Housing Information Center (PIC) for use in its intercensal estimates program, the Statistical 

Administrative Records System, and other activities that support the Census Bureau's decennial census 

and survey programs. 

2. AUTHORITY 

The authority for the Census Bureau and HUD to enter into this agreement is 13 U.S.C. § 6, which permits 

the Census Bureau to access, by purchase or otherwise, information to assist the Census Bureau in the 

performance of duties un~er litle 13, United States Code. 

3. TERMS AND CONDITIONS 

The information provided by HUD under this agreement is confidential under the Privacy Act of 1974, 5 

U.S.C. § 552a, as amended. The continued confidentiality of data once acquired by the Census Bureau is 

guaranteed by 13 U.S.C., Section 9. The Census Bureau agrees that any information received under this 

agreement will remain confidential, that no data under this agreement will be disclosed in individually

identifiable form, and that all uses will be solely for statistical purposes. 

Data transmitted to the Census Bureau will become a part of the Census Bureau's Statistical 

Administrative Records System (StARS) and is covered under the Census Bureau's System of Records 

Notice COMMERCE/CENSUS-8, StARS. As such, these records are subject to all requirements and 

conditions of the Privacy Act of 1974. 

To the extent authorized by federal law: When the Census Bureau publicly releases information pursuant 

to this agreement, it shall not identify any individual or business entity and all results will have met the 
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Census Bureau disclosure avoidance guidelines. Full Title 13 confidentiality is provided to protect the identities of individuals in all items derived from program data until the data are destroyed. The Census Bureau agrees to allow HUD the ability to verify that findings, listings, information derived, or any combination of data extracted or derived from the HUD program data properly protects the identities of individuals. 

Both parties acknowledge that substantial penalties exist for wrongful disclosure of HUD information provided under this agreement: 

A. Unauthorized disclosure of the information provided under this agreement may violate the terms of 13 U.S.C., Section 9; 5 U.S.C., Section 552a; and 44 U.S.C., Section 3501. In the event of inconsistency, the parties agree that the most restrictive provisions of these statutes will apply in determining what constitutes an unauthorized disclosure. 

B. The penalties stipulated for wrongful disclosure in 13 U.S.C., Section 214; 5 U.5.C., Section 552a; and 44 U.S.C., Section 3501 may include imprisonment for up to five years, a fine, or both. 
C. Knowingly and willfully disclosing or obtaining records(s) under false pretenses may also violate provisions of S U.S.C., Section 552a, resulting in penalty. Taking or converting records(s) to one's own use or receiving the file(s) knowing they were stolen or converted may violate 18 U.S.C., Section 641, resulting in penalty. 

By signing this agreement, the Census Bureau agrees to abide by all provisions set out in this agreement for protection of all information contained in the data file(s) and acknowledges having received notice of potential criminal, administrative, or civil penalties for violation of the applicable laws supporting the terms of the agreement. 

Detailed file specifications and requirements of the Census Bureau's CY 2012-2017 request for the PIC and TRACS data are provided in Enclosures A and 8. The Census Bureau will retain the original CY 2012-2017 PIC and TRACS data for two (2) years from the date of receipt. The Census Bureau will have unlimited use and ownership of the PIC and TRACS data after it is commingled with Title 13 data .. 

4. CONTACTS 

The contacts of each party to this agreement are: 

Agreement 

David E. Chase 
Director, Division of Program Monitoring and Research 
Office of Policy Development and Research 
U.S. Department of Housing and Urban Development 
451 Seventh Street, SW 
Room 8126 

Washington, DC 20410 
202-402-5733 Phone 
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202-619-8360 Fax 

david,e.chase@hud.gov Email 

David Donovan, Assistant Division Chief 

U.S. Census Bureau 

DEPDIR/Policy Coordination Office 

HQ-8H169 

4600 Silver Hill Road 

Suitland, MD 20746 

301-763-3449 Phone 

301-763-6239 Fax 

david.donovan@census.gov Email 

Data Custodian 

Lydia B. Taghavi 

Social Science Analyst, 

Division of Program Monitoring and Research 

Office of Policy Development and Research 

U.S. Department of Housing and Urban Development 

451 Seventh Street S.W. Room 1826 

Washington, DC 20410 

202-402-5741 Phone 

202-619-8360 Fax 

lydia.b.taghavi@hud.gov Email 

Theresa Leslie, Senior Project Specialist 

U.S. Census Bureau 

ADRM/Project Management Planning, Coordination and Outreach Staff 

HQ-2K277 

4600 Silver Hill Road 

Suitland, MD 20746 

301-763-2958 Phone 

301-763-4310 Fax 

theresa.f.leslie@census.gov Email 

Technical 

Lydia B. Taghavi 

Social Science Analyst, 

Division of Program Monitoring and Research 

Office of Policy Development and Research 
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U.S. Department of Housing and Urban Development 
451 Seventh Street S.W. Room 1826 
Washington, DC 20410 
202-402-5741 Phone 
202-619-8360 Fax 
lydia.b.taghavi@hud.gov Email 

Vickie Kee 
U.S. Census Bureau 
CES/Research Support Area 
HQ-6H117 
4600 Silver Hill Road 
Suitland, MD 20746 
301-763-3071 Phone 
301-763-6234 Fax 
vickie.lynn.kee@census.gov Email 

Sponsor 
Amy OHara, Chief 
U.S. Census Bureau 
CARRA/Survey Applications Group 
HQ-6Hl06B 
4600 Silver Hill Road 
Suitland, MD 20746 
301-763- 5757 Phone 
301-763-4310 Fax 
amy.b.ohara@census.gov Email 

The parties agree that if there is a change regarding the information in this section, the party making the change will notify the other party in writing of such change. 

5. · DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS 
This agreement will become effective when signed by all parties. The agreement will terminate on September 30, 2017, but may be amended at any time by mutual consent of the parties. The parties will review this agreement at least once every three years to determine whether it should be revised, renewed, or canceled. 

Any party may terminate this agreement by providing 30 days' written notice to the other party. If the agreement is terminated, neither party shall be responsible for any costs incurred by the other party prior to the termination. 
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6. RESOLUTION OF DISAGREEMENTS 

Should disagreement arise on the interpretation of the provisions of this agreement, or amendments 

and/or revisions thereto, that cannot be resolved at the operating level, the area(s) of disagreement shall 

be stated in writing by each party and presented to the other party for consideration. If agreement on 

interpretation is not reached within thirty days, the parties shall forward the written presentation of the 

disagreement to respective higher officials for appropriate resolution. 

7. CONFIDENTIALITY 

The Census Bureau assumes an obligation to keep all data received from other federal and state agencies 

and commercial entities in confidence and to use the data for statistical purposes only in accordance with 

the provisions of Title 13, United States Code. Upon receipt, all data acquired as a result of this 

interagency agreement will be treated as if they have, at a minimum, protection at the appropriate risk 

level in accordance with NIST FIPS 200 and Special Publication 800-60. 

The Census Bureau complies with all current NIST standards and publications in accordance with Title Ill of 

the E-Government Act of 2002 (PL 107-347). All systems are fully assessed against NIST Special Publication 

800-53r3 "Recommended Security Controls for Federal Information Systems and Organizations," as well as 

Special Publication 800-37r1 "Guide for Applying the Risk Management Framework to Federal Information 

Systems: A Security Life Cycle Approach." The Census Bureau IT Security Program is reviewed annually by 

the Department of Commerce Office of the CIO as well as the Department of Commerce Office of 

Inspector General as part of the oversight responsibilities. 

All information and information systems are categorized in accordance with NIST FIPS 199 "Standards for 

Security Categorization of Federal Information and Information Systems" and NIST Special Publication 800-

60 "Guide for Mapping Types of Information and Information Systems to Security Categories: (2 Volumes) -

Volume 1: Guide Volume 2: Appendices." Security controls and subsequent assessments are done based 

on the final categorization. 

The Census Bureau maintains a policy regarding the reporting of and response to losses of protected data 

in accordance with 0MB Memorandum 6-19 and M-07-16. Known or suspected losses of protected data 

are reported within one hour to the United States Computer Emergency Readiness,Team (US CERT). Once 

the Census Bureau becomes aware of a known breach of HUD data, the Census Bureau will contact the 

identified HUD contacts to discuss the actions and potential remedies in regards to the incident. 

8. APPROVALS 

Roderic?}.( 
Associate Director for Research and Methodology 

U.S. Census Bureau 

Date 
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~ Rapha&~ Bostic 
Assistant Secretary for Policy Development and Research 
U.S. Department of Housing and Urban Development 

<". 
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Geography: 

Reference Period: 

Delivery Date: 

Data Sort: 

Data Variables: 

CY 2012-2017 Census Bureau File Specifications And Requirements 

For The Housing and Urban Development (HUD) 

Tenant Rental Assistance Certification System (TRACS) 

National File 

All records entered or updated between: 

CY April 1, 2011-April 1, 2012 

CY April 1, 2012-April 1, 2013 

CY April 1, 2013-April 1, 2014 

CY April 1, 2014-April 1, 2015 

CY April 1, 2015-April 1, 2016 

CY April 1, 2016-April 1, 2017 

May 30, 2012 

May 30, 2013 

May 30, 2014 

May 30, 2015 

May 30, 2016 

May 30, 2017 

Sort by most current ZIP Code 

Enclosure A 

For Head of Household and All Other Members of the Household; All 

records including move outs and incomplete addresses: 

• LAST_NAME 

• MIDDLE_I 

• FIRST_NAME 

• MEM_SSN 

• HEAD_SSN 

• BIRTH_DATE 

• SEX_CODE 

• RELATIONSHIP 

• RACE 

• ETHNICITY 

• CONTRACT_NUMBER 

• MOVING_DATE 

• PROJECT_NAME 

• PROJECT _NUMBER 

• CERTIFICATION_DATE 

• CERTIFICATION _TYPE 

• TRANSACTION_DATE 

• TRANSACTION_TYPE 

• TERMINATION REASON 
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• ACTIVE_IND 

• CUURENT_IND 

• TOTAL_INCOME 

• SUDSIDY_TYPE 

• TOT_ TENANT _PMT 
• CONTRACT _RENT 

• GROSS_RENT 

• STD_ADDRESS 

• STD_CITY 

• STD_STCD 

• STD_ZIP 

• FLAG 

• RACE_AMRIND _ALKNTV 
• RACE_ASIAN 
• RACE_BLCK_AFR_AMR 
• RACE_HAWAIIAN_PI 
• RACE_WHITE 

• RACE OTHER 
Special Instructions:. Please specify if Social Security Numbers were validated and describe 

validation process in accompanying documentation. 

Transfer Media: DVD (Encrypted) 
(Please email Census Bureau Technical Contact Person with password) . Format: ASCII 

• Please include a record layout, record count, block size, BPI, the Documentation: latest data dictionary, and the name and telephone number of a 
technical advisor, if we should have questions. 

• Include responses required in special instructions . Delivery Method: Traceable Delivery Service (Federal Express, UPS, etc.) 

Mark Shipment: HUD - TRACS File 
DVD. - DO NOT X-RAY 
(Please email at time of shipment) 

Mailing Addresses to Vickie Kee 

U.S. Census Bureau Be Used for Shipments: 
CES/Research Support Area 
CES HQ-6H117 

4600 Silver Hill Road 
Suitland, MD 20746 
Vickie.lynn.kee@census.gov 
ces.dQg.list@census.gov 
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Census Bureau 

Technical Contact Person: 

Vickie Kee 

301-763-3071 

301-763-3072 staff 
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Enclosure B 
CY 2012-2017 Census Bureau File Specifications and Requirements 

For The Housing and Urban Development (HUD) 
Public and Indian Housing Information Center (PIC) 

Geography: National File 

Reference Period: All records entered or updated between: 
CY April 1, 2011-April 1, 2012 
CY April 1, 2012-April 1, 2013 
CY April 1, 2013-April 1, 2014 
CY April 1, 2014-April 1, 2015 
CY April 1, 2015-April 1, 2016 
CY April 1, 2016-April 1, 2017 

May 30, 2012 
May 30, 2013 

Delivery Date: May 30, 2oi4 
May 30, 2015 
May 30, 2016 
May 30, 2017 

Data Sort: Sort by most current ZIP Code 

For Head of Household and All Other Members of the Household; All Data Variables: records including move outs and incomplete addresses: 

See Attachments for list of requested variables: 

Attachment I -Member File Data Variable List 

Attachment II- Vacant File Data Variable List 

Attachment Ill- Not- Reported File Data Variable List 

Special Instructions: Please specify if Social Security Numbers were validated and describe 
validation process in accompanying documentation. 

Transfer Media: DVD (Encrypted) 
(Please email Census Bureau Technical Contact Person with password} Format: ASCII 

Documentation: Please include a record layout, record count, block size, BPI, the latest data dictionary, and the name and telephone number of a technical advisor, if we 
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should have questions. 

Delivery Method: Traceable Delivery Service (Federal Express, UPS, etc.) 

HUD- PIC File 
Mark Shipment: DVD - DO NOT X-RAY 

(Please email at time of shipment) 

Mailing Addresses to Vickie Kee 

U.S. Census Bureau 
Be Used for Shipments: CES HQ-6H117 

4600 Silver Hill Road 

Suitland, MD 20746 

Vickie.lynn.kee@census.gov 

ces.d12g.list@census.gov 

Census Bureau Technical Vickie Kee 

Contact Person: 301-763-3071 

301-763-3072 staff 
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• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 

CY 2012-2017 Member File Data Variable List 

For The Housing and Urban Development (HUD) 
Public and Indian Housing Information Center (Pie) 

MBR_LAST _NAME 
MBR_M_INITIAL 
MBR_FIRST _NAME 
SSN_HEAD 
SSN_MBR 
BIRTH_DATE 
MBR_AGE 
MBR_SEX 
MBR_ETHNICITY 
RELATIONSHIP 
WHITE_IND 
BLACK_IND 
A_INDIAN_ALASKAN_IND 
ASIAN_IND 
HAWAIIAN_PACIFIC _IND 
PROGRAM_TYPE 
DEVELOPMENT_CODE 
PROJECT_NAME 
TYPE_OF _ACTION 
PARICIPANT_CODE 
CERTIFICATION_DATE 
MOVING_DATE 
TOT_A_INCOME 
TTP(TOT AL_ TENANT _PAYMENT) 
GROSS_RENT 
CONTRACT_RENT 
STD _ADDRESS 
STD_CITY 
STD_STCD 
STD_ZIP9 
ZIP _CODE_OLD 
FLAG 
VOUCHER_TYPE 
VOUCHER_SPL_PROGRAM_COOE 
BUILDING_NUMBER 
BUILDING_NUMBER_ENTRANCE 
OLD_DEVELOPMENT_CODE 
OLD BUILDING NUMBER 
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• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 

CV 2012-2017 Vacant File Data Variable list 

For The Housing and Urban Development (HUD) 

Public and Indian Housing Information Center (PIC) 

DEVELOPMENT_CODE 

BUILDING_NUMBER 

BUILDING_NUMBER_ENTRANCE 

OLD _DEVELOPMENT_ CODE 

OLD _BUILDING_NUMBER 

STD _ADDRESS 

STD_CITY 

STD_STCD 

STD_ZIP9 

ZIP _CODE_OLD 

PROGRAM_TYPE 

FLAG 
PROJECT_NAME 

MTW FALG 

Attachment II 
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• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 

CY 2012-2017 Not-Reported File Data Variable List 

For The Housing and Urban Development (HUD) 
Public and Indian Housing Information Center (Pie) DEVELOPMENT_CODE 

BUILDING_NUMBER 
BUILDING_NUMBER_ENTRANCE 
OLD_DEVELOPMENT_CODE 
OLD_BUILDING_NUMBER 
STD_ADDRESS 
STD_CllY 
STD_STCD 
STD_ZIP9 
ZIP _CODE_OLD 
PROGRAM_ lYPE 
FLAG 
PROJECT _NAME 
SSN_HEAD 
MTW FALG 

Attachment Ill 
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MEMORANDUM OF UNDERSTANDING 
BETWEEN THE 

U.S. CENSUS BUREAU 
AND 

U.S. DEPARTMENT OF HEALTII AND HUMAN SERVICES 
Agreement No: 0094-FY16-NFE-0068.000 

I. PURPOSE: 

The purpose of this No Funds Exchanged (NFE) Memorandum of Understanding (MOU) 
is to set forth the mutual understanding between the Department of Commerce, United 
States Census Bureau (Census Bureau) and the U.S. Department of Health and Human 
Services (HHS) to conduct a joint statistical project involving data from the Child Care 
and Development Fund (CCDF). Under this MOU, HHS will transfer confidential CCDF 
information to the Census Bureau. In turn, the Census Bureau will return to HHS 
1abulated CCDF data linked to Census Bureau data that meet Census Bureau disclosure 
avoidance standards. This tabulated data will help HHS develop better measures of the 
receipt of government 1raDSfer and assess the effects of the CCDF program on a variety 
of outcomes. The Census Bureau will benefit by using the CCDF data to improve its 
Title 13, U.S. Code (U.S.C.), autbom.ed censuses and surveys. 

n, BACKGROUND: 

The Census Bureau's research project, Demonstration of Administrative Records 
Improving Surveys (DARIS), analyzes direct and indirect uses of administrative data to 
enbance survey data collection, processing, and analysis. DARIS builds upon over a 
decade of administrative data research projects benefitting State and Federal Agencies. 
The goal of the DARIS project is to improve survey frames, develop model-based edits 
and allocations, and evaluate data quality over time. The Census Bureau leverages data 
from Federal Agencies, State Agencies and private entities for the DARIS project. 

ill, LEGAL AUTHORITY: 

A. The Census Bureau is authorized to mter into this MOU pmsuant to 
13 U.S.C. § B(b), which allows the Census Bureau to engage in joint statistical 
projects with Federal and State Agencies on matters of mutual interest, upon 
equitable apportionment of costs. Additional authority is provided by 
13 U.S.C., Section 6 which allows the Census Bureau to obtain information 
pa1inent to the Census Bureau's Title 13 U.S.C. work from Federal and State 
Agencies. 

B. HHS is authorized to enter into this MOU pursuant to 42 U.S.C. § 613(a) and 5 
U.S.C. § SS2a(b)(4), which authorize HHS to participate in resean:h, evaluations, 
and national studies, particularly for the Census Bureau. HHS is further authorized 

I 



MEMORANDUM OF UNDERSTANDING

Page 298 of 430

to enter into this MOU by 42 U.S.C. § 98S8g(a)(l), which authorizes the Secretary 
of HHS to coordinate all activities of HHS relating to child care and to cooidinate 
such activities with similar activities of other Federal entities. 

IV. CONFIDENTIALITY: 

The CCDF data that HHS provides to the Census Bureau under this MOU are 
confidential under multiple federal statutes and regulations listed below: 

Medicaid, 42 U.S.C. § 1396a (a)(7), 42 CFR § 431.300-307; 
Temporary Assistance to Needy Families, 42 U.S.C. § 602 (a) (1) (A) (iv); 
Supplemental Nutrition Assistance Program (SNAP), 7 U.S.C. § 2020(e)(8), 
7 CFR § 272.l(c); 

Social Security Act, 42 U.S.C. § 1396(a)(a)(7) 
Social Security Administration Disclosure, 20 CFR Part 401; 
Child Support, 42 U.S.C. § 654(26); 
Public Assistance Programs (Public Welfare), 4S CFR § 205.S0; and 
U.S. Department of Labor Employment and Tmining Administration, 20 CFR Part 603. 

The continued confidentiality of data once acquired by the Census Bureau is guaranteed 
under 13 U.S.C. § 9. The Census Bureau does not permit anyone other than swom 
Census Bureau employees and Special Sworn S1atus (SSS) individuals to examine these 
data. The Census Bureau agrees that any infonnation shared under this MOU will remain 
confidential, that no data under this MOU will be disclosed in individually-;dentifiable 
form, and that all uses will be solely for statistical PU1JJOSeS and not for purposes of 
enforcement. 

Data transmitted to the Census Bureau will become a part of the Census Bureau's 
Statistical Administrative Records System (StARS) and is covered under the Census 
Bureau's System of Records Notice COMMERCFJCENSUS-8, StARS. As such, these 
records are subject to all requirements and conditions of the Privacy Act of 1974. 

To the extent authoriml by federal law: When the Census Bureau publicly releases 
information pursuant to this MOU, it shall not identify any individual or business entity 
and all results will have met the Census Bureau disclosure avoidance guidelines. Full 
Title 13 confidentiality is provided to protect the identities of individuals in all items 
derived from program data until the data are destroyed. 

Both parties acknowledge that substantial penalties exist for wrongful disclosure of 
CCDF information provided under this MOU: 

A. Unauthori7.ed disclosure of the infonnation provided under this agreement may 
violate the terms of 13 U.S.C. § 9; 42 U.S.C. § 1306; S U.S.C. § S52a; and 44 
U.S.C. § 3S01. In the event of inconsistency, the parties agree that the most 
restrictive provisions of these statutes will apply in detamining what constitutes 
an wuwthoriad disclosure. 
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B. The penalties stipulated for wrongful disclosure in 13 U.S.C. § 214; 42 U.S.C. § 
1306; S U.S.C. § SS2a; and 44 U.S.C. § 3501 may include imprisonment for up to 
five years, a fine, or both. 

C. Knowingly and willfully disclosing or obtaining leCOJ'ds(s) under false pretenses 
may also violate provisions of S U.S.C. § SS2a, resulting in penalty. Taking or 
converting records(s) to one's own use or receiving the file(s) knowing they were 
stolen or converted may violate 18 U.S.C. § 641, resulting in penalty. 

By signing this MOU, the Census Bureau agrees to abide by all provisions set out in this 
MOU for protection of all information contained in the data file(s) specified in Section VI 
and acknowledges having received notice of potential criminal, administrative, or civil 
penalties for violation of the applicable laws supporting the terms of the MOU. 

V. SCOPE OF THE WORK: 

The term "CCDF data" in this document refers to all data records included on the ACF-
801 dataset maintained by HHS. The ACF-801 data includes program infonnation about 
families that received assistance :fimn CCDF and related child care programs. 

Under this MOU, the Census Bureau will link the CCDF data with other records at the 
Census Bureau, including but not limited to data from the Temporary Assistance for 
Needy Families (T ANF); survey data including the Survey of Income and Program 
Participation (SIPP), the Current Population Survey (CPS), and the American 
Community Smvey (ACS); decennial census data; and other administrative records 
sources. 

These linkages will be accomplished using a unique linkage identifier called a Protected 
Identification Key (PIK). After the PIK process, direct identifiers will be removed from 
the linked files. Processing to assign a PIK to each person record involves matcl,ing 
using Social Security Numbers (SSN). The validation and PIK process is robust and has 
been used by other internal and external Census Bureau research projects. Only Census 
Bureau staff conducting the record linbge will have access to files with the direct 
identifiers, and ac:c:ess to the PIK'ed files will be limited to those with a need to know. 

The Census Bureau benefits in that it will use these linked data to improve the quality of 
the censuses and surveys that it conducts. For example, the Census Bureau uses reported 
child care payment data in its supplemental poverty measures and it uses self-reported 
child care data from the Survey of Income and Program Participation in its "Who's 
Minding the Kids" reports. Linking the CCDF child care subsidy data to Census Bureau 
surveys can help the Census Bureau compare the reported data with administrative data. 

The Census Bureau and HHS will analY7,C CCDF data and gain understanding of witbin
state dynamics and program changes that could affect the data and linkage results. The 
joint project will evaluate survey reports of program participation with administrative 
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data to inform users of data quality and to improve edit and allocation programs for 
demographic surveys. The CCDF data will be used in combination with existing data 
assets to create new analyses and products. 

The data contained in the linked files are to be used only for the statistical research 
described in Attachment A. New projects may be initiated in writing to HHS and the 
Census Bureau Data Custodian for review and written approval by both agencies 
throughout the term of this MOU. New projects must include a description of the project 
and Title 13 benefits to the Census Bureau. All new projects and•any modifications, 
expansions, or enhancements to existing projects that are approved will be subject to all 
of the terms and conditions of this MOU. 

VI. RESPONSIBILITIES OF TIIE PARTIES: 

A. The Census Bureau: 

1. The Census Bureau staff may access the CCDF data, in original form or when 
cornrniogJP.Ci or integrated, only for approved projects (Attachment A). 

2. The Census Bureau will be permitted access to CCDF records for 2004 through 
2010, subsequent years as they become available, and continued use of previously 
submitted data. 

3. The Census Bureau will provide progress reports to HHS on these projects 
annually. New project proposals or extensions of current research will be 
provided to HHS in these progress reports. mIS concurrence is requimi prior to 
the use of linked data for new projects. 

4. The Census Bureau will integrate the CCDF data into the Census data 
infrastructure. The Census Bureau will retain the integrated CCDF data under 
this MOU indefinitely. 

S. Census Bureau will send mIS publications and presentations, HHS will review 
and provide comments within fifteen (1 S) days for presentations, and thirty (30) 
days for publications for Census Bureau consideration. If comments are not 
provided within the days allotted for review, concurrence is 8SSIDDed. 

6. All data, records, data elements, and any other information collected. gathered. 
obtained, or otherwise received by the Census Bureau under this MOU shall be 
protected from unauthorized disclosure. All infonnation regarding recipients is 
confidential, and the Census Bureau shall follow the appropriate requirements to 
maintain the confidentiality of information concerning CCDF recipients. Any 
violations of this provision or the provisions of the federal statutes listed above 
shall be considered cause for immediate termination of this MOU. 
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7. Data acquired under this MOU maybe accessed in the Census Bureau's Research 

Data Centers (RDCs) using the Census Bureau's standard data protection 

processes. Access to the anonymized analytical data files covered by this MOU 

shall be limited to the minimmn number of individuals necessmy to achieve the 

purpose stated in this section and will include Title 13, U.S.C., Section 23(c) 

Special Sworn Status (SSS) researchers participating in the project Ill Census 

Bureau RDCs. 

B. HHS: 

1. HHS will prepare and forward CCDF data (2004 through 2010) to the Census 

Bureau, via an Electronic Delivery Transmission (EDT). Additional years of data 

may be transferred when they are available. 

2. HHS will provide record layouts of CCDF data (2004 through 2010) and data 

dictionaries with the initial delivery and subsequent years of data delivery 

(Attachment B). 

3. .lillS will provide analytic support that will: 

L Assist the Census Bureau in the interpretation of the CCDF. 

b. Inform HHS about program participation and how within-state dynamic 

and program changes could affect the data and linkage mults. 

4. When the Census Bureau sends HHS pre-publication copies of publications, 

reports or other documents that contain summaries or aggregations, HHS will 

review and provide comments within ten (15) business days for Census Bureau 

consideration. If comments are not provided within 15 business days, concurrence 

is assumed. 

5. By delivering CCDF data, HHS gives the Census Bureau the right to retain and 

use the data files indefinitely for approved projects. Once data are entered into the 

Census Bureau administrative data system and joined to microdata from other 

sources, all records are considered Title 13 data. 

6. Research projects based on the source dataset(s) descn"bed in Section V of this 

MOU must be approved in advance by the Census Bureau and HHS through the 

use of the Research Proposal template shown in Attachment C. Once either party 

submits a research proposal, the other party has ten (10) business days to notify 

the submitting party of their: approval; approval with edits; or, disapproval of the 

proposal. If no response is provided within ten (ten) business days, concurrence is 

assumed. 
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VD, BQUITABLE APPORTIONMENT OF COSTS: 
The costs associated with this MOU are equitably apportioned. The Census Bureau will provide 1.2S FTB to enhance matching algorithms, develop metadata and match the CCDF data to existing data assets. HHS will provide 1.0 FfE with Special Sworn Status (SSS) for research support on the CCDF data and linked survey-administrative data. 

vm. DURADQN AND FUNDING; 
This MOU will be effective on the date on which it is signed by both parties. The term of this MOU will terminate five (S) years following the date on which it becomes effective. If at the end of five (5) years, the parties wish to continue the relationship, they should execute a new MOU. 

Notwithstanding all other provisions of this MOU: 

A. This MOU may be amended at any time by written mutual consent of both parties. 

B. Either party may terminate this MOU upon thirty (30) days written notice to the other party. 

Upon expiration or termination of this MOU, the Census Bureau staff and SSS researchers will cease and desist all use of the CCDF data until such time that a new MOU is executed which permits the use of the CCDF data by Census Bureau staff and/or SSS researchers. The dissemination and use of publicly-released reports, articles, and other products derived in whole or in part from the CCDF data will not be discontinued due to the expiration or termination of the MOU. 

If, upon expiration or termination of this MOU, HHS notifies the Census Bureau POC in writing that the CCDF data covered by this MOU are not to be retained by the Census BIR8U, the data will be expunged from Census Bureau systems. 

This MOU does not itself authori7.e the expenditme or reimbursement of any funds. Nothing in the MOU obligates the parties to expend appropriations or enter into any contract or other obligations. 

IX, DATA MANAGEMENT AND SECURITY; 
The Census Bureau assumes an obligation to keep all data received from other federal and state agencies and commercial entities in confidence and to use the data for statistical purposes only in accordance with the provisions of Title 13, United States Code. Upon receipt, all data acquired as a result of this MOU will be treated as if they have, at a minimum, protection at the appropriate risk level in accordance with the National Institute of Standards and Technology (NIST) Federal Infonnation Processing Standards (PIPS) 200 and Special Publication 800-60rl. 
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The Census Bureau complies with all current NIST standards and publications in 
accordance with Title m of the E-Oovemment Act of 2002 (PL 107-347). All systems 
are mlly assessed against NIST Special Publication 800-S3r4 "Recommended Security 
Controls for Federal Information Systems and Organizations," as well as Special 
Publication 800-37rl "Ouide for Applying the Risk Management Framework to Federal 
Information Systems: A Security Life Cycle Approach." The Census Bureau IT Security 

Program is reviewed annually by the Department of Commerce Office of the CIO as well 
as the Department of Commerce Office of Inspector General as part of the oversight 
responsibilities. 

All information and information systems are categorized in accordance with NIST FIPS 
199 "Standards for Security Categorization of Federal Information and Information 
Systems" and NIST Special Publication 800-60rl "Guide for Mapping Types of 
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1: 
Guide Volmne 2: Appendices." Security controls and subsequent ass"SSricotl are done 
based on the final categormtion. 

The Census Bureau maintains a policy regarding the reporting of and response to losses 
of p1utected data in accordance with 0MB Memorandum 6-19 and M-07-16. Known or 
suspected losses of protected data are reported within one hom to the United States 
Computer Emergency Readiness Team (US CERT). Once the Census Bureau becomes 
aware of a known breach of lillS data, the Census Bureau will contact the identified 
HHS contacts to discuss the actions and potential remedies in regards to the incident. 

X. POINT OF CONTACT: 

The following named individuals ate designated as points of contact for the MOU on 
behalf of HHS and the Census Bureau: 

HHS Points of Contact: 

Andrew W'llliams 
Policy Division Dhector 
Office of Child Care 
Administration for Children and Families 
U.S. Department of Health and HlDDBD Services 
Phone:(202)401-479S 
Email: andrew.williams@ac£hhs.gov 

Robin Ohertner 
Director of Data and Technical Analysis 
Office of the Human Services Policy 
U.S. Department of Health and Human Services 
Phone:(202)690-6939 
Email: robin.ghertner@hbs.gov 
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Census Bureau Points of Contact: 

Michael Berning 
Center for Administrative Records Research and Applications 
U.S. Census Bureau 
Phone: (301) 763-2028 
Fax: (301) 763-4310 
Email: micbael.abeming@census.gov 

XL DISPUTE RESOUITION; 

If disagreements mise on the illtelp¥etatimi of the provisions of this MOU, or 
AnJCodments and/or revisions thereto, that cannot be resolved at the operating level, the 
area(s) of disagreement shall be stated in writing by each party and presented to the other 
party for consideration. If agreement on interpretation is not reached within thirty (30) 
days, the parties shall forward the written presentation of the disagreement to the 
respective higher officials for appropriate resolution. 

Under the Inspector General Act of 1978, as amended, Title S U.S.C. App. 3, a review of 
this MOU may be conducted at any time. The Inspector General of the Deparbneot of 
Commerce, or any of his or her duly authori7.ed representatives, shall have access to any 
pertinent books, documents, papers and records of the parties to this MOU, whether 
written, printed, recorded, produced, or reproduced by any mechanical, magnetic or other 
process or medium, in order to make audits, inspections, excerpts, transcripts, or other 
examinations as autbori7.ecl by law. 

Nothing herein is intended to conflict with current U.S. Census Bureau, Department of 
Commerce or HHS directives. If the terms of this MOU are inconsistent with existing 
directives of either of the agencies entering into this MOU, then those portions of this 
MOU which are detennined to be inconsistent shall be invalid; but the remaining terms 
and conditions not affected by the inconsistency shall remain in full force and effect. At 
the first opportunity for review of the MOU, all necessary changes will be accomplished 
by either an amendment to this MOU or by entering into a new MOU, whichever is 
deemed expedient to the interest of both parties. 
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XII. SIQNATIJRES: 

On behalf of the Census Bureau: 

//10/2,..a/? 
(Date) 

Director 
U.S. Census Bureau 

On bebalfof.HHS: 

,1~~/ 
(Date) 
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Attaduaeat A 

Census Bureau's Description of Approved ProJeca 

1. Evaluation ud Improvement of Demograpllie Surveys Uliag State and Federal 
AclmlnlltratiYe Records 

The U.S. Census Bmeau administers multiple household surveys that are designed to 
characterize the program participation characteristics of the U.S. population. This 
project will evaluate the accuracy of such survey data, explore the determinants of 
misreporting and the impact of misreporting on estimates of population characteristics. 
This project will also evaluate and improve current procedures for editing and/or 
imputing survey data !dated to program participation. The project will also use the 
state data to investigate survey frame coverage, survey effects and survey non
response. 

This project will focus on evaluating and improving the measurement of state programs 
in the American Community Survey ("ACSj, the Cumnt Population Survey ("CPSj 
and the Survey of Income and Program Participation ("SIPPj. In the case of SIPP, 
this evaluation will also inform the redesign of the SIPP survey instrument that is 
cmrently underway. 

This project will include additional studies that use administrative records from state 
and federal programs (including the state data) and/or Census Bureau survey data, and 
that can inform the Census Bmeau about the quality of its data products and the 
feasibility of using administrative records to improve Census Bmeau data products. 
These additional studies could include linkages to surveys conducted by the National 
Center for Health Statistics (NCHS), and linkages to datasets created from joint 
statistical projects between the Census Bureau and NCHS, the USDA Economic 
Research Service, the Bmeau of Justice Statistics, the Department of Health and 
Human Services and the Department of Veterans Affairs. 

2. Characterizing likely eUgible non-participants of SNAP 

Persons with a high probability of being eligible for SNAP can be modeled using ACS 
data on household composition and reported income. The modeled eligible persons 
can be matched to thf! adrnioistrsmve SNAP data to determine who participated in the 
program. This research is important for the Census Bureau as it permits a greater 
understanding of whether SNAP take-up is uniformly distn1mted across demographic 
and geographic groups. Disparities among persons with different languages spoken at 
home, race or ethnic identification, or urbanicity could affect interpretations of 
Supplemental Poverty Measure estimates. This research also benefits FNS and state 
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agencies by assessing the characteristics of persons with unmet needs. The project 

results in aggregate information that state agencies can use to improve outreach efforts. 

3. Improve Ceuas Bureau Record IJnkap Medaodl 

The Census Bureau's Person Identification Validation System ("PVS") uses 

adrniuist:rA.tive records from a variety of sources to assign, where possible, unique person 

identifiers to each record in its surveys, Censuses and administrative records. However, 

coverage for some populations may be incomplete in the PVS. Incomplete coverage in 

the PVS would have important implications for the Census Bureau's ability to evaluate 

and improve its data products using administrative records. The use of the state program 

edrnioistntive records will permit an assessment of the coverage completeness in PVS 

while improving upon coverage in the PVS of the populations participating in state 

programs. 

4. Relearda, Testing and Operatiom for the 2020 Ce111111 

The Census Bureau intends to test and use data from many sources, including public and 

private sources, to design and conduct the 2020 Census. The Census Bureau is using 

state program information, along with data from federal, state, and private sources to 

pursue the following four research initiatives leading to the integration of these data to 

augment or replace Census operations: 

A. validating and enhancing the Master Address File (MAF); 1 

B. designing and assigning resources to cany out the 2020 Census;2 

c. unduplicating public, private, and census lists; and 

D. imputing missing data. 3 

To determine the feasibility of incorporating the administrative records data into Census 

operations, the data will be explored using 2010 deca,nial census data and intacensal 

test data to assess the quality and utility of household roster, location, and demographic 

characteristics data. Disagreement observed in content across sources will be analyzed to 

develop approaches such as modeling or business rules to resolve conflicting information. 

Administrative records will be assessed to tabulate data at various levels of geography 

including the housing unit, block, tract, and state levels. These tabulations will be 

compared to the 2010 Census and intercensal test data to assess accuracy based on the 

level of aggregation. Research and testing includes simulations with 2010 Census data as 

1 Examples of possible Census Bureau uses Include updating and evaluating the Master Address Rle. 

2 Examples of possible data uses Include simulating a targeted address canvassing, modelng to delllnnlne 

data c:ollectlon modes, modeling to predict Nlf-,upoille prot,abllltles, slmulattng non-nisponse follow-up 

designs, dlAIClad advertising campaigns, and speclal enuu.atlon operations planning. 

3 Examples d poalble Census Burau uses Include Item Imputation and count Imputation using 

Information from a composite of public and private data SOUl'08S, 
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well as using these data in in operational site tests with the end goal of eventually incorporating the data into decennial -:ensus operations. 
5. Leveraging Administrative Data to Drive Program Evalation aacl Emwace PoUq Oatcomes 

The U.S. Census Bureau is expanding its Data Linkage Infrastructure to increase the opportunity for cross-organimional research and program evalwdion across the Federal Statistical Research Data Center network and/or via Remote Network Access. The acquisition and use of Adminis1rative Data is becoming increasingly central _to the U.S. Census Bureau's mission. Like many agencies in the Federal Statistical System, the Census Bureau uses Administrative Data to reduce inquiries on the public, to promote the efficient use of federal funds, and to produce and improve statistics on the American population and economy. As Census and other Federal Statistical Agencies successfully integrate Administrative Data. they acquire and use the data within the context of comprehensive data stewardship programs that ensure strong confidentiality and privacy protections. 

The Census Bureau Linkage Infrastructure (CBLI) enables data discovery and secure analytic access for policy analysis, program evaluation, and reseucb. CBLI relies on the Census Bureau's authority to access government records and collect data for statistical purposes, and leverages the Census Bureau's data stewardship culture, policies, and practices. 
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Attaehmmt B 

HHS Chllcl Care ucl Developmeat Fund Dacription of Approved Projem 

1. Claaraeterizin& likely eligible non-partidpana of dlDd care 1absidies 

Persons with a high probability of being eligible for child care subsidies can be modeled 
using ACS data on household composition and reported income. The modeled eligible 
pnons can be matched to the administrative CCDF data to determine who participated 
in the program. This :research will also use the ACS data to determine the employment 
status and incomes of adults before and after they participate in the child care subsidy 
programs. This :research is important for the Census Bureau as it permits a greater 
understanding of whether child care subsidies take-up is uniformly distributed across 
demographic and geographic groups. Disparities among persons with different languages 
spoken at home, race or ethnic identification, or urbanicity could affect intapietatiu.os of 
Supplemental Poverty Measure estimates. This research is important for HHS because it 
will determine which populations are not participating in child care subsidy programs 
even though they are eligible. 

2. Sapplemeatal poverty meuunment of ehild are subaicly neipiena 

Since funding for child care subsidies is usually capped each fiscal year, researchers and 
pmctitioners have an interest in knowing whether child care subsidy programs are 
targeting benefits to the neediest populations. Previous research has often explored this 
topic using the official poverty measure. However, there remains an interest in knowing 
the poverty status of recipients using the Supplemental Poverty Measure (SPM), which is 
meant to be an improved measure of the poor. This project merges CCDF adrnbristrative 
records with data from the Current Population Survey (CPS) to examine the 8PM poverty 
status of participating families. 

The CPS collects data on the amount that fiunilies pay for out-of-pocket child care 
expenses. The CCDF data reports the amount of money that the government pays for 
subsidy child care arrangements and the amount paid by participating subsidies. This 
project will benefit the Census Bureau because it will allow a comparison of out-of
pocket expenses reported on CCDF administrative records to what is reported in the 
survey data from the CPS. HHS will benefit &om this project because it will provide 
new information regarding the economic well-being of families using a contemporary 
measurement of the poor. 
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Attachment C 
Record Layouts 

A.CF-801 Child Care and Development Fund Data FY 2004 -FY 2010 

. 
----•• ,Y 
Variable Name Data Type Delcriptloa (uo 1ee Tedualcal BaUldll 3) 

httft"J/www -~---L- --,.htm 
Familv ID Numeric Uniaue identifier for famllv rec:onts widlln Rfnnlt Month 
ACF 801 Pile ID Nwneric: 1 htimu! identifier for ACF-80 lftles submitted bv Grantees. 
SRpt_Year_Mo Numeric Year/month of report period (ftom Summary Record) in YYYYMM 

fonnat. 
Unimu! Cue Id SfnlHI! UIHlllMI Slate Case ID~ ~ 

SSN sarirur SSN- -
fIPS Numeric s-dimt - . fIPS 
Single_Pt Numeric Is head of household a sinpo pcmt? 

(]:-=Ya O=No.. 9= Quid Head ofllouseboldl 
Reason Numeric Rason for receiving subsidized child CIR 

(I = F.mployment, 2 • Educationffrain 3 = Employment and 
- . • - • . 4 • Prolec:tive ----··--- S.., Olbcr) 

CoPay Numeric Total mnnthlv hv&milv 
S1art DIiie Numeric Ye.-/Month child care assistance l1lrfed in YYYYMM format. 
lncomo Numeric Total moolbly income for emnm1nv 
F.mployment Nmneric Income source: Employment, includin& self-employment 

(1 =Yes. O=No) 
TANF Numeric Income soun:e: Title IV oftbe Social Security Act (TANF) 

(l=Y-- O=No\ 
State_MOE Numeric: Income source: State proaram for which state spending is COUJded towards 

TANFMOE 
Cl•YIIIL O=No) 

Housing Nwneric Income source: Housing voucher or cub usistanc:e 
Cl=YaO=-No) 

Pood_Slamps Numeric Income source: Assistance under the Food S1amps Act of 1977 
n=YM. O,:.Nol 

Olher_Fecl Numeric Income source: Other Federal Clsb Income 
Cl•YM.CrNo\ 

Familv Size Numeric Number of &mllv members nnnn which is based 

;CIIR.,0. 
PleldName Data"rv.. - - C 

Child ID Nmneric Unioue identifier for chi1cben nc:ords within Rmart Month 
Flllllilv ID Numeric Untaue Identifier for filmilv records widlln hnmt Month 
Latino Numeric Ethnicity. Is child Hispanic or Latino? 

n=-Y-- O,,.Nol 
Nllive Numeric Race: Is child American Indian or Alaskan Nllive? 

Cl""YM. O=Nol 
Asian Nwneric Race: Is child Asian? 

(l•Yes..O=No) 
Black Numeric Race: Is child Blick or Afiican American? 

ll=Y-- O=No\ 
P_Jsllnder Numeric Race: Is child Nltiw Hawaiian or Pacific Islander? 

'1=Y,._ CrNo) 
While Numeric Race: Is child White? 

ll=Yes.. 0-No) 

14 
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Gender Numeric Gender 
( I =Male 2=Female) 

DOB YearMo Numeric Year and Month of Child's Birth in YYYYMM fonnat 

SETl'ING 
Field Name Data Description 

Tvne 

Settin2 ID Numeric Uniaue identifier for settine. records within Reoort Month 
Child ID Numeric Unique identifier for children records within ReDOrt Month 
Care_Type Numeric Type of child care setting 

(1 = Licensed In Home, 2 = Licensed Family, 3 = Licensed Group Home, 4 = 
Licensed Center, 5 "" Legal In Home by Non-Relative, 6 = Legal In Home by 
Relative, 7 = Legal Family by Non-Relative, 8 "" Legal Family by Relative, 9 .. 
Legal Group Home by Non-Relative, 10 = Legal Group Home by Relative, 11 = 
Le2BI Center) 

Cost Numeric Total amount oaid to orovider durinu month (includes Conav) 

Hours Numeric Total number of hours child received care in settina durinR reoortina month 

SUMMARY 
Field Name Data Description 

Type 

ACF 80 I File ID Numeric Unique identifier for ACF-801 files submitted by Grantees. 
Numfams Numeric The unadjusted number of families served during the reporting month (see 

Technical Bulletin # 4, 
trttn://www ,ACf.dhhs. . .. ·- .. - . 

PreK Numeric Estimated Count of Children Served with Pre K State MOE/Match 
SRpt_ Year _Mo Numeric Month/year of report period in YYYYMM format same as in Family File Month 

beina reoorted. 
State Code Numeric Two-Digit State Code 

POOLING 
Data Description 

Field Name Type 

State Code Strin2 Two-Diitit State Code 
Pooling Numeric Percentage or ratio of child care funds that are provided by CCDF relative to all 

subsidized child care funding for families reported on the ACF-801. For nearly 
all Grantees, the ACF-800 and the ACF-801 report on the same universe of 
families and children and thus the pooling reported on the ACF-800 is applicable 
to the ACF-801. See Technical Bulletin #1. 
b1m·llwww,m;tdhbl.112vll!!J!tmm1Slccblreoort/f2mib~IDltechbldlld!QI c-i hlm 
data element 17 and 18. 

FFY Numeric Fiscal vear of ooolin2 factor 

15 
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Attachment D 
Research Proposal Form 

Center for Administrative Records 
Research and Applications 

Instructions: Please fill out this form and submit It to your branch chief. After the branch chief reviews 
and approves, the branch chief will submit to the Assistant Center Chief (ACC) for Research. After ACC 
approval, the ACC will submit to the CARRA Center Chief for approval. Please save this document in a 
folder named "Paper Proposal" within the folder structure of your paper. When the proposal has been 
approved by all parties, please save this as "Paper Proposal Approved" and put all prior versions of 
this document In a folder named "Previous Versions" within the "Paper Proposal" folder. Please 
update this document when you have completed a working paper, submitted to a journal, and when 
you have published the paper. 

1) Date 

2) Title/ Abstract 

1 
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3) Author(s) and Afflllatlon(s) 

Research Proposal Form 
Center for Administrative Records 

Research and Applications 

4) Data Sources (include years and specific Information about the file - i.e. swapped or unswapped 
data) 

2 
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5) Planned Methodology 

Research Proposal Form 
Center for Administrative Records 

Research and Applications 

3 
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6) Census Bureau Benefit 

7) Contribution to the Uterature 

8) Planned Start Date 

9) Expected Conference Submissions and Dates 

10) Expected Date for CARRA Working Paper 

11) Name of Expected Journal Submission 

12) Proposed Arts (OMS) Project 

Research Proposal Form 

Center for Administrative Records 

Research and Applications 

4 
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13) If external co-author, how will work be completed? 

Research Proposal Form 
Center for Administrative Records 

Research and Appllcatlons 

14) Is this sponsored research or independent research? If sponsored, please provide the name of the sponsor and attached a proposed schedule to complete the work. 

15) Additional Information/Notes 

16) Approvals 

Branch Chief Approval - Signature and Date 

Assistant Center Chief Approval - Signature and Date 

Center Chief Approval - Signature and Date 

5 
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17) Actual CARRA Working Paper Completion Date 

18) Publication Submission Date(s) and Name(s) of Journals 

19) Name of Journal in which Work Is Published 

Research Proposal Form 
Center for Administrative Records 

Research and Applications 

20) If data access was granted to external co-author(s), has their access to the data been terminated? 

21) Location of final presentations and paper 

22) location of programs 

6 
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BOC IAA Nwnber: 0094-2011-NFE-7515A 

Modification to the lnteragency Agreement between the U.S. Census 
Bureau and U.S. Department of Health and Human Services 

0094-FYl 3-NFE-0003.001 

I. PURPOSE: 

The purpose of this no-cost agreement is for the Office of Family Assistance (OF A) of 

the Administration of the United States Department of Health and Human Services 
(lffiS) to provide the United States Census Bureau (Census Bureau) with Temporary 

Assistance for Needy Families (T ANF) recipient information. Under this agreement, 

HHS will transfer confidential T ANF information to the Census Bureau. In turn, the 

Census Bureau will return tabulated T ANF data to HHS upon request that will help HHS 

develop better measures of poverty, inequality, the receipt of government transfers, and 

the effects of state programs on a variety of outcomes. The Census Bureau will benefit 

by using the TANF data to improve its Title 13, U.S. Code (U.S.C.), authorized censuses 

and surveys. 

Il. BACKGROUND: 

The Census Bureau's Longitudinal Employer-Household Dynamics (LEHD) program 

combines federal and state administrative data on employers and employees with core 
Census Bureau censuses and surveys to develop new data products, to improve·the 

quality and understanding of survey products, and to facilitate research on the state of the 

economy and the nation. The goal of the LEHO program is to build a longitudinal 

national frame of jobs with an associated data infrastructure to support rapid production 

of timely, rich results. The present infrastructure includes the history and characteristics 

for each worker and each employer covered under the state unemployment insurance 

wage record system for participating states. 

The Census Bureau's Demonstration of Administrative Records Improving Surveys 

(DARIS) research project analyzes direct and indirect uses of administrative data to 

enhance survey data collection, processing, and analysis. DARIS builds upon ten years 

of administrative data research projects benefitting State and Federal Agencies including 

the Medicaid Undercount Project and Earned Income Participation Rate Project. The 

goal of the DARIS project is to improve survey frames, develop model-based edits and 

allocations, and evaluate data quality over time. The Census Bureau entered into these 

projects with collaborating agencies pursuant to the Census Bureau's authority under 13 

U.S.C., Section 8(b); no confidential Title 13, U.S.C. data were provided to the 
collaborating agencies. 

Both IDIS and the Census Bureau would like to build on the successes of the LEHO and 

DARIS projects through national TANF data analyses. Sharing data with the Census 

Bureau will permit analyses of demographic characteristics and labor market outcomes of 

TANF recipients. Understanding variations in participation across demographics and 

# .. -. • ~ ~ .. • - ,. ..... ·: •,-;· ..... t' "'; ' -.,.. 
..,.. __ ... .,. ..... -,-.:• .. ~ .......... .r,. -~--- ·- ....,. .... .. .. . ~ .. :. _._ . ' . . . ··: 
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states will directly benefit state and federal program managers. Data sharing and analysis of linked files under this agreement are solely for statistical purposes, ·not for enforcement purposes. 

The T ANF data are and will remain confidential, whether in their original form or when commingled or linked under this agreement, as explained in Section IV. 
III. LEGAL AUTiiORITY: 

A. The Census Bureau is authorized to enter into this agreement pursuant to 13 U.S.C., Section 8(b), which allows the Census Bureau to engage in joint statistical projects with Federal and State Agencies on matters of mutual interest, upon equitable apportionment of costs. Additional authority is provided by 13 U.S.C., Section 6 which allows the Census Bureau to obtain information pertinent to the Census Bureau's Title 13 U.S.C. work from federal and State Agencies. 

B. HHS is authorized to enter into this agreement pursuant to 42 U.S.C., Sections 613 and 614, which authorize the IDIS to participate in research, evaluations, and national studies, particularly for the Census Bureau. Additional information can be found in the amended Systems of Record Notice, 09-90-0151; Federal Register Vol. 69, No. 115, June 16, 2004. 

IV. CONFIDENTIALITY: 

The T ANF data that HHS provides to the Census Bureau under this agreement are confidential under multiple federal statutes and regulations listed below: 
Medicaid, 42 U.S.C., Section 1396a (a){7), 42 CPR Part 431.300-307; Temporary Assistance to Needy Families, 42 U.S.C., Section 602 (a) (1) (A) (iv); Supplemental Nutrition Assistance Program (SNAP), 7 U.S.C., Section 2020(e)(8), 7 CFRPart272.l(c); 
Social Security Act, 42 U.S.C., Section 1396(a)(a)(7) Social Security Administration Disclosure, 20 CFR Part 401; Child Support, 42 U.S.C., Section 654(26); 
Public Assistance Programs (Public Welfare), 45 CFR Part 205.50; and U.S. Department of Labor Employment and Training Administration, 20 CFR Part 603. 
The continued confidentiality of data once acquired by the Census Bureau is guaranteed. under 13 U.S.C., Section 9. The Census Bureau agrees that any information shared under this agreement will remain confidential, that no data under this agreement will be disclosed in individually-identifiable fon14 and that all uses will be solely for statistical purposes and not for purposes of enforcement. 

Data transmitted to the Census Bureau will become a part of the Census Bureau's Statistical Administrative Records System (StARS) and is covered under the Census 

2 
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Bureau's System of Records Notice COMMERCE/CENSUS-8, StAR.S. As such, these 
records are subject to all requirements and conditions of the Privacy Act of 1974. 

To the extent authorized by federal law: When the Census Bureau publicly releases 
infonnation pursuant to this agreement, it shall not identify any individual or business 
entity and all results will have met the Census Bureau disclosure avoidance guidelines. 
Full Title 13 confidentiality is provided to protect the identities of individuals in all items 
derived from program data until the data are destroyed. The Census Bureau agrees to 
allow data providers the ability to verify that findings, listings, information derived, or 
any combination of data extracted or derived from the program data properly protects the 
identities of individuals according to the standards applicable to Title 13 data. 

Both parties acknowledge that substantial penalties exist for wrongful disclosure of 
T ANF information provided under this agreement: 

A. Unauthoriz.ed disclosure of the information provided under this agreement may 
violate the terms of 13 U.S.C., Section 9; 42 U.S.C., Section 1306; 5 U.S.C., 
Section 552a; and 44 U.S.C., Section 3501. In the event of inconsistency, the 
parties agree that the most restrictive provisions of these statutes will apply in 
determining what.constitutes an unauthorized disclosure. 

B. The penalties stipulated for wrongful disclosure in 13 U.S.C., Section 214; 42 
U.S.C., Section 1306; 5 U.S.C., Section 552a; and 44 U.S.C., Section 3501 may 
include imprisonment for up to five years, a fine, or both. 

C. Knowingly and willfully disclosing or obtaining records(s) under false pretenses 
may also violate provisions of 5 U .S.C., Section 552a, resulting ig. penalty. 
Taking or converting records(s) to one's own use or receiving the file(s) knowing 
they were stolen or converted may violate 18 U.S.C., Section 641, resulting in 
penalty. 

By signing this agreement, the Census Bureau agrees to abide by all provisions set out in 
this agreement for protection of all information contained in the data file(s) specified in 
Section VI and acknowledges having received notice of potential criminal, 
administrative, or civil penalties for violation of the applicable laws supporting the terms 
of the agreement. 

V. SCOPE OF THE WORK: 

Under this agreement, the Census Bmeau will link the TANF data with other records at 
:the Census Bureau, including but not limited to data from the Longitudinal Employer
Household Dynamics (LEHD) database, State Unemployment Insurance Wage records, 
and survey data including the Survey of Income and Program Participation (SIPP), the 
Current Population Survey (CPS), and the American Community Survey (ACS). 

•• ~ , • .: ,, ,. • ~ . .,.. i.: 
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This linkage will be accomplished using a unique link.age identifier called a Protected Identification Key (PIK). After the PIK process, direct identifiers will be separated from the linked files. Processing to assign a PIK. to each person record involves matching using name, address, sex, date of birth, and Social Security Number (SSN) data, as available. The validation and PIK. process is robust and has been used by other internal and external Census Bureau research projects. Only Census Bureau staff conducting the record linkage will have access to files with the direct identifiers, and access to the PIK' ed files will be limited to those with a need to know. 

Research projects exploring whether the administrative records represent the same individuals in survey or census households may need access to name dat.a. Such access would only be granted through approval by the Census Bureau Data Stewardship Executive Policy Committee. Researchers would not have access to Social Security Numbers. 

The Census Bureau benefits in that it will use these linked data to improve the quality of the censuses and surveys that it conducts. The data contained in the linked files are to be used only for the statistical projects desci:ibed in the Attachment A. New projects may be initiated in writing to· HHS and the Census Bureau Data Custodian for review and written approval by both agencies throughout the tenn of this agreement New projects must include a description of the project, Title 13 benefits to the Census Bureau, and the specific individuals who will be involved in the research. All new projects and any modifications, expansions, or enhancements to existing projects that are approved will be subject to all of the tenns and conditions of this agreement. 

HHS will benefit in that the Census Bureau will produce tabulated T ANF data that can be used by HHS to improve program administration for the T ANF programs. 

VI. RESPONSIBILITIES OF TIIE PARTIES: 

A. The Census Bureau agrees: 
1. The Census Bureau staff may access the T ANF data, in original form or when commingled or integrated, only for approved projects. 

2. The Census Bureau will be permitted access to the SSN of all adult T ANF recipients for 2007 through 2010, subsequent years as they become available and continued use of2000 and 2002-2006 data. 

~- The Census Bureau will provide progress reports to IIBS on these projects annually. New project proposals or extensions of current research will be provided to lffi.S in these progress reports. HHS concurrence is required prior to the use of linked data for new projects. 

4. The Census Bureau may integrate the TANF 4ata into the Census LEHO microdata. The Census Bureau will retain the integrated T ANF data under this agreement indefinitely. By delivering TANF data, HHS gives the Census Bureau 

4 
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the right to retain and use the data files indefinitely. Once data are entered into 

the Census Bureau administrative data system and joined to microdata from other 
sources, all records are considered to be Title 13 data. 

5. Selected tabulations developed in the project from the matched survey and 

administrative data files may be requested by HHS for evaluation of T ANF 
participation and transitions. Such tabulations will be aggregated sufficiently to 
guarantee survey respondent and TANF participant confidentiality. 

6. All Census Bureau research reports made possible using data from this project 
will be provided to HHS. At the completion of the project, the Census Bureau 
will deliver a summary of project outputs including reports, articles, and 
conference presentations to Irn:S. 

7. All data, records, data elements, and any other information collected, gathered, 
obtained, or otherwise received by the Census Bureau under this agreement shall 
be protected from unauthorized disclosure. All information regarding recipients 
is confidential, and the Census Bureau shall follow the appropriate requirements 
to maintain the confidentiality of information concerning T ANF recipients. Any 

violations of this provision or the provisions of the federal statutes listed above 
shall be considered cause for immediate termination of the data sharing 
agreement. 

8. Data acquired under this agreement may be accessed in the Census Bureau's 
Research Data Centers (RDCs) using the Census Bureau's standard data 
protection processes. Access to the anonymized analytical data files covered by 
this agreement shall be limited to the minimum number of individuals necessary 

to achieve the purpose stated in this section and will include Title 13, U.S.C., 
Section 23(c) Special Sworn Status (SSS) researchers participating in the project 

at Census Bureau RDCs. 

B. HHS agrees: 

1. To prepare and forward T ANF data (2007 through 20 I 0) to the Census Bureau, 
on CD ROM that is FIPS 140-2 compliant (i.e., encrypted and password protected 
CD ROM) via Private Courier Service (e.g., FedEx, UPS). The password will be 

verbally relayed to the Census Bureau Point of Contact. 

2. To prepare and forward subsequent years of TANF data to the Census Bureau as 
they become available via Secure File Transfer Protocol (SFTP) and assigning a 
user ID and password. 

3. To provide ASCil record layouts and record counts ofTANF data (2007 through 

2010) 8}ld data dictionaries with the initial and subsequent years of delivery 
(Attachment B). 

4. When the Census Bureau sends IDIS pre-publication copies of publications, 
-· ·- - - - . - -- . --- .. 
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reports, or other documents that contain summaries or aggregations, I-UIS agrees to review and provide comments and clearance or rejection within thirty (30) days. If no response is received within this period, the Census Bureau shall send a reminder notice. lf no response is received within three (3) business days, 1-lliS will be deemed to have approved the publication and/or distribution to persons outside of authorized staff under this agreement. 

VII. DURATION AND FUNDING: 

This agreement is effective on the date signed by both parties. The term of this agreement is five years; however, if at the end ·of five years, the parties wish to renew the agreement, they should execute a new agreement signed by appropriate agell:cy officials. 
This agreement must be formally reviewed whenever a Federal statute is enacted that materially affects the substance of the agreement. The review will be conducted by the Census Bureau Associate· Director and at the Director level at IIllS. The result of the review will be a decision agreed to by both agencies to continue the agreement unchanged, amend the agreement, or cancel the agreement. Any amendments to the agreement will require the review and approval at the Director level at HHS and the Associate Director level at the Census Bureau. 

The costs of ~s agreement are equitably apportioned between the parties to this agreement. No funds will be transferred as a result of this agreement between HHS and the Census Bureau; however, the parties believe that their contributions are roughly equivalent. The value of the Census Bureau analysis to produce a research report is approximately $60,000. Other agencies face an average cost of$75,000 to deliver administrative data extracts to the Census Bureau. The Census Bureau• s estimated percent.age of total in-kind costs of this project are 45% and HHS's estimated percentage total of in-kind costs of this project are 55%. 

This agreement may be tenninated by either agency upon a 30-day advance written notice. 

VIll. DATA MANAGEMENT AND SECURITY: 

The Census Bureau assumes an obligation to keep all data received from other agencies in confidence and to use the data for statistical purposes only in accordance with the provisions of Title 13, United St.ates Code. Upon receipt, all data acquired as a result of this interagency agreement will be treated as if they have, at a minimum, Title 13 protection. 

The Census Bureau complies with all current NIST standards and publications in acc~rdance with Title ID of the E-Government Act of2002 (PL 107-347). All systems are fully assessed against NIST Special Publication 800-53r3 "Recommended Security Controls/or Federal Information Systems and Organizations," as well as Special 
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Publication 800-37rl "Guide for Applying the Risk Management Framework to Federal 
Information Systems: A Security Life Cycle Approach." The Census Bureau IT Security 
Program is reviewed annually by the Department of Commerce Office of the CIO as well 
as the Department of Commerce Office of Inspector General as part of the oversight 
responsibilities. 

All information and information systems are ~gorized in accordance with NIST FIPS 
199 "Standards for Security Categorization of Federal l,iformation and Information 
Systems" and NIST Special Publication 800-60 "Guide for Mapping Types of 
Iriformation and Information Systems to Security Categories: (2 Volumes) - Volume 1: 
Guide Volume 2: Appendices". Security controls and subsequent assessments are done 
based on the final categorization. 

The Census Bureau maintains a policy regarding the reporting of and response to losses 
of protected data in accordance with 0MB lv,femorandum 6-19 and M-07-16. Known or 
suspected losses of protected data are reported within one hour to the US CERT. Once 
the Census Bureau becomes aware of a known breach of HHS/Center for Medicare & 
Medicaid Services (CMS)/ Assistant Secretary for Planning and Evaluation 
(ASPE) data, the Census Bureau will contact the identified HHS/CMS/ASPE contacts to 
discuss the actions and potential remedies in regards to the incident. 

IX. DATA CUSTODIAN: 

The parties mutually agree that the following named individual is designated as 
••custodian" of the files on behalf of the Census Bureau and will in a representative 
capacity comply with all of the designated provisions of this agreement on behalf of the 
Census Bureau, including observance of conditions of use and establishment and 
maintenance of security agreements as specified in the agreement to prevent unauthorized 
use. The Census Bureau agrees to notify HHS within fifteen (15) days of any changes of 
custodianship. 

Custodian: 

,. r..• . 

J. Trent Alexander 
U.S. Census Bureau 
4600 Silver Hill Road, 2Kl33 
Washington DC 20233 
(301) 763-9810 
j.trent.alexander @census.gov 

.. -.- -i- - ·-•-- --· · ·:· -.. -... 
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X POINT OF CONTACT: 

The parties mutually agree that the following named individuals will be designated as points of contact for the agreement on behalf of HHS. and the Census Bureau: 

IDIS Point of Contact: 
Susan Golonka 
Deputy Director, Office of Family Assistance (OFA) 
Acting Division Director, Division of Data Collection and 
Analysis 
Administration for Children and Families 
U.S. Department of Health and Human Services 
(202) 401-4731 . 
susan.golonka@acf.hhs.gov 

Census Bureau Point of Contact: 
J. Trent Alexander, Data Custodian 
U.S. Census Bureau 
4600 Silver Hill Road, 2K133 
Washington DC 20233 
(301) 763-9810 
j.trent.alexander @census.gov 

XI. DISPUTE RESOLUTION: 

Nothing in this agreement is intended to conflict with current Census Bureau or lillS directives. If the terms of this agreement are inconsistent with existing directives of either party, then those portions of this agreement which are determined to be 
inconsistent shall be invalid, but the remaining terms and conditions not affected by the inconsistency shall remain in full force and effect. At the first opportunity for review of the agreement, all necessary changes will be accomplished either by an amendment to this agreement or by entering into a new agreement, whichever is deemed expedient to the interest of both parties. 

Disputes shall be resolved pursuant to applicable provisions of the Business Rules for Intragovemmental Transactions delineated in the Treasury Financial Manual, Vol. 1, Bulletin 2007-03, Section VII (Resolving lntragovemmental Disputes and Major Differences). 

8 
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XII. SIGNATURES: 

On behalf of the Census Bureau, the widersigned individual hereby attests that he or she 
is authorized to enter into this agreement and agrees to all the terms specified herein. 

Thomas Louis 
Associate Director for Research and Methodology 
U.S. Census Bureau 

(Date) 

On behalf of IrnS, the undersigned individual hereby attests that he or she is authorized 
to enter into this agreem.~ ~d agrees to all the terms specified herein. 

~/~ ,-.JS-:JIJIS 
Susan Golonka (Date) 
Deputy Director, Office of Family Assistance 
U.S. Department of Health and Human Services 

9 
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Attachment A 
Census Bureau's Description of Approyed Projects 

1. Longitudinal Employer-Household Dynamics (LEHD) Analysis 

The LEHO program combines data from the Economic Directorate with that of the 
Demographic Directorate by means of linking administrative, census, and survey records 
for individuals and businesses. This project has linked TANF data for almost all states 
for 2000 and 2002-2006· to data used in the LEHO program. This project will use 
employer data, unemployment insurance wage data, and the person characteristics based 
on modeled and SSA Numident data to track employment and wage outcomes for those 
who have received TANF. Linked TANF data for this project &-e covered under the 
Census Bureau's System of Record Notice (SORN) CENSUS-9, Longitudinal Employer
Household Dynamics System, as well as under the Census Bureau's SORN CENSUS-8, 
Statistical Administrative Records System. 

Of particular interest to this project are individuals who left T ANF, especially their 
demographic and employment characteristics. Some characteristics may be compared to 
those who continue to receive benefits or a reference group of individuals who never 
received T ANF. This project may analyze employment and earnings outcomes of 
individuals who left T ANF. These analyses will be based on merging data on TANF 
recipients to Unemployment Insurance (UI) wage data. We may examine quarterly and 
annual measures, such as the percent of leavers employed and fuzzed median earnings. 

The planned output is intended to focus on results pooled across multiple states. Statistics 
using sub-groupings of states may be included, if appropriate. Any state-specific results 
would require approval of the states in question. 

Benefits to Census Bureau: 
This research program will explore the potential for using administrative records to 
improve economic and demographic censuses, surveys, and intercensal population 
estimates. As part of the research, TANF data may be included in our research database 
called the Longitudinal Employer Household Dynamics Database. The goal is to develop 
optimal combinations of administrative record file information based on data accuracy. 
timeliness, and availability. 

Benefits to HHS: 
The LEHO feasibility analysis has been developed with cooperation of HHS staff to 
ensure that statistical.products use appropriate methodologies. 

2. Evaluation and Improvement of Demographic Surveys Using T ANF 
Administrative Records 

The Census Bureau administers multiple household surveys that collect data on the 
participation in T ANF and public assistance programs. This project will evaluate the 
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quality of these data and propose modifications to survey instruments that will improve 
the quality of futme data collections. 

The project will focus on evaluating and improving the TANF coverage in the American 
Community Survey (ACS), the Current Population Survey (CPS), and the Survey of 
Income and Program Participation (SIPP). In the case of SIPP, this evaluation will 
inform the redesign of the SIPP survey instrument that is currently underway: The 
project will use the comple~ set of administrative records to consider coverage issues 
and distributional comparisons. The project will use linked survey and administrative 
records to compare details of program participation and to study patterns of non
response. 

Benefits to Census Bureau: This project will evaluate the quality of Census Bureau 
survey data and potential to improve survey instruments for Census Bureau demographic 
surveys. 

Benefits to IDIS: This project will improve the usefulness of Census Bureau survey data 
for the administration of T ANF programs by assessing and improving the accuracy of the 
survey data on the details of participation in these programs. 

3. Enhance Record Linkage Methods 

Census will improve our person validation and record linkage methods by processing the 
T ANF data and using it in linked record analyses. These data will provide a valuable 
new source of information on the low income population. This population is hard to 
COWlt, which could lead to them being underrepresented in surveys and enumerations. 

The ability to match administrative records from a variety of providers reveals 
information about the relative quality and coverage of source data. 

Benefits to Census Bureau: Data will allow us to develop and evaluate trends in match 
rates among persons in administrative record files. Census may also be able to evaluate 
how differences in match rates between states are attributable to data collection 
differences or in discrepancies in the Census Bureau linkage system, and measure the 
impact on survey and census analyses. 

Benefits to IDIS: This project will provide information about the coverage and quality of 
Census Bureau survey frames and responses, and will lead to improvements in survey 
estimates of persons in social welfare programs. 

4. Research and Planning for the 2020 Census 

The Census Bureau intends to test and potentially use data from many sources, including 
public and private sources, to design and conduct the 2020 Census. The Census Bureau 
intends to use NYS ODTA program information, along with data from federal, state, and 

11 
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private sources to pursue the following four research initiatives, leading to improvements in quality and efficiency of 2020 Census operations: 
A. validating and enhancing the Master Address File (MAF); 1 

B. designing and assigning resomces to carry out the 2020 Census;2 

C. unduplicating public, private, and census lists; and 
D. imputing missing data.3 

Data quality will be explored using 2010 decennial census data to assess the quality and utility of household roster, location, and demographic characteristics data. Disagreement observed in content across sources will be analyzed to develop approaches such as modeling or business rules to resolve conflicting information. Administrative records will be assessed to tabulate data at various levels of geography including the housing unit, block, tract, and state levels. These tabulations will be compared to the 2010 Census to assess accuracy based on the level of aggregation. 

Benefits to the Census Bureau: Data will allow improvements to data quality and methods to coilect, measure and tabulate persons and housing units. Use of the TANF data. will allow Census to model outreach and enumeration efforts for the hard-to-reach low income population. Use of the T ANF data will enhance the race and ethnicity analyses and imputations needed in census data. The project will use the TANF data along with other federal, state, and commercial sources to develop statistical methods including models to support census operations. 

Benefits to HHS: Data will allow improvements to decennial census data quality. Accurate decennial census population and housing unit counts are critical inputs to Census Bureau surveys and statistical products. The population counts and characteristics form the basis for all survey weighting methods. The housing unit frame, or Master Address File, is used for address-based sampling for the major demographic surveys. As a user of public use and internal survey files (through this joint statistical project), HHS will benefit from using frames and weights that allow samples to .represent the U.S. population. 

1 Examples of possible Census Bureau uses include updating and evaluating the Master Address File. 2 Examples of possible data uses include simulating a targeted address canvassing, modeling to detennine data collection modes, modeling to predict self-response probabilities, simuJating non-response follow-up designs, directed advertising campaigns, and special enumeration operations planning. ' Examples of possible Census Bureau uses include item imputation and count imputation using .. . in~~Dat:iOD from~ ~omposite ~f~b~~- ~J>l'._i~-~ ~eel!· . -· . . . -
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UNITED STATES GOVERNMENT 

INTERAGENCY AGREEMENT (IAA) 

Agreement Between Federal Agencies 

General Terms & Conditions (GT&C) Section 

IAA Number TMSIS-2064-20-PAY-01 
GT&C# Order# Amendment#/ Mod# 

DEPARTMENT AND/OR AGENCY 

RESET FORM 

1. Requesting Agency of Products / Services Servicing Agency Providing Products/ Services 

Name Department of Commerce Centers for Medicare & Medicaid Services (CMS) 

U.S.Census Bureau/ERO 

Address 4600 Silver Hill Road, 5K120F 7500 Security Boulevard 

Suitland, MD 20746 Baltimore MD 21244 

2. Servicing Agency Tracking Number (Optional) : IA20-39 

3. Assisted Acquisition Agreement LJ Yes lL] No 

4. GT&C Action (Check action being taken) 

[lJ New 

• Amendment - Complete only the GT&C blocks being changed and explain the changes being made. 

D Cancellation - Provide a brief explanation for the IAA cancellation and complete the effective End Date. 

6. Agreement Period Start Date UponF,ialSig,atures End Date 09/30/2020 of IAA or effective cancellation date 

MM-D0-YYYY MM-DD-YYYY 

6. Recurring Agreement (Check One) A Recurring Agreement will continue, unless a notice to discontinue is received 

• Yes If Yes, this is an: Annual Renewal 0 
Other Renewal • state the other renewal period: 

[Z] No 

7. Agreement Type (Check One) l✓ l Single Order IAA n Multiple Order IAA 

8. Are Advance Payments Allowed for this IAA (Check One) OYes [Z] No 

If Yes is checked, enter Requesting Agency's statutory Authority Title and Citation 

Note: Specific advance amounts will be captured on each related order. 
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UNITED STATES GOVERNMENT 
INTERAGENCY AGREEMENT (IAA) 
Agreement Between Federal Agencies 
General Terms & Conditions (GT&C) Section 

IAA Number TMSIS-2064-20-PAY-01 
GT&C# Order# Amendment# I Mod# 

9. Estimated Agreement Amount (The Servicing Agency completes all information forthe estimated agreement amount) (Optional for assisted Acquisitions) 
Direct Cost 

$41 500_00 Provide a general explanation of the Otemead Fees and Olarges 

___________ ...:;...:...:.,...c...::..=.::....:c... 1 

Overhead Fees & Charges ----------, 
Total Estimated Amount $41 ,500.00 
10. STATUTORY AUTHORITY 
a. Requesting Agency's Authority (Check One) 

Franchise Fund Revolving Fund Working Capital Fund Economy Act (31 other Authority • • • U.S.C. 1• FAR17.5) [l] FIii in statutory Authority Title and Citation for Franchise Fund, Revolving Fund, Working Capital Fund, or other Authority Transfer Authority: Section 1106(b) of the Social Security Act 

b. Servicing Agency's Authority (Check One) 
Franchise Fund Revolving Fund Working Capital Fund other Authority 

Economy Act (31 
U.S.C. 1535 / FAR 17.5) • • • • [l] 

FIii in statutory Authority Title and Citation for Franchise Fund, Revolving Fund, Working Capital Fund, or other Authority Transfer Authority: Section 1106(b) of the Social Security Act 

11. Requesting Agency's Scope (State and/or List Attachments that support Requesting Agency's Scope.) Refer to the IM Addendum, Attachment 1- the Commerce/Census-8, Statistical Administrative Records Systems of Records Notice 
and Commerce/Census-3, Individual & Household Statistical Surveys Records and Special Studies Records, and Data Use 
Agreement (DUA) 21550. 

12. Roles and Responsibilities for the Requesting Agency and the Servicing Agency (State and/or list 
attachments for the roles and responsibilities for the Requesting Agency and the Servicing Agency) Refer to the IM Addendum, Attachment 1- the Commerce/Census-8, Statistical Administrative Records Systems of Records Notice 
and Commerce/Census-3, Individual & Household Statistical Surveys Records and Special Studies Records, and DUA 21550. 

FS Form 7600A(06-10) Department of the Treasury I Bureau of the Fiscal Sel"llice November 2016 - page 2 of 4 
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UNITED STATES GOVERNMENT 
INTERAGENCY AGREEMENT (IAA) 
Agreement Between FederalAgencies 
General Terms & Conditions (GT &C) Section 

IAA Number TMSlS-2064-20-PAY-01 
GT&C# Order# Amendment #/Mod# 

13. Restrictions (Optional) (state and/or attach unique requirements and/or mission specific restrictions specific to this IAA). 

Refer to the IAA Addendum, Attachment 1- the Commerce/Census-a, statistical Administrative Records Systems of 
Records Notice and Commerce/Census-3, Individual & Household Statistical Surveys Records and Special studies 
Records, and DUA 21550. 

14. Assisted Acquisition Small Business Credit Clause (The Servicing Agency will allocate the socio-economic 
credit to the Requesting Agency for any contract actions it has executed on behalf of the Requesting Agency). 

15. Disputes: Disputes related to this IAA shall be resolved in accordance with instructions provided in the Treasury 
Financial Manual (TFM) Volume I, Part 2, Chapter 4700, Appendix 10; lntragovemmental Transaction (IGT) Guide. 

16. Termination (Insert the number of days that this IAA may be terminated by written notice by either the Requesting 
or Servicing Agency.) 
30 
If this agreement is canceled, any implementing contract/order may also be canceled. If the IAA is terminated, the agencies 
shall agree to the terms of the termination, including costs attributable to each party and the disposition of awarded and 
pending actions. 
If the Servicing Agency Incurs costs due to the Requesting Agency's failure to give the requisite notice of Its Intent 
to terminate the IAA, the Requesting Agency shall pay any actual costs Incurred by the Servicing Agency as a resun 
of the delay in notification, provided such costs are directly attributable to the failure to give notice. 
17. Assisted Acquisition Agreements - Requesting Agency's Organ izatlons Authorized to Request Acquisition 
Assistance for this IAA (State or attach a list of Requesting Agency's organizations authorized to request acquisition assistance for this IAA. 

N/A 

18. Assisted Acquisition Agreements - Servicing Agency's Organizations Authorized to Request Acquisition 
Assistance for this IAA (State or attach a list of Servicing Agency's organizations authorized to request acquisition assistance for this IAA.) 

N/A 

19. Requesting Agency Clause(s) (Optional) (state and/or attach any additional Requesting Agency clauses.) 

Refer to the IAA Addendum, Attachment 1- the Commerce/Census-a, Statistical Administrative 
Records Systems of Records Notice and Commerce/Census-3, Individual & Household Statistical 
Surveys Records and Special Studies Records, and DUA 21550. 

20.Servicing Agency Clause(s) (Optional) (state and/or attach any additional Servicing Agency clauses.) 
CMS does not allow pen and ink changes or altering to this agreement after any signatures have been obtained. Changes that occur 
in any section from the approved version to the f inal signed version will not be accepted by CMS. 

If changes are required to this agreement, please contact the CMS preparer Contracting Officer Representative (COR) to have the 
agreement changes routed for the Office of Acquisition and Grants Management (OAGM) re-approval. 

In addition, refer to the IAA Addendum, Attachment 1- the Commerce/Census-a, Statistical Administrative Records Systems of 
Records Notice and Commerce/Census-3, Individual & Household Statistical Surveys Records and Special Studies Records, and 
DUA 21550. 
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UNITED STATES GOVERNMENT 
INTERAGENCY AGREEMENT (IM) 
Agreement Between Federal Agencies 
General Terms & Conditions (GT &C) Section 

IAA Number TMSIS2064-20-PAY-01 
GT&C # order# Amendment#/ Mod# 

21.Addltlonal Requesting Agency and/or Servicing Agency Attachments (Optional) (state and/or attach 
any additional Requesting Agere{ and/or Servicing Agency Attaclvnerts) 

Refer to the IM AddenckJm, Attachment 1- the Commerce/Census-8, statistical Administrative Records Systems of 
Records Notice and Commerce/Census-3, Individual & Household statistical surveys Records and Special studies 
Records, and DUA 21550. 

22.Annual Review of IAA 
By sv,ing this agreement, the parties agree to annually review the IM if the agreement period exceeds one year. 
Appropriate changes will be made by amendment to the GT&C and/or modification to any affected Order(&). 

AGENCY OFFICIAL 
The Ageno/ Officlal Is the highest level accepting authority or official as designated by the Requesting Agere{ and 
Servicing A'Jfffl"/ to sign this agreement. Each Agency Official must ensure that the general terms and conditions 
are properly defined, Including the stated statutory authorities, and, that the scope of work can be fulfilled as per the 
agreement. 
The Agreement Period start Date (Block 5) must be the same as or later than the elpture dates. 
Actual work for this 1M may NOT begin until an Order has been signed by the appioprlale Individuals, as staled in the 
Instructions for Blocks 37 aro 38. 

23. Requesting Agency Servicing Agency 
Name Kevin Deardorff AooyShatto 
Title ERO, Division Chief Deputy Director, otlce of Etnrpltw Dita & Anli)tlcs (OEDA) 

Telephone Number(s) (301) 763-6033 (410) 786-6384 
Fax Number 
Emall Address kevln.e.dea 

. 
nsus.aov Andrew.ShattoOcms.hhs.gJV 

SIGNATURE P.o ~ ! II) W(/ '---<~ ~ Andrew E. Shatto -• DlgitallyslgnedbyAndrewE. 

Approval Date I J... I { J.._j :::,__ v/9 s Date: 2019.12.14 12:08:37 -05'00' 
I I 
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I RESET FORM! 

UNITED STATES GOVERNMENT INTERAGENCY *ffll 
AGREEMENT (IAA) B~OFTHE • 

AgreementBetweenFederalAgencies ~ Fiscal Serv1ce 
Order Requirements and Funding Information (Order) Section ~ LEAD. TRANSFORM. DELIVER. 

IAA Number TMSIS-2064-20-PAY-01 
GT&C# 

0001 
Order# 

Servicing Agency's Agreement 
----aAme-n-,d_m_en..,...t #""/~Mod~#-,,---Tracking Number (Optional) 

PRIMARY ORGANIZATION /OFFICE INFORMATION 
24. Requesting Agency Servicing Agency 

IA20-39 

Primary Organization / Office Department of Commerce Centers for Medicare & Medicaid 
Name U.S.Census Bureau/ERO Services (CMS) 

Responsible Organization I Office 4600 Silver Hill Road, 5K120F 7500 Security Boulevard 
Address Suitland, MD 20746 Baltimore, MD 21244 

ORDER REQUIREMENTS INFORMATION 
25. Order Action (Check One) 

[Z] New 

• Modification (Mod) - List affected Order blocks being changed and explain the changes being made. 
For Example: for a performance period mod, state the new performance period for this Order in Block 27. 
Fill out the Funding Modification Summary by Line (Block 26) if the mod involves adding, deleting, or 
changing Funding for an Order Line. 

• Cancellation - Provide a brief explanation for Order cancellation and fill in the Performance Period End 
Date for the effective cancellation date. 

26. Funding Modification Line# Line# Line# Total of All other Total 
Summary by Line Lines (attach 

funding details) 

Original Line Funding $0.00 

Cumulative Funding 
Changes From Prior Mods $0.00 
[addition (+) or reduction (-)] 

Funding Change for This Mod $0.00 

TOTAL Modified Obligation $0.00 $0.00 $0.00 $0.00 $0.00 

Total Advance Amount (-) $0.00 

Net Modified Amount Due $0.00 $0.00 $0.00 $0.00 $0.00 

27. Performance Period Start Date U!!!!n Final Signatures End Date 09/30/2020 

For a performance period mod, insert MM-DD-YYYY MM-DD-YYYY 
the start and end dates that reflect the 
new performance period. 

FS Form 7600B (04-12) Department of the Treasury I Bureau oflhe Fiscal Service November 2016 - page 1 of 5 
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UNITED STATES GOVERNMENT INIBRAGENCY * -1111' BUllBAU OP THE 

AGREEMENT (IAA) • F· I s . Agreement Between Federal Agencies ISCB erv1ce 
Order Requirements and Funding Information (Order) Section LEAD. TRANSFORM. DELIVER. 

IM Number TMSIS-2064-20-PAY-01 
GT&C# 

0001 
Order# 

28. Order Line/ Funding Information 

Servicln g Agency's Agreement 
----=-Ame- n....,dm- en--=-I #;:-,/:-:-M:-od-:-#.,,.-- Trackfng Number (Optional) 

Line Number 
Requesting Agency Funding Information Servicing Agency Funding Information 

ALC 13040001 75050080 
Component SP ATA AID BPOA EPOA A MAIN SUB SP ATA AID BPOA EPOA A 
TAS (required 

013 2020 2022 0450 000 075 2020 2020 by 10/1/2014) 

and/or current TAS format 75-20-0511 
BETC DISS CAN: 5995932 COLL CAN: 5991341 
Object Class Code (Optional) 25308 
BPN 929955383 927645622 
BPN + 4 (Optional) 

Additional Accounting EIN: 53-0104537 BAP: 2200320000 Classification / Information PAC:0440 
(Optional) EIN: 52-0883104 

IA2~9 

MAIN SUB 

0511 000 

Requesting Agency Funding Expiration Date Requesting Agency Funding Cancellation Date 
09-30-2022 09-30.2027 

MM-DD-YYYY MM-DD-YYYY 

Project Number & Title Project #009005 IA20-39 T-MSIS, Census #6750F01 

Description of Products and/or Service, including the Bona Fide Need for this Order (State or attach a 
description of products/services, including the Bona Fide need for this Order.) 
Refer to the IAA Addendum, Attachment 1- the Commerce/Census-8, statistical Administrative Records Systems of Records Notice and commerceiCensus-3, Individual & Household statistical Surveys Records and Special studies Records, and Data Use Agreement (DUA) 21550. 

I hereby certify that (a) this requirement represents a bona fide need of fiscal year or years for which the appropriation was made and complies with the Anti-deficiency Act and (b) funds are committed for the period of performance or this order. 

North American Industry Classification System (NCAIS) Number (Optional) 
Breakdown of Reimbursable Line Costs and/or Breakdown of Assisted Acquisition Line Cost: 
Unit of Measure Contract Cost 

Quantity Unit Price Total Servicing Fees 

1 $41,500.00 $41,500.00 
Total Obligated 

$0.00 Cost 
Overhead Fees and Charges Advance for Line (-) 
Total Line Amount Obligated $41,500.00 Net Total Cost $0.00 
Advance Line Amount (-) Assisted Acquisition Servicing Fees Explanation 

Net Line Amount Due $41,500.00 

'Type of Service Requirements 

@ Severable Service 0 Non-Severable Service Q Not Applicable 
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UNITED STATES GOVERNMENT INTERAGENCY *ffll 
AGREEMENT (IAA) B~OFTHE • 

Agreement Between Federal Agencies ~ f 1scal Service 
Order Requirements and Funding Information (Order) Section ~ LEAD. TRANSFORM. DELIVER. 

IAANumber TMSIS-2064-20-PAY-01 
GT&C# 

0001 
Order# 

---,---------Servicing Agency's Agreement 
Amendment #/Mod# Tracking Number (Optional) IA20-39 

29. Advance Information (Complete Block 29 if the Ad.tance Payment for ProductslServices was checked "Yes" on the GT&q 

Total Advance Amount for the Order _____ [All Order Line A<::Nance amounts (Block 28) must sum to this total.] 

Revenue Recognition Methodology (according to SFFAS ?)(Identify the Revenue Recognition Methodology that 

will be used to account for the Requesting Agency's expense and the Servicing Agency's revenue.) 

D Straight-Line - Provide amount to be accrued ______ and Number of Months 

D Accrual Per V\k>rk Completed - Identify the accounting post period: 

Monthly per work completed & invoiced • 
• Other - Explain other regular period (bimonthly, quarterly, etc.) for posting accruals and how the 

accrual amounts will be communicated if other than billed. 

30. Total Net Order Amount: =$4~' 1=50=0=.oo~--------
[AII Order Line Net Amounts Due for reimbursable agreements and Net Total Costs for Assisted Acquisition Agreements 

(Block 28) must sum to this total] 

31. Attachments (state or list attachments) 

D Key Project and/or acquisition milestones (Optional except for Assisted Acquisition Agreements) 

[2] Other Attachments (Optional) 

Refer to the IAA Addendum, Attachment 1- the Commerce/Census-8, statistical Administrative Records Systems of Records Notice 

and Commerce/Census-3, Individual & Household Statistical Surveys Records and Special Studies Records, and DUA 21550. 

BILLING AND PAYMENT INFORMATION 

32. Payment Method (Check One) [Intra-governmental Payment and Collection (IPAC) is the Preferred Method.] 

D Requesting Agency Initiated IPAC !✓ ! Servicing Agency Initiated IPAC 

D Credit Card D other - Explain other payment method and reasoning: 

33. Billing Frequency (Check One) 
[An Invoice must be submitted by the Servicing Agency and accepted by the Requesting Agency BEFORE 

funds are reimbursed (i.e., via IPAC transaction)] 

CMS will invoice when the DUA and data request are approved by September 30, 2020. 

n Monthly n Quarterly f7l other Billing Frequency (include explanation): See above 

34. Payment Terms (Check One) 

[l] 7 Days D other Payment Terms (include explanation): 

FS Form 76008 (04-12) Department of the Treasury I Bureau of the Fiscal Service November 2016 - page 3 of 5 
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UNITEDSTATESGOVERNMENTINTERAGENCY *'fllt' IUBWOPTHE 
AGREEMENT (IAA) • A I Servi Agreement Between Federal Agencies sea ce Order Requirements and Funding Information (Order) Section LEAD. TRANSFORM. DELIVER. 

IAA Number TMSIS-2064-20-PAY-01 0001 ServtclngAgencys AanNMnent GT&C # Order# - ...... Ame-nmn,--en.,....,t #,...,./.,..,,Mod....,..,,.#-Tr•ddng Nwnber (Optional) 
36. Funding Clauses/ Instructions (Optional) (State and/or list funding clauses/instructions) 

. 

38. Delivery /Shipping Information for Products (0Dtional) 
AgencvName 
Point of Contact (FOC) Name & Title 
POC Email Address 
Delivery Address / Room Number 
POC Telephone Number 
Special Shipping Information 

APPROVALS AND CONTACT INFORMATION 37. Program Officials 
The Program Officials, as identified by the Requesting /1,/JerDf and Servicing Ager'Df, must ensure that the scope of work IS properly defined and can be fulfilled for this Order. The Program Official may or may not be the Contracting Officer depending on each agerDj's IAA business process. 

Requesting Agency Servicing Agency Name Kevin Deardorff ArdyShattD 
Title Division Chief, ERO Deputy Director, OEDA Telephone Nuni>er (301) 763-6033 (410) 786-6384 Fax Number 
Email Address kevlne.ge,worff@census.gov. Andrew.Shatto@cms.hhs.gov SIGNATURE fo'li "tA ):...J~ . Andrew E. Shatto DlgltanyslgnedbyAndrewE. Date Signed 1~1,~ / /Q -5 

a 

Date: 2019.12.1412:09:16-0S'OO' 
38. Funding Officials - The Furds ApproYlrg dmcials, as Identified by the Requestirg A/Jero/ and Servicing NJerD/. certify that the funds are accurately cited and can be property accounted ror per the purposes set forth In the Order: The Requesting /1,/JerDJ Fundlrg Olfkllal signs to obligate funds. The Servicing Age'f'C/ FundlnJ Offlclal slEJlS to start the work, and to bill, collect. and property account for funds from the Requestlrg Agero/. In accordance with the agreement. 

Requesting Agency Servicing Agency Name Kevin Deardorff Alisha Williams Title Division Chief, ERO CMS Funding Official Telephone Number (301) 763-6033 (410) 786-7507 Fax Number 
Email Address kevin.e.deerdorffQcensus.gov Allsha.Willlams@cms.hhs.gov SIGNATURE ~ o ie '. v\A .WI ..1=,l ~ ~ A Alisha \Mlllams -S ::,,~i:r=,.,w:"' Date Signed \ ~ I I :.'I" I I q I 
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UNITED STATES GOVERNMENT lNIBRAGENCY *fflr 
AGREEMENT (IAA) B~OPTIIE • 

Agreement Between Federal Agencies ~ f 1scal Service 
Order Requirements and Funding Information (Order) Section ~ LEAD. TRANSFORM. DELIVER. 

IMNumber TMSIS-2064-20-PAY-01 0001 
GT&C # Order# 

________ Servicing Agency's Agreement 

Amendment#/ Mod# Tracking Number (Optional) IA20-39 

CONTACT INFORMATION 

39. FINANCE OFFICE Points of Contact (POCs) 

Reauestina Aaencv {Pavment Office} Servicina A~ncv 1Billina Office) 

Name Darrell Blyden CMS RIA Collections 

Title Supervisory Accountant Financial POC 

Office Address 4600 Silver Hill Road, HQ, 2K415 

Washington, D. C. 20233-3700 

Telephone Number (301 ) 763-4390 

Fax Number (301 ) 763-4504 

Email Address Darrell.b.Blyden@Census.gov DAOReimbursablelA@cms.hhs.gov 

Signature & Date (Optional) 

40. ADDITIONAL Points of Contact (POCs) (as determined by each Agency) 

This may include CONTRACTING Office Points of Contact (POCs). 

Reauestina Aaencv Servicina Aaencv 

Name G. Patricia de la Cruz Tyra Jeffries 

Title Survey Statistician, Data Acquisitions Staff CMS IAA Coordinator 

Office Address 4600 Silver Hill Road, 5K120F 7500 Security Boulevard 

Suitland, MD 207 46 Baltimore, MD 21244 

Telephone Number (301) 763-2377 (410) 786-5156 

Fax Number 

Email Address g.patricia.de.la.cruz@census.gov tyra.jeffries@cms.hhs.gov 

Signature & Date (Optional) 

Name Nicole Adolph Gara Petroski 

Title Branch Chief for Data Acquisitions CMS COR - CCW IAA Coordinator 

Office Address 4600 Silver Hill Road, 5K120F 7500 Security Boulevard, 

Suitland, MD 20746 Baltimore, MD 21244 

Telephone Number (301) 763-15TT (410) 786-0305 

Fax Number 

Email Address nicole.s.adolph@census.gov cara.petroski@cms.hhs.gov 

Signature & Date (Optional) 

Name 
Emory Toomey 

Title 
CCW Program Official 

Office Address 7500 Security Boulevard 

Baltimore. MD 21244 

Telephone Number 
(410) 786-4188 

Fax Number 

Email Address 
Emory. Toomey@crns. hhs. gov 

Signature & Date (Optional) 
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ADDENDUM TO THE FS 7600A & 7600B 
INTERAGENCYAGREEMENT 

between 
The Department of Commerce United States Census Bureau (Census Bureau) 

and 
The U.S. Department of Health and Human Services The Centers for Medicare & Medicaid Services (CMS) 

Census Bureau Control Number: TMSIS-2064-20-PAY-01 CMS Control Number: IA20-39 

I. PURPOSE 

The purpose of this Interagency Agreement (IAA) is to delineate the terms and conditions by which the Department of Commerce, U.S. Census Bureau (Census Bureau) agrees to pay data processing fees for Transformed-Medicaid Statistical Information System (T-MSIS) Analytic File (T AF) Eligibility data from the Centers for Medicare & Medicaid Services (CMS) in support of Census Bureau research. 

II. INTEGRATION 

The signed 7600A, 7600B, this Addendum, Data Use Agreement (DUA) 21550 and Attachment 1- the Commerce/Census-8, Statistical Administrative Records Systems of Records Notice and Commerce/Census-3, Individual & Household Statistical Surveys Records and Special Studies Records constitute the entire agreement of the Census Bureau and CMS with respect to its subject matter. There have been no representations, warranties, or promises made outside of this agreement. This agreement will take precedence over any other documents that may be in conflict with it. 

Ill. AUTHORITY 

Transfer offunds Authority 
This agreement is made under the authority of Section 1106(b) of the Social Security Act. 
Census Bureau Programmatic Authority: This IAA is made under the authority of 13, U.S.C., Section 6; Title 13, U.S.C., Section 141, 181, 182; The Privacy Act of 1974; Title 5, U.S.C., Section 552a(b)(4), which permits disclosure ofrecords for purposes of planning or carrying out a census, survey or related activity pursuant to Title 13. 
CMS Programmatic Authority: This agreement is made under the authority of the Reorganization Act of 1953, Public Law (P.L.) 88-426. 
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IV. BACKGROUND 

In the Demographic Directorate, staff use the data to assess the quality of health insurance 
coverage information collected in household surveys. The information is also used to 
research, produce, and publish estimates of health insurance coverage for small geographic 
areas (e.g. states and counties) in the Small Area Health Insurance Estimates Program. In the 
Decennial Directorate, staff are exploring how TMSIS Analytical File {TAF) data along with 
other federal, state, and private data sources to plan a complete and efficient 2020 Census. 
Staff in the Research and Methodology Directorate analyze the quality, coverage, and 
consistency of T AF data, and also link the data to other survey and administrative records 
sources to explore the characteristics of program participants. 

In all of these research and production uses, only aggregate statistical information is released 
that meets Census Bureau Disclosure Avoidance Review standards. 

V. SCOPE OF WORK 

Under this IAA, CMS will provide the Census Bureau with the requested data from the 
Chronic Condition WarehouseNirtual Research Data Center (CCWNRDC). The requesting 
organization will conform with all of CMS's data release policies and procedures. CMS will 
make the appropriate minimally necessary data available to approved users once all CMS 
data requirements are met. 

The Census Bureau will use the data with information from Census and survey respondents, 
information from federal and state agencies, and information from third party vendors for 
statistical purposes only. The Census Bureau intends to use data acquired under this 
agreement at Census Bureau Headquarters in Suitland, Maryland, and in the Research Data 
Center (RDC) Network. Only Census Bureau employees and Title 13, U.S.C. Section 23(c) 
Special Sworn Status researchers working on approved projects will access data acquired 
under this agreement. 

VI. { DURATION OF AGREEMENT 

Effective Date: This IAA is effective on the date it is signed by the responsible parties. The 
period of performance will end on September 30, 2020. 

VII. FUNDS 

Funds for this IAA will not exceed $41,500.00 for Fiscal Year (FY) 2020. The Census 
Bureau shall reimburse CMS for all services provided under the terms of this agreement. The 
Census Bureau and CMS cannot begin work or bill through the Intra-governmental Payment 
and Collection (IPAC) system until receipt of the IAA signed by all parties. CMS will bill in 
full for the amount noted above by September 30, 2020 utilizing IP AC for actual costs 
incurred. Appropriate accounting data will be cited in all billing documents: CMS's control 
number is CMS IA20-39. Funds will be obligated upon final signatures on the 7600B. 
See the 7600B for Funding Infor_mation. 
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VIII. DUPLICATION 

Full implementation of this agreement will not duplicate any existing agreements. This 
agreement does not conflict or duplicate any current Office of Enterprise Data & Analytics 
agreements. 

IX. MODIFICATION AND TERMINATION 

Any modification or amendment of this agreement must be agreed to by both parties in 
writing. This agreement may be modified to incorporate new sections or language as 
required to ensure compliance with the respective agency's legislative mandates and internal 
policies and processes. Either party may terminate this agreement by giving the other party 
30 days' notice in writing. If the Census Bureau cancels the order, CMS is authorized to 
collect costs incurred prior to cancellation of the order plus any termination cost, not to 
exceed the total amount obligated under this agreement. 

X. PRIVACY ACT 

This IAA has been reviewed for Privacy Act implications. Data being released pursuant to 
this Agreement falls under the Privacy Act of 1974, as amended, 5 U.S.C. 552a; the Freedom 
of Information Act, 5 U.S.C. 552; and Section I 106(A) of the Social Security Act. All 
Medicare and Medicaid data and any data files, which were derived from the data, will be 
dispositioned according to the schedule stated in DUA 21550 and in accordance with the 
terms and conditions indicated in Form CMS-I 0252 (Data Use Agreement Certificate of 
Disposition (COD) for Data Acquired from the Centers for Medicare & Medicaid Services). 

The CMS System(s) of Records (SOR) from which the data will be released is the Chronic 
Condition Warehouse, System No. 09-70-0573. The SOR may contain Protected Health 
Information (PHI) as defined by the Department of Health and Human Services' regulation 
"Standards for Privacy of Individually Identifiable Health Information" (45 CFR Parts 160 
and 164, 65 Federal Register 82462 as amended by 66 Federal Register 12434). Disclosures 
of PHI, authorized by the Health Information Portability and Accountability Act (HIPAA), 
may only be made if, and as permitted or required by the "Standards for Privacy of 
Individually Identifiable Health Information." 

Disclosure to the Census Bureau is authorized by 5 U.S.C. § 552a(b)(4) (Bureau of the 
Census). The systems of records used by the Census Bureau in support of this data-sharing 
project are: (1) the Commerce/Census-8, Statistical Administrative Records Systems of 
Records Notice and (2) Commerce/Census-3, Individual & Household Statistical Surveys 
Records and Special Studies Records (Attachment I). All data that CMS agrees to provide 
the Census Bureau remains confidential. Maintaining confidentiality of these data is 
guaranteed under Title 13 U.S.C, Section 9; the Privacy Act of 1974; and Section 1106 of the 
Social Security Act (42 U.S.C. § 1306). 
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XI. INFORMATION SECURITY 

The Census Bureau assumes an obligation to keep all data received from other federal and 

state agencies and commercial entities in confidence and to use the data for statistical 
purposes only in accordance with the provisions of Title 13, United States Code. Upon 

receipt, all data acquired as a result of this interagency agreement will be treated as if they 

have, at a minimum, protection at the appropriate risk level in accordance with the National 

Institute of Standards and Technology (NIST) Federal Information Processing Standards 
(FIPS) 200 and Special Publication 800-60rl. 

The Census Bureau complies with all current NIST standards and publications in accordance 

with Title III of the E-Government Act of 2002 (PL 107-34 7). All systems are fully assessed 

against NIST Special Publication 800-53r4 "Recommended Security Controls for Federal 

Information Systems and Organizations," as well as Special Publication 800-37rl "Guide for 

Applying the Risk Management Framework to Federal Information Systems: A Security Life 

Cycle Approach." The Census Bureau IT Security Program is reviewed annually by the 

Department of Commerce Office of the CI O as well as the Department of Commerce Office 

of Inspector General as part of the oversight responsibilities. 

All information and information systems are categorized in accordance with NIST FIPS 199 

"Standards for Security Categorization of Federal Information and Information Systems" and 

NIST Special Publication 800-60rl "Guide for Mapping Types of Information and 
Information Systems to Security Categories: (2 Volumes)- Volume 1: Guide Volume 2: 

Appendices." Security controls and subsequent assessments are done based on the final 

categorization. 

Cloud providers must be approved for at least moderate level information through the GSA 

FedRAMP process prior to acquiring any services. Census Bureau identifies, assesses and 

authorizes use based on the published FedRAMP results and an assessment of any Census 
Bureau (customer provided) controls implemented to protect the infrastructure and data. 

Security reporting on cloud providers is reported to the Department of Commerce on a 

regular basis under FISMA. 

The Census Bureau maintains a policy regarding the reporting of and response to losses of 

protected data in accordance with 0MB Memorandum 6-19 and M-07-16. Known or 

suspected losses of protected data are reported within one hour to the United States Computer 

Emergency Readiness Team (US CERT). Once the Census Bureau becomes aware of a 

known breach of CMS data, the Census Bureau will contact the identified CMS contacts to 

discuss the actions and potential remedies in regards to the incident. 

Disclosure Avoidance Review of Statistical Products 

Title 13, Section 9 of the United States Code (U.S.C.) requires the Census Bureau to keep 

confidential and the information collected from the public under the authority of Title 
13. Section 214 of Title 13, U.S.C., and Sections 3551, 3559 and 3571 of Title 18, U.S.C., 

provide for the imposition of penalties of up to five years in prison and/or up to $250,000.00 

in fines for wrongful disclosure of confidential census information. 
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Disclosure avoidance is the process for protecting the confidentiality of data, as required under Title 13 U.S.C. A disclosure of data occurs when someone can use published statistical information to identify and individual who has provided confidential information under a pledge of confidentiality. For data tabulations, the Census Bureau uses disclosure avoidance procedures to modify or remove the characteristics that put confidential information at risk for disclosure. Although a published table may appear to show information about a specific individual, the Census Bureau has taken steps to disguise or suppress the original data, while making sure the results are still useful. The techniques used by the Census Bureau to protect confidentiality in tabulations vary, depending on the type of data. 

Noise injection is the Census Bureau's preferred disclosure avoidance technique. By policy, noise injection is to be applied to all data products that are reported with geographies smaller than a state. In cases when it is not feasible to fully implement noise injection within the period of the contract, a transition plan for implementing noise injection or other provable privacy methods must be developed in coordination with the Census Bureau. Noise injection may be required for microdata releases, depending on the characteristics of the microdata and the specific variables that are to be released. Data that cannot be publicly released may still be analyzed within the Federal Statistical Research Data Centers {FSRDCs) by individuals who have Special Sworn Status; the results of such analyses must still go through a disclosure avoidance process prior to being publicly released. 

The parties understand that Title 13 confidentiality protection and disclosure avoidance techniques apply to all work described in this agreement. The disclosure avoidance disclosure methods are defined by the Census Bureau who has the responsibility of carrying out that work. Accordingly, upon completion of the tabulation, the data produced must be reviewed by the Census Bureau to ensure that no identifiable Title 13 data are or may be disclosed. Should the Census Bureau's Disclosure Review Board (DRB) determine that the requested statistical product does or reasonably could result in such disclosure, then the data product will be modified prior to approval for release to the party(ies) of this agreement. The DRB must approve before a research product can be released to an individual who does not have Special Sworn Status (SSS) and a need to know, or moved to a computer not approved for controlled data according to Census' existing policies and procedures. All data releases will conform to both Census and CMS disclosure requirements as described here and in DUA 21550. 

This lAA has been reviewed for Information Security implications. Any CMS information exchanged or CMS information systems accessed pursuant to this lAA falls under the statutory requirements of the Federal Information Security Management Act of 2002 (FISMA), 44 U.S.C §§ 3541-3549, as amended by the Federal Information Security Modernization Act, 44 U.S.C. §§ 3551-3558;. 

FISMA requires all federal agencies to protect the confidentiality, integrity and availability of federal information and information systems from unauthorized access disclosure, duplication, modification, diversion, destruction, loss, misuse or theft whether accidental or intentional. The CMS security and privacy controls used to provide the protections shall be 
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risk-based and business-driven with implementation achieved through a defense-in-depth 
structure. Access to all CMS information and information systems shall be limited on a least 
privilege and a need-to-know basis. The requirements used by all CMS systems to 
implement FISMA can be found in: 

• The Office of Management and Budget (0MB) Circular No. A-130, revised. 
"Management of Federal Information Resources"; Appendix I, "Responsibilities for 
Protecting and Managing Federal Information Resources" 
{http://www.whitehouse.gov/omb/circulars), 

• The National Institute of Standards and Technology (NIST) Special Publications (SP) 
(http://csrc.nist.gov/publications). 

• The HHS Information Systems Security and Privacy Policy (IS2P) (HHS FISMA 
Working Group Collaboration Page) or mailto:FISMA@hhs.gov, 

• The CMS Information Systems Security and Privacy Policy {IS2P2}, 
• CMS Information Security Acceptable Risk Safeguards (ARS), CMS Minimum 

Security Requirements (CMSR) as amended CMS Information Security Acceptable 
Risk Safeguards CMS Minimum Security Requirements (CMSR}, and 

• Other polices, standards, procedures and templates located on the Information 
Security and Privacy Library. 

When receiving CMS electronic protected health information as defined by the Health 
Insurance Portability and Accountability Act of 1996 (HIP AA) Security Rule, the protection 
of that information must be commensurate with applicable Federal Privacy protections for 
individually identifiable health information. 

The parties of this IAA will ensure the terms are in compliance with Section 508 of the 
Rehabilitation Act of 1973 (29 U.S.C. §794 (d), as amended by the Workforce Investment 
Act of 1998 (P.L. 105-220), August 7, 1998). CMS systems must also, implement the 
Department of Health & Human Services' HHS Policy for Section 508 Electronic and 
Information Technology (EIT) issued January 2005. 

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>> 
This concludes the 7600A & B Addendum 
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Attachment I 

COMMERCE/CENSUS-8 

System Name: 

Statistical Administrative Records System (October 27. 2010. 75FR. 66061). 

Security Classifkanon: 

None 

System Localion: 

U.S. Census Bureau, 4600 Silver Hill Road, Washington, DC 20233-8100; Bureau of the 
Census, Bowie Computer Center, 17101 Melford Blvd, Bowie, M31}'land 20715. 

Categoras of lndidduals Conred by the System: 

This system covers the population of the United States. In order to approximate coverage of the 
population in support of its statistical programs, the Ccn.sus Bureau will acqwre administrative 
record files relevant to those programs fiom agencies including, the Departments of Agriculture, 
Education, Health and Human Services, Homeland Security, Homing and Urban Development, 
Labor, Treasmy, Veterans Affairs, and from the Office of Personnel Management, the Social 
Security Administration, the Selective Service System, and the U.S. Postal Service. Comparable 
data may also be sought from State agencies and commcn:ial sources. 

Categories of Records in the System: 

The first category contains records with personal iden1ifiers (names and Social Security 
Numbefs), with access restricted to a limited number of swom CCDSUS Bureau staff. The records 
arc maintamed in a secure rcs1ricted-access environment. They are used solely during a brief 
period while the personal identifiers are replaced with unique non-ideo.lifyiog codes. The second 
category contains records that arc maintained on unique data sets that are extracted or combined 
on an as needed basis using the unique non-identifying codes but with the original identifiers 
removed. These records may contain: Demographic infonnation-date of birth, sex, race, 
ethnicity. household and family characteristics, education, marital status, Tnoal affiliation, and 
veteran's status; Geographical information-ildd:ress and geographic codes; Mortality 
infomlati~use of death and hospitalization information; Health inftmnation--fype of 
provider, services provided. cost of ~ces, and quality indicators; Economic information
housing characteristics. income, occupation, employment arul unemployment infmmation, health 
insurance coverage, Federal program participation, assets., and wealth. The third category 
contains two types of records that are roaiotaioed on unique data sets that are atncted or 
combined on an as-needed basis using the unique non-identifying codes but with some name 
infonnation retained. One type of records contain: Business infoml3tion-business name, 
revenues, number of employees, and industry codes in support of economic statistical 
products. The other type contains: Respondent contact infomiation-name, address, telephone 
number, age, and sex in support of survey and census data collection efforts. 
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Authorities for l\laintenance of the System: 

Title 13 U.S.C. 6 

Purpose(s): 

The pwpose of this system is to centtalize and control the use of J>C[S0113lly identifiable 

infbmlation by providing a secure rq,ositmy that supports statistical operations through 

the removal of persoual identifiers (Social Security Numbers and names), prior to delivery to 

other Ceosus Bureau operating units. By combining current demographic and economic survey 

and ceosus data with administrative record data from other agencies, and data procured from 

commercial sources on an as-needed basis, the Census Bureau will improve the quality and 

usefulness of its statistics and reduce the respondent burden associated with direct data collection 

efforts. The system will also be used to plan, evaluate, and enhance survey operations; improve 

questionnaire design and selected survey data products; and produce research and statistical 

products such as estimates of the demographic, social, and economic characteristics of the 

population. 

Routine Uses of Records Maintained in the System, Including Categories of Users and the 

Purposes of Such Uses: 

None. The StARS will be used only for statistical pmposcs. No disclosum; which pennit the 

identification of individual respondents. and no detemiinations affecting individual respondeots 

will be made. 

Disclosure to Consumer Reporting Agencies: 

None. 

Policies and Practices for Storing, Retriering, Accessing, Retaining, and Disposing of 

Records in the System: 

Storage: 

Records will be stored in a secure computerized system and on magnetic media; output data will 

be either electronic or paper copies. Source data sets containing personal identifiers will 

be maintained in a secure restticted access environmeot. 

Retrienbility: 

Staff producing statistical products will have access only to data sets from which Social Security 

Numbers have been deleted and replaced by unique non-identifying codes intcma1 to the 

Ceosos Bureau. Only a limited number of swom Census Bureau staff, who work within a secure 

resttictcd-access environment. will be pcnnitted to Rtrieve records containing Social Secwity 

Numbets. 
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Safeguards: 

Each project must be approved by an in-house Project Review Board to ensure that data relating to the project will be used only for authorized pmposcs. All uses of the data will be only for statistical pmposes, which by definition means that uses will not directly af1rd any individual. Once the Project Review Board has approved a project, construction of statistical extracts with infonnation from one or mme of the source datl sets may occur. Extract data sets wilt be based on unique non-identifying codes and will only be released to designated sworn Census Bureau staff with a need-to-know. The data in the ex1ra.cts for these projects will not be made publicly available. Any publications based on the StARS will be cleared for release uoder the direction of the Census Bureau's Disclosure Review Board, which will confum that all the required disclosure protection procedures have been implemented. No information will be released that identifies any individual. All employees are subject to the restrictions, ptaalties, and prohibitions of 13 U.S.C. 9 and 214; 5 U.S.C. 552a (b)(4); 18 U.S.C. 1905; 26 U.S.C. 7213; and 42 U.S.C. 1306. When confidentiality or penalty provisions differ, the most stringent provisions apply to protect the data. Emplo~ are regularly advised of the regulations issued pursuant to 13 U.S.C 9 and 214 awl other relevant s1atutes governing confidentiality of the data For example, 13 U.S.C. 214 provides for penalties ofup to five years in prison, and applicable criminal statutes could impose fines up to $250,000, for any releases of confideotial data. The restricted-access environment has been established to limit the number of Ccosus Bureau employees with direct access to the personal identifiers in this system. so as to protect the confidentiality of the datl and to prevent unauthorized use or access. These safeguards provide a level and scope of security that meet the level and scope of security established by the Office of Management and Budget in 0MB Cilcular No. A-130, Appendix Ill. Security of Federal Automated Information Resources. Furthemiore, the use of unsecured telecommunications to transmit individually identifiable information is prohibited. 

Retention and Disposal: 

Records are to be retained in accordance with the unit's Records Control Schedule, which is based on separate agreements with each scnm:e entity. Retention is not to exceed 10 years, unless. by agreement with the source entity, it is determined that a longer period is necessary for statistical pmposes. At the end of the retention period or upon demand, all original data sets, extracts, and paper copies. from each source entity will be retumed or destroyed as mandated by the agreements. 

System l\fanager and Address: 

Associate Director for Demographic Programs, U.S. Census Bureau. 4600 Silver Hill Road, Washington, DC 20233-8000. 

Notification Procedure: 

For the Census Bureau's R"JCords, infonnation may be obtained ftom: Assistant Division Chief for Datt Management. Data Integration Division, Demographic Directorate, U.S. Census Bureau, 4600 Silver Hill Road, Washington, DC 20233-8100. 
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Record Access Protedures: 

Record Notification Procedure above. 

Contesting Record Procedures: 

None 

Record Source Categories: 

Individuals covered by selected administr.ttive record systems and Ccosus Bureau censuses and 
SUIVeys. 

Exemption aaimed For System: 
Pursuant to 5 U.S.C .• Section 552a(k)(4), this system ofmcords is exempted ftom the 

notification, access. and contest requirements of the agency procedures (under 5 U.S.C .• 
552a(c)(3), (d), (c)(l), (e)(4)(G), (H), and (I), and (f)). This exemption is applicable as the data 

are maintained by the Bureau of the Census solely as statistical records, as required under Title 

13 U.S.C., and are not used in whole or in part in making any detcnnination about an identifiable 

individual This exemption is made in accordance with the Department's roles which appear in 
15 CFR. part 4 subpart Band in accordance with agency rules published in the roles section of 

this Federal Register. 
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COl\DIERCE/CENSUS-3 

System Name: 

Special Ceosuses. Smveys, and Other Studies (January 26. 2012. 77 FR 4002) 

Security Classification: None. 

System Location: 

Bowie Computer Center, U.S. Census Bureau, 17101 Melford Blvd., Bowie, Maryland 20715. and U.S. Census Bureau. National Processing Center, 1201 East 10th Street, Jeffersonville, Indiana 47103; and National Archives and Records Administration. Washington National Records Center. Washington, DC 20409. 

Categories of lndirlduals Conred by the System: 

This system covers the population of the United States. Survey respondents typically are individuals aged 15 years old or over. Data collected directly fiom respondcots may be supplemented with data fiom administrative record files received from other mdcra1. state, o~ local agencies, or commercial sources. These files are collected and processed under the statistical Adminis11ative Records system. Admiuistrative record files are from agencies including, the Depamnents of Agriculture, Education, Health and Human Services, Homeland Smirity, Housmg and Uroan Development, Labor, Treasury, Veterans Affairs, and fiom the Office of Personnel Management, the Social Security Administration, the Selective Service System, and the U.S. Postal Service. Comparable data may also be sought fiom State agencies and commercial sources. Please see the COMMERCE/CENSUS-8, Statistical Administrative Records System SORN for more infonnation. Additionally, subjects of cognitive interviews (to test understanding of a new smvey form, for example) are covered in this system of records. 
Categories of Records in the System: 

Records in this system of records consist ofworicing statistical files (i.e., those files being analyzed to produce smvey results), survey data files (i.e .• those files containing answers directly fiom the respondent), and/or data contact files (i.e., those files used for contacting respondents). Records in this system of records may contain infonnation such as: Respondent contact infonnation-telephone number, email address; Demographic information-date of birth, sa, race, ethnicity, household and family characteristics. mobility status, education, marital status, tribal affiliation, vereran's status, disability status; Geographi.cal information-address and geographic codes; Health infonnation-health problems, type of provider, services provided, cost of services, quality indicatOl'S; Economic information-housing and institutioual characteristics, income. occupation, employment and unemployment information, health insurance coverage, federal and state program participation. assets and wealth; Activity and event related 
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iDfoID13tion-commuting. travel. childcare, recreation., consumer expcodituRS, community 

senrice, drug and alcohol use, and crime victimization; Field RepRSCntative (FR) related 

iDfoID13tion-U.S. Census Bureau FR code, which is used only as an administrative control item 

for each record. Some records in this system of records may be obtained from datasets 

maintained by the COMMER.CE/CENSUS-8, Statistical Administtative Records System where 

ctircct identifiers have been replaced Vlith a unique non-idcotifying code prior to delivery to this 

system of records, and, therd"ore are not on the wmking statistical files. These categories of 

records are maintained on unique data sets that are extr.lcted or combined on an as needed basis 

using the unique non-identifying codes but with the original identifiers removed. These records 

may contain: Demographic iofmmati~te of birth, sex. race, ethnicity, household and family 

chaJacteristics, education, marital status, Tribal affiliation, and veteran's status; Geographical 

iDfoID13tion-address and geographic codes; Mortality infmmation-cause of death and 

hospitalization illfomaation; Health information-type of provider, sctvices provided, cost of 

senrices, and quality indicat015; Economic illformation-housing characteristics, income, 

occupation, employment and mcmployment information. health insurance coverage, Federal 

program participation, assets, and wealth. Another category of records contains two cypes of 

records that arc roaiotaimatl on unique data sets that arc extracted or combined. on an as-needed 

basis using the unique non-identifying codes but with some name illfomaation tctained. One type 

of records contains: Business infmmation--business name, reveoues, number of emplo-yees, and 

industry codes in support of economic statistical products. The other type contains: Respondent 

contact infomiation-name, address, telepbonr number, age, and sex in support of survey and 

census data collection diorts. See the COMMER.CE/CENSUS-8, Statistical Administrative 

Records System SORN for more information. However, for limited short-term projects, some 

records obtained from datasets maintained by the COMMER.CE/CENSUS-8, Sta1istical 

Administtativc Records System may contain some wrect ideotificrs (such as name, Social 

Security Number (SSN)) that have been tctained in wortdng statistical files for this collection. 

These short-tam projects must present project and use proposal documentation to a team of high 

level managers, and obtain approval to use direct identi:6~ in these wmking statistical files. 

Additiooally, direct identifiers collected from smvey respondents are routiuely roaiotairi on 

data contact files in order" to :facilitate respondent contact or to pre-load data for a data collec1ion 

instrument. 

Authorities for Maintenance of the System: 

Title 13 U.S.C. 8(b), 182, and 196 provide the authority for the U.S. CCllSUS Bureau to conduct 

statistical surveys. 

Porpose(s): 

The pwpose of this system of records is to collect statistical infmmation from respondents 

through smvey instruments or o1ber means and to conduct methodological research on improving 
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various aspttts of surveys authorized by Title 13, U.S.C. 8(b), 182, and 196, such as: smvey sampling frame design; sample selection algorithms; questionnaire development, design, and testing; usability testing of computer software and equipment; post data collection processing; data quality review; and non-response research.. 
Routine Uses of Records Maintained iD the System, Indudina Categoms 
of Users and the Purposes Of Such Uses: 

None. The data will be used only for statistical pwposes. No disclosures which permit the idcnlification of individual respondents, and no determinations affecting individual respondents arcmadc. 

Disclosure to Consumer Reporting Agencies: None. 
Policies and Practkes fo1· Storing, Renie\ing, Accessing. Retaining, ud Disposing of Records in the Sy.stem: 

Storage: 

Records (including, but not limited to, sound files of swvey or cognitive inteiviews or electronic datasets) will be stored in a secure computeri7.ed s:ystem and on magnetic media; output data \\-ill be electronic files or paper copies. Paper copies or magnetic media will be stored in a secure area within a locked drawer or cabinet. Data sets may be accessed only by authorized personnel. Control lists will be used to limit access to those employees with a need to know; rights will be granted based on job fuo.ciions. 

Renienbility: 

A limited number ofswom U.S. Census Bureau staff will be permitted to retrieve records containing direct identifiers (such as a name or SSN). Staff producing final statistical products will have access only to data sets from which direct identifiers have been deleted and replaced by unique non-identifying codes internal to the U.S. Census Bureau. 
Safeguards: 

The U.S. Census Bureau is committed to respecting respondcat privacy and protecting confidentiality. Through the Data Stewardship Program, we have implemented management, operational, and technical conttols and practices to ensure high-level data protection to respondents of our census and surveys. (1) An unauthori.mi browsing policy protects respondent infmmation from casual or inappropriate use by any person with access to Titl~ 13 protected data. (2) All employees pemiitted to access the s:ystem are subject to the restriction, penalties, and prohibitions of 13 U.S.C. 9 and 214, as modified by Title 18 U.S.C. 3551, et seq.; the Privacy Act of 1974 (5 U.S.C. 552a(bX4)); and when applicable, Title 26 U.S.C. 7213, 7213A, and 7431; as well as any additional restrictions imposed by statutmy authority of a sponsor. (3) 
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All U.S. Census Bureau employees and persons with special swom status will be regularly 
advised of regulations issued pursuant to Title 13 U.S.C. governing the confidentiality ofthc 
data, and will be requirm to complete an annual Title 13 awareness program; and those who 

have access to Federal Tax Infomla.tion data will be regululy advised of regulations issued 

pursuant to Title 26 U.S.C. goveming the confidentiality of the data. and will be required to 
complete an amma1 Title 26 awareness program. (4) All computer systems that maintun 

scositivc infmmation are in compliance with the Federal Infmmation Security Management Act, 
which includes auditing and cootrols over access to restricted data. (5) The use of unsecured 
telecommunications to transmit individually identifiable infumlation is prohibited. (6) Paper 

copies that contain sensitive infomaation are stored in scctR facilities in a locked 

drawer or file cabinet behind a locked door. (7) Additional data files containing direct identifiers 
will be maintained solely fur the pmposc of data collection activities, such as respondent contact 
and pie-loading an instrumcot for a continued interview, and will not be transferred to, or 

maintained on, wmking statistical files. (8) Any publications based on this system will be cleat'cd 
for release under the direction of the U.S. Census Bureau's Disclosure Review Doud, which will 

confum that all the required disclosure avoidance procedures have been implemented and no 

infmmation that jdeotifles any individual is released. 

Retention and Disposal: 

Records are to be retained in accordance with the Gcocra1 Records Schedule and U.S. Census 
BUJCau's m:ords cootrol schedules that ue approved by the National Archives and Records 

Administration. Generally, records are retained for less than 10 years, unless a longer period is 

necessary for statistical pmposes or for pennanent archival retention. 

System Manager and Address: 

Associate Director for Demographic Programs, U.S. Census Bureau, 4600 Silver Hill Road, 

Washington, DC 20233-8000. 

Notification Procedure: None. 

Record Access Procedures: None. 

Conte.sting Record Procedures: None. 

Record Source Categories: 

Individuals and populations covered by selected administrative records systems and U.S. Census 

Bureau surveys and special censw;es. , 
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Exemptions Claimed for this System: 

Pursuant to Title 5 U.S.C. 552a(k)(4). this system of records is exempted from the notification, 
access, and contest requirements of the agency procedures (UDder 5 Title U.S.C. 552a(c)(3), (d), 
(e)(l), (e)(4)(G), (H), and (I), and (t)). This exemption is applicable as the data are maintained by 
the U.S. Census Bureau and required by Title 13 to be used solely as statistical records and are 
not used in whole or in part in making any detcnnination about an identifiable individual. This 
exemption is made in accordance with the Depar1ment's rules, which appear in 15 CFR. part 4 
subpart B, and in accordance with agency rules published in the rules section of this Federal 
Register. 
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10/22/2019 

DUA: RSCH-2011-21550 

MAIN INFORMATION 

DUA Number: RSCH-2011-21550 

DUA Customer Type: Researcher 

DUA: RSCH-2011-21550 

DUA Category : 55 - NON DHHS AGENCIES - CENSUS, DOD, EPA, SSA, VA ... 

DUA Status: Approved 

Request entered by: Carolina Malasheskie 

Requested Date: 9/19/2019 

Expiration Date: I 0/12/2020 

Requester: Michael Berning 

Requester Organization Name: United States Census Bureau 

Requester Email Address: michael.a.beming@census.gov 

Requester Phone Number: (301) 763-2028 

Project Name: CENSUS BUREAU ACTIVITIES PURSUANT TO THE PROVISIONS OF TITLE 13 

Privacy Act Authorization Code: CENSUS 

HIPAA Authorization Code: Research 

ResDAC Information 

ResDAC TicketID: OCX-186-75736. 

ResDAC Executive AdviJor(EA) 

Name: Jennifer Koper 

Email: ResDAC@umn.edu 

Phone Number: (888) 973-7322 

Phone Number Ext : 

ResDAC Technical Advisor(TA) 

Name: n/a n/a 
Email: ResDAC@umn.edu 

Phone Number: (888) 973-7322 

Phone Number Ext : 

Principal Investigator 

Primary Principal Investigator 

Name: Lori Fox 
Email: Lori.Anne.Fox@census.gov 

Phone Number: 3017633404 

Phone Number Ext: 

CO Principal Investigator 

Name: Epaphrodite Uwimana 

Email: epaphrodite.uwimana@census.gov 
119 
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10/22/2019 
DUA: RSCH-2011-21550 Phone Number: 3017636064 Phone Number Ext : 

CMS Contact (COR) 

CORPROXY 

First Name Last Name Organization Name Email Address Phone Number 
Collaborating Organization 

1. United States Census Bureau 

FUNDING 

DOCUMENTS 

ID Document 
I DUA_21550_Addendum_Beming.pdf 
2 DUA_21550_Addendum_OHara.pdf 
3 DUA_21550_Addendum_Fox.pdf 

Date and Time 

Mar 24, 2017 01 :37:32 PM 
Mar 24, 2017 01:41:49 PM 

Sep 18, 2019 03:42:09 PM 4 02_AMEND_Exec_Summ_OCX-186-75736.docx Oct 13, 2017 01:35:38 PM 
CUSTODIANS/ DESY USERS 

ID User EUA 
Organization Email Address Phone Name User Id 

Number 
Lori United States (301) I 
Fox Census Bureau Lori.Anne.Fox@census.gov 763-

3404 

DATA FILE DESCRIPTION 

From To ID Data File Description Quarter(s) Extraction % Year Year 

MSIS - MEDICAID 

Migrated from 
l STATISTICAL INFORMATION 2002 2014 SYSTEM 

DADSS-NA. 

PENDING DATA FILE DESCRIPTION 

Address 

4600 SILVER HILL ROAD, WASIDNGTON, District of Columbia, 20233, USA 

Re-Used 
Access Disposition From Status 

DUA Type Reason 

SHIPPING Open 

ID Data File 
Description 

From 
Year 

To 
Year Quarter(s} Extraction 

% 
Re-Used From 

DUA 
Access 
Type Status Disposition 

Reason REQUESTER PROXY 

First Name Last Name Organization Name Email Address Phone Number 
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10/22/2019 DUA: RSCH-2011-21550 

DUA Life Cycle 

DUA 
DUA 

DUA 
Status 

Action 
Action 

Action User Comments 
Date 

Thu Sep 
19 

UPDATE Carolina 
Approved 11:42:41 

DUA Malasheskie 
Per Michael A Berning (CENSUS/ERO FED) 

EDT 
2019 

Thu Sep 

In 
19 

UPDATE Carolina 
11:40:33 

Progress 
EDT 

DUA Malasheskie 

2019 

Wed Sep 

In 
18 

UPDATE Carolina 
15:49:06 

Progress 
EDT 

DUA Malasheskie 

2019 

Wed Sep 

In 
18 

UPDATE Carolina 
Progress 

15:48:53 
DUA Malasheskie 

EDT 
2019 

Wed Sep 

In 
18 

UPDATE Carolina 
Progress 

15:47:35 
DUA Malasheskie 

EDT 
2019 

Wed Sep 

In 
18 

UPDATE Carolina 
Progress 

15:46:12 
DUA Malasheskie 

EDT 
2019 

Wed Sep 
18 

UPDATE Carolina 
Approved 15:43:04 

DUA Malasheskie 
Per Michael A Berning (CENSUS/ERO FED) 

EDT 
2019 

Wed Sep 

In 
18 

UPDATE Carolina 
Progress 

15:42:14 
DUA Malasheskie 

EDT 
2019 

Wed Sep 

In 
18 

UPDATE Carolina 
Progress 

10:22:39 
DUA Malasheskie 

EDT 
2019 
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10/22/2019 DUA: RSCH-2011-21550 

DUA 
DUA 

DUA Action Action User Comments Status 
Date 

Action 

Wed Sep 

In 18 
UPDATE Carolina 

Progress 
10:22:27 

DUA Malasheskie EDT 
2019 

Wed Sep 

In 
18 

UPDATE Carolina 
Progress 

10:18:48 
DUA Malasheskie EDT 

2019 

Wed Sep 
18 

EXTEND Carolina Per Michael A Berning (CENSUS/ERO FED) Approved 10:16:37 
EDT 

DUA Malasheskie <Michael.A.Beming@census.gov>; Extended DUA per email; 09/18/2019. 
2019 

Tue Sep 
04 

EXTEND Carolina Per Michael A Berning (CENSUS/ERO FED) Approved 14:21:57 
EDT 

DUA Malasheskie <Michael.A.Berning@census.gov>; Extended DUA per email; 08/29/2018. 
2018 

Per Michael A Berning (CENSUS/CARRA FED) 
<Michael.A.Berning@census.gov>; "Please remove Amy O'Hara as the Wed Oct requestor of the selected DUA, she is no longer associated with the Census 18 

UPDATE Carolina Bureau. Please add Michael Berning as the new requester. All other names on Approved 13:26:11 
DUA Malasheskie 

DUA will remain the same, except for Michael Berning, please remove his EDT name as the additional data custodian from this DUA since he will now be the 2017 requestor." per email; Changed DUA Requestor from Amy O'Hara to Michael 
Berning. Removed Michael from the custodian level from the DUA; 
10/11/2017. 

Per Michael A Berning (CENSUS/CARRA FED) 
Wed Oct <Michael.A.Berning@census.gov>; "Please remove Amy O'Hara as the 

In 18 
UPDATE Carolina requestor of the selected DUA, she is no longer associated with the Census 

Progress 
13:24:42 

DUA Malasheskie 
Bureau. Please add Michael Berning as the new requester. All other names on EDT DUA will remain the same, except for Michael Berning, please remove his 2017 name as the additional data custodian from this DUA since he will now be the 
requestor. 

Wed Oct 

In 
18 

UPDATE Carolina 
Progress 

13:22:40 
DUA Malasheskie EDT 

2017 

Wed Oct 

In 
18 

UPDATE Carolina 
Progress 

13:22:05 
DUA Malasheskie EDT 

2017 

Tue Oct 
17 

EXTEND Carolina Per Michael A Berning (CENSUS/CARRA FED) Approved 15:17:53 
EDT 

DUA Malasheskie <Michael.A.Berning@census.gov>; Extended DUA per email; 10/1 1/2017. 
2017 
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10/22/2019 
DUA: RSCH-2011-21550 

DUA DUA 
DUA 

Status Action 
Action Action User Comments Date 

Fri Oct 
13 

Expired 22:10:01 System 
EDT 
2017 

Fri Oct CMS Request Tracking #20170314-520C/ResDAC Ticket ID OCX-186-75736. 13 
UPDATE This update is only to add an executive summary to the DUA file due to the Approved 13:43: 11 
DUA Cheryl Sample original not being on file. Updated EPPE DUA to reflect John Moulton as EDT Study PI and to include Epaphrodite Uwimana as a Point of Contact for the 2017 purpose of being notified when there is a need for a DUA extension. 

Fri Oct 

In 13 
UPDATE 

Progress 
13:39:49 

DUA Cheryl Sample 
EDT 
2017 

Fri Oct 

In 13 
UPDATE 

Progress 
13:36:16 

DUA 
Cheryl Sample 

EDT 
2017 

Fri Oct 

In 13 
UPDATE 

Progress 
13:34:03 

DUA 
Cheryl Sample 

EDT 
2017 

Fri Mar 
Per G Patricia De La Cruz (CENSUS/CARRA FED) 24 

UPDATE Carolina <G.Patricia.De.La.Cruz@census.gov>; Addendum to change the DUA Approved 13:44:51 
DUA Malasheskie Requestor to Amy O'Hara and removed Trent Alexander as a custodian. Added EDT 

two custodians: John Moulton and Mike Berning to the DUA. 2017 

Fri Mar 

In 24 
UPDATE Carolina 

Progress 
13:41:57 

DUA Malasheskie EDT 
2017 

Fri Mar 

In 
24 

UPDATE Carolina 
Progress 

13:35:48 
DUA Malasheskie EDT 

2017 

Fri Mar 

In 
24 

UPDATE Carolina 
Progress 

13:34:10 
DUA Malasheskie EDT 

2017 

Fri Mar 

In 
24 

UPDATE Carolina 
Progress 

13:31:39 
DUA Malasheskie EDT 

2017 
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10/22/2019 DUA: RSCH-2011-21550 

DUA 
DUA 

DUA 
Action Action User Comments 

Status 
Date 

Action 

Fri Mar 

In 
24 

UPDAIB Carolina 
Progress 

13:30:20 
DUA Malasheskie 

EDT 
2017 

Fri Mar 

In 
24 

UPDAIB Carolina 
Progress 

13:29:52 
DUA Malasheskie 

EDT 
2017 

Thu Oct 
13 

EXIBND Carolina Per J Trent Alexander (CENSUS/CARRA FED) 
Approved 14:37:48 

EDT 
DUA Malasheskie <J.Trent.Alexander@census.gov>; Extended DUA per email; 10/12/2016. 

2016 

Tue Nov 
24 

EXIBND CAROLINA 
Approved 09:17:55 

DUA MALASHESKJE 
EST 
2015 

Tue Nov 
24 

UPDAIB CAROLINA 
Approved 09:17:37 

DUA MALASHESKJE 
EST 
2015 

Wed Jul 
15 

UPDAIB SHARON 
Approved 15:55:20 

DUA KAVANAGH 
EDT 
2015 

Tue Jan 
27 

UPDAIB SHARON 
Approved 02:01:02 

DUA KAVANAGH 
EST 
2015 

Mon Jul 
28 

UPDAIB 
Approved 12:24:32 

DUA 
Karen Foster 

EDT 
2014 

Tue Jul 
22 

UPDAIB THOMAS 
Approved 14:19:18 

DUA LAIBLLA 
EDT 
2014 

Fri Jan 
31 

UPDAIB SHARON 
Approved 02:40:56 

DUA KAVANAGH 
EST 
2014 
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10 /22/2019 DUA· RSCH-2011-21550 

DUA 
DUA 

DUA Comments Action Action User 
Status 

Date 
Action 

Mon Jan 
28 

EXTEND CAROLINA 
Approved 10:44:19 

DUA MALASHESKIE 
EST 
2013 

Mon Jan 
28 

UPDATE CAROLINA 
Approved 10:43:46 

DUA MALASHESKIE 
EST 
2013 

Fri Jan 
25 

UPDATE SHARON 
Approved 02:27:15 

DUA KAVANAGH 
EST 
2013 

Wed Jul 
II UPDATE 
09:48:18 BETTY DAVIS Approved 

DUA 
EDT 
2012 

Tue May 
08 UPDATE JOYCE 

Approved 11:22:40 
DUA GUNTHROP 

EDT 
2012 

Fri Mar 
02 UPDATE JOYCE 

Approved 15:47:47 
DUA GUNTHROP 

EST 
2012 

Wed Feb 
29 UPDATE 

BETTY DAVIS Approved 09:31:31 
DUA 

EST 
2012 

Wed Feb 
29 UPDATE 

BETTY DAVIS Approved 09:29:13 
DUA 

EST 
2012 

Tue Feb 
21 EXTEND JOYCE 

Approved 17:17:43 
DUA GUNTHROP 

EST 
2012 

Fri Sep 
23 

UPDATE SHARON 
Approved 16:37: 54 

DUA KAVANAGH 
EDT 
20ll 

---------------------------------------7 7/9 
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10/22/2019 
DUA: RSCH-2011-21550 

DUA DUA 
DUA Action Action User Comments 

Status 
Date Action 

Sat Jul 
09 

UPDATE SHARON Approved 15:19:12 
DUA KAVANAGH EDT 

2011 

Wed Jun 
22 

UPDATE SHARON Approved 14:44:01 
DUA KAVANAGH EDT 

2011 

Wed Jun 
22 

UPDATE SHARON Approved 14:42:22 
DUA KAVANAGH EDT 

2011 

Wed Jun 
22 

EXTEND SHARON Approved 14:37:27 
DUA KAVANAGH EDT 

2011 

Wed Jun 
22 

CREATE SHARON Approved 14:25:50 
DUA KAVANAGH EDT 

2011 

DADSS Comments 

Comment Comment 
User Date 

replacement for DUA 15896 which could not be extended due to being outside of the 365 day window 
Wed Jun 22 

SHARON 14:25:50 
for possible extension. 

EDT2011 KAVANAGH Since this is a replacement of DUA 15896 whose original creation date was 1-20-2006 and expiration Wed Jun 22 
SHARON 

date was 4-20-2010, the creation date for this DUA was 1 day and then extended until 4-19-2012 to be 14:42:22 
KAVANAGH 

inline with what the next expiration should have been. 
EDT2011 

WedJun22 
SHARON 

Request for extension of DUA 15896 was sent to Damien Marston 6-22-2011 via email 14:44:01 
KAVANAGH EDT 2011 

The DUA EXPIRATION DATE has been modified per the DataUseAgreement team, per new directive 
Fri Sep 23 

SHARON 16:37:54 
given by CMS Deputy Chief Information Officer (CIO) June 23, 2011. 

EDT2011 KAVANAGH 
Per the 2/21 /12 request from Stefon Nicely, added Theresa Leslie as Custodian. Removed Custodians 

Wed Feb 29 
BETTY 09:31 :31 

James Gibbs and Karen Medina. 

EST 2012 
DAVIS 

Fri Mar02 
JOYCE 

Requestor changed to Karen Medina per addendum received 3/2/12. 
15:47:47 

GUNTHROP EST 2012 
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10/22/2019 DUA: RSCH-2011-21550 

Comment 
Comment 

User 
Date 

Tue May 08 
JOYCE 

Updated custodian and requestor per email received 5/8/2012. 11:22:40 
GUNTHROP 

EDT2012 

Theresa Leslie, Data Custodian, was removed on various DUAs per Stefon T. Nicely's request on Wed Jul 11 
BETTY 

7/5/12. Stefon's update request for David Donovan as Requestor and J. Trent Alexander as Custodian 09:48:18 
DAVIS 

had already been updated on a prior date. EDT2012 

PER DADSS GTL, BATCH JOB CHANGED THE CMS CONTACT FROM DAMIEN MARSTON 
Fri Jan 25 

SHARON 
02:27:15 

TO SHARON KAVANAGH EST2013 
KAVANAGH 

MonJan28 

Extended DUA per email request from hampton.wilson.iii@census.gov on 01/28/2013. 10:43:46 
EST2013 

Fri Jan 31 
SHARON 

Extended per email received between Jan 23-29 2014 fromj.trent.alexander@census.gov 02:40:56 
KAVANAGH 

EST 2014 

CMS CONTACT changed from Sharon Kavanagh to Joseph Brewer. Email from Brewer, Joseph 
Tue Jul 22 
14:19:18 

(CMS/OIS) 7/22/2014 EDT2014 

Added 2003-2014 MSIS. Note: 2002 MSIS was added to this DUA when it wa created in 2011; 
Mon Jul 28 
12:24:32 Karen Foster 

however, analyst who processed the action did not make mention of this in the comments section. 
EDT2014 

Extended per email received between Jan 16 - Jan 23, 2015 from J Trent Alexander (CENSUS/CES 
Tue Jan 27 

SHARON 
02:01:02 

FED) EST 2015 
KAVANAGH 

per email from Herzog, Sheryl (CMS/OTS) June 24, 2015, changed CMS contact from Joe Brewer to 
Wed Jul 15 

SHARON 
15:55:20 

myself and added J.Trent.Alexander@census.gov as the contact from Census EDT2015 
KAVANAGH 

TueNov24 

Extended DUA per email; J Trent Alexander (CENSUS/CES FED); 11/24/2015. 09:17:37 
EST 2015 

Thu Oct 13 

Per J Trent Alexander (CENSUS/CARRA FED); Extended DUA per email; 10/12/2016. 14:36:50 
EDT2016 
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Page 1 of4 

UNITED STATES GOVERNMENT 
GENERAL TERMS & CONDITIONS (GT&C) 
FS Form 7600A 

Agreement Between Federal Program Agencies for lntragovemmental Reimbursable, Buy/Sell Activity. In Accordance 
with TFM Volume 1, Part 2, Chapter 4700, Appendix 6, Section 9. 

bttps·ffwww fl5cal treasury gov/fssefyk;es//acctq/g invojce/g inwg hama hbn 

G-lnvolclng Required Fields have an ( • ) 

NEW OR MODIFIED GT&C 
*General Terms and Conditions 

GT&C Number: (GT&C) Number 

Modification Number: 0 

AGENCY INFORMATION 
1. Requesting Agency (Buyer) Servicing Agency (Seller) 

*Agencyldentlfler(AID) 013 075 

*Agency Location Code (ALC) 13040001 75050080 

*Agency Name Department of Commerce Centers for Medicare & Medicaid 
U.S. Census Bureau (Census Bureau) Services (CMS) 

*Agency Address 4800 Silver HIii Road 7500 Security Boulevard, 
Suitland, MD 20746 Baltimore, MD 21244 

Cost Center Economic Reimbursable Surveys Office of Enterprise Data & Analytics 
Division (ERD) (OEDA) 

Business Unit 

Department ID 

GT&C INFORMATION' 

2. GT&C Title Reimbursement for CMS data 

3. 
Agency Agreement 2064-20-PAY-03 IA20-48 
Tracking Number 

4. *Agreement Period Start Date (mmlddlyyyy): Upon final sigral End Date (mm/dd/yyyy): 09/30/2020 

5. Termination Days 30 

6. *Agreement Type (i' Single Order (' Multiple Order 

*Advance Payment Indicator Are Advance Payments allowed for this GT&C? C- Yes (i' No 

7. *If ''Yes", the Requesting Agency Advance Payment Authority Tltle and Citation 
are required upon creation of an Order against this GT&C. 

*Assisted Acquisition Indicator Will this GT&C accommodate Assisted Acquisitions? (' Yes (i' No 

8. *lf''Yes", the Servicing Agency provides acquisition support in awarding and 
managing contracts on behalf of the Requesting Agency's requirements for 
products or services. Lines 17 & 18 below for additional detail. 

ESrlMA\IED AGREEMENT AMOUNT 

9. jT otal Direct Cost Amount $10,500.00 

Total Overhead Fees and $0.00 
Charges Amount I 

*Total Estimated Amount $10,500.00 

FS Form 7600A Department of the Treasury I Bureau of the Fiscal Service Revised May 2019 
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General Terms and Conditions (GT&C) Number: ________ _ Page2of4 

Enforce Total Remaining Should G-lnvolcing enforce the total value of orders to remain below the Amount Total Amount on the GT&C? (i' Yes rNo 
If "Yes", G-lnvoicing will not allow Order total to exceed the GT&C total. 

ADDITIONAL AGREEMENT INFORMATION 
10. Explanation of Overhead Fees 

and Charges 

11. Requesting Scope Under this lnteragency Agreement (IAA), CMS will provide the Census Bureau 
with certain Medicare Enrollment Data from the Medicare Enrollment Database 
(MEDB) for 2018, 2019, and 2020 from the Chronic Condition WsrehouseNirtual 
Research Data Center (CCWNRDC). The requesting organization will conform 
with all of CMS's data release policies and procedures and has executed Data 
Use Agreement (DUA) RSCH-2008-18931 (Attachment I) to that effect, which Is 
hereby Incorporated Into, and is part of, this agreement, and which Is attached as 
an addendum hereto. 

CMS will make the appropriate minimally necessary data available to approved 
users once all CMS data requirements are met Census Bureau will use the data 
with information from census and survey respondents, information from federal 
and state agencies, and information from third party vendors for statistical 
purposes only. The Census Bureau intends to use data acquired under this 
agreement at Census Bureau Headquarters in Sultland, Maryland, and In the 
Research Data Center (RDC) Network. Only Census Bureau employees and 
Title 13, U.S.C. Section 23(c) Special Sworn Status researchers working on 
approved projects will access data acquired under this agreement Under this 
IAA, CMS will provide the Census Bureau with the requested data as permitted or 
required by applicable law. Census Bureau, in tum, agrees to never disclose 
CMS' data outside Census Bureau except as required by applicable law or as 
permitted by this agreement and the DUA RSCH-2008-18931 (Attachment I). 

Furthermore, Census Bureau agrees to limit use of CMS' data to what is 
permitted under applicable law, this agreement and the attached DUA. 

In addition, refer to the CCW Cost Invoice (Attachment II), MEDICARE 
Enrollment Database General File Requirements (Attachment Ill), MEDB File 
Layout (Attachment IV), and the Census Bureau System(s) of Records (SORs) 
Commerce/Census-a and Commerce/Census-3 (Attachment V). 

12. Requesting Roles To Identify the Individuals and the Census Bureau's desired data elements about those individuals, Census Bureau will submit a data request annually to the 
Research Data Assistance Center (ResDAC). In providing such requests, 
Census Bureau should allow sufficient time for the review and approval of the 
data request, and time for processing of the data. 

13. Servicing Roles CMS will provide the Census Bureau with the requested data from the CCW/ 
VRDC. In response to Census Bureau's data requests, CMS will provide 2018, 
2019, and 2020 MEDB User View Files, 2018, 2019, and 2020 Identifier 
Crosswalk Beneficiary Identification (BENE ID) to Health Insurance Claim (HIC) 
files, and 2018, 2019, and 2020 Identifier Crosswalk BENE ID to Social Security Number (SSN) files for the individuals covered by the data request. 

14. Restrictions Refer to the IAA Addendum. 
15. ~ssisted Acquisition Small The Servicing Agency will allocate the socio-economic credit to the Requesting Business Credit Clause Agency for any contract actions It has executed on behalf of the Requesting 

Aaency. 
16. Disputes Disputes related to this GT&C and any related Orders shall be resolved In 

accordance with Instructions provided In the Treasury Rnanclal Manual (TFM) 
Volume I, Part 2, Chapter 4700, Appendix 6; lntragovemmental Transaction (IGir) GUide, at .. .._.,,._ ..__, ~- - - ·- - · ,. ._._. 

FS Form 7800A Department of the Treasury I Bureau of the Fiscal Service Reviled May 2019 
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17. Requesting Assisted 
Acauisitions 

18. Servicing Assisted 
Acquisitions 

19. Requesting Clauses 

20. Servicing Clauses CMS does not allow pen and ink changes or altering to this agreement after any 
signatures have been obtained. Changes that occur in any section from the 
approved version to the final signed version will not be accepted by CMS. 

If changes are required to this agreement, please contact the CMS Contracting 
Officer Representative (COR) to have the agreement changes routed for the 
Office of Acquisition and Grants Management (OAGM) re-approval. In addition, 
refer to the IM Addendum. 

CLOSEGT&C -

21. Closing Date (mm/dd/yyyy): 

I 
Brief explanation required for closing this GT&C prior to the original End Date resulting in early termination: 

PREPARERINFORMATIONJ -

*Prepared Name G. Patricia de la Cruz 

22. *Prepared Phone +1 (301) 763-2377 

*Prepared E-mail g.patricia.de.la.cna@census.gov 

FS Form 7600A Department of the Treasury I Bureau of the Fiscal Seivlce Reviled May 2019 
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General Terms and Conditions (GT&C) Number: _________ _ Page4of4 

AGREEMENT APPROVALS 
By signing this agreement, you authorize the General Terms and Conditions as staled, and that the scope of the work can be fulfilled. By signing, you agree to periodically review the terms and conditions of the agreement and make any necessary modlflcatlons to the GT&C and any affected Order(s). 

Requesting Initial Approval (required) Servicing Initial Approval (required) 23. *Date (mm/dd/yyyy) See Section 24 for Census See Section 24 for CMS 
*Approver's Name 

*Signature: 

Title 

l*E-mail 

*Phone 

Fax 

Requesting Final Approvaf(requlred) Servicing Final Approval (required) -
24. *Date (mm/dd/yyyy) 01/30/;p;;.0 

*Approver's Name Kevin Deardo!!f ~ Andy Shatto 
*Signature: 7L(J/fo.~L1/J Dlgltolly signed by Andrew E. Andrew E. Shatto -S Sh111a .5 

Dote: 2020.01.30 15:39-55 -05'00' , · 
V( Deputy Director, Office of Enterprise Title Division Chief, ERO 

Data & Analytics 
*E-mail kevin.e.deardorff@census.gov Andrew.Shatto@cms.hhs.gov 
*Phone +1 (301) 763-6033 +1 (410) 786-6384 
Fax 

FS Fonn 7600A Department of Iha Treasury I Bureau of the Filcal Service Revised May 2019 
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UNITED STATES GOVERNMENT 

ORDERFORM 

FS FORM 7600B 

Page1 of5 

Agreement Between Federal Program Agencies for lntragovemmental Reimbursable, Buy/Sell Activity. 

In Accordance wtth TFM Volume 1, Part 2, Chapter 4700, Appendix 6, Section 9. 

bttps·11www fiscaLtreasury gov1g-1nvo1ce1 

G-lnvolcing Required Fields have an ( • ) 

NEW OR MODIFIED ORDER 

1. *Order Number Order Number: 

- Modification Number. 

2. *General Terms & Conditions (GT&C) Number (Associated with this Order): 

3. *Order Date (YYYY-MM-DD): 01/15/2020 

PARTNER INFORIIATIONI 

4. *Assisted Acquisition Indicator ("Yes (i' No 

5. *Period of Performance Start Date: Upon Final Signature End Date: 2020-09-30 

Requesting Agency (Buyer) Servicing Agency (Seller) 

6. *Agency Location Code (ALC) 13040001 75050080 

7. *Agency Name Department of Commerce Centers for Medicare & Medicaid 

U.S. Census Bureau (Census Bureau) Services {CMS) 

8. Cost Center Economic Reimbursable Surveys Office of Enterprise Data & Analytics 

Division (ERO) (OEDA) 

9. Business Unit 

10. Department ID 

11. Order Tracking Number 2064-20-PAY-03 IA20-48 

12. Agency Business Partner 

Network (BPN) 
929955383 927645622 

AUTHORITY INFORMATION 

Requesting Agency (Buyer) Servicing Agency (SeDer) 

13. *Statutory Authority Fund ("' Franchise Fund ("' Revolving Fund ("' Franchise Fund ("' Revolving Fund 

Type Code ("' Economy Act (i' Other Authority ("' Economy Act (i' Other Authority 

l Working Capital Fund ("' Working Capital Fund 

14. Statutory Authority Fund Section 1106(b) of the Social Security Section 1106(b) of the Social Security Ad. 

Type Title Act • 
15. Statutory Authority Fund 

Type Citation 

16. Program Authority Title Refer to the IAA Addendum Records maintained on Individuals 

17. Program Authority Citation Refer to the IAA Addendum 5 U.S.C 552a(b)(4) 

ADVANCE INFORMATION ~ by Serving~ If thent la an advance.) 

18. Advance Revenue Recognition ("' Straight Line ("' Accrual per Work Completed ("' Monthly r Other 

Methodology 

19. Advance Revenue Recognition 

Description (required If "Other") 

20. Advance Payment 
Authority Title 

FS Fonn 76008 Department of the Treasury I Bureau of Iha Fiscal Service Reviled May 2019 
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OrderNumber. __________ _ 

Page2of5 21. Advance Payment 
Authoritv Citation 

22. Total Advance Amount 

DELIVERY INFORMATION (Req118111ng Agency camp1e1N t1111 Ncllan.> 23. *FOB Point r Source/Origin (i Destination r Other 24. Constructive Receipt Days 30 {Calendar Days) *Required If Destination/Other is checked on line 23. 25. Acceptance Point r Source/Origin (i Destination r Other 26. Place of Acceptance 
27. Inspection Point r Source/Origin (i Destination r Other 28. Place of Inspection 

ORDER BILLING (Servldng Agency con1)1etea.) 29. *BIiiing Frequency Please Select One: OTHER 30. Billing Frequency Explanation This is a one time blRlng. CMS will Invoice when the DUA and data request are approved by September 30, 2020. 
ORDER BIWNG (RequelUng Agency comp1e1n.) 31. Priority Order Indicator rves (i No 

32. Capital Planning and 
rves (i No Investment Control {CPIC) 

LINE ITEMS (Addltlonal Unes/Schedules may be added usln,the + button after Block 93) 33. *Une Number 0001 
34. Order line Status ACTIVE 
35. *Item Code 9999 
36. *Item Description Miscellaneous Item - CMS Data 37. *Line Costs Unit of Measure 

DOL {UOM) 
38. *Unit of Measure {UOM) USO Dollars Description 
39. Total Line Costs $10,500.00 
40. Order Line Advance Amount 
41. Product/Service Identifier 
42. *Capitalized Asset Indicator NO 
43. Item UID Required Indicator 
44. *Type of Service Requirements SEVERABLE 

SCHEDULE SUMMARY (Additional Unes/Schedules may be added \!$Ing the+ button after Block 93) 
46. *Schedule Number 0001 
46. Advance Pay Indicator No 
47. *Cancel Status (schedule) ACTIVE 
48. *Schedule Unit Cost/Price DOL 
49. *Order Schedule Quantity 1 
60. Order Schedule Amount $10,500 

SCHEDULE FUNll>ING INFORMATION Requesting Agency (Buyer) Servicing Agency (Seller) FS Fonn 76008 
Department of the TINSl.lry I Bureau of the Fiscal Service 

Reviled May 2019 
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Order Number: Page3of5 

-----------
51. *Agency TAS SP ATA AID BPOA EPOA A MAIN SUB SP ATA AID BPOA EPOA A MAIN SUB 

013 2020 2022 0460 000 076 2020 2020 0511 000 

52. *Agency Business Event 
DISB COLL Type Code (BETC) 

53. Agency Business Partner 5383 5622 
Network (BPN) + 4 

54. Object Class Code 2530 2538 

55. Additional Accounting EIN: 53-0204537 CAN: 5991341 
Classification CAN: 5995932 CMS Internal Object Class Code: 25308 

BPN: 929955383 BAP: 2200320000 PAC: 0440 
25-30-07-00 Object Class Code EIN: 52-0883104 
6750F01 Project Code 

56. *Description of Products Funding to acquire MEDB data from CMS. Refer to the IAA Addendum and DUA. 
and/or Services, including $10,500 for FY20. 
Bona Fide Need for this 
order. (Buyer only) 

SLOA INFORMATION rTo cap1an Agency 1ntama1 Acc:ount1ng> 

57. Accounting Classification 
Reference Number 

58. Reimbursable Flag rves rNo 

Requesting Agency (Buyer) Servicing Agency (Seller) 

59. Federal Award Identifier 
Number (FAIN) 

60. Unique Record Identifier 
(URI) 

81. Activity Address (AAC) 

82. Budget Line Item 

83. Budget Fiscal Year 

84. Security Cooperation (FMS) 

85. Security Cooperation 
Implementing Agency Code 

86. Sub-Allocation 

87. Agency Accounting Identifier 

68. Funding Center Identifier 

89. Cost Center Identifier 

70. Project Identifier 

71. Activity Identifier 

72. Cost Element Code 

73. Work Order Number 

74. Functional Area 

75. Agency Security Cooperation 
Case Designator 

76. Parent Award Identifier 
(PAID) 
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Order Number: _____ _____ _ Page4of5 

n. Procurement Instrument 

I Identifier (PIID) 

SCHEDULE SHIPPING INFORMATION 
78. Ship To Address Identifier 

79. Ship To Agency TIiie 

80. Address 1 

81. Address2 

82. Address 3 

83. Ship To City 

84. Ship To Postal Code 

85. Ship To state Maryland 

86. Ship To Country Code 

87. Ship To Location Description 

88. Delivery/Shipping 
Information for Product 
Special Shipping Information 

89. Delivery/Shipping POC Name 

90. Delivery/Shipping 
Information for Product 
POC Title 

91. Delivery/Shipping 
Information for Product 
POC E-mail Address 

92. Delivery/Shipping 
Information for Product 
POC Telephone Number 

93. Agency Additional 
Information 
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Order Number: Page5of5 -----------
AGENCY POINT OF CONTACTS (POC) 

Requesting Agency (Buyer) Servicing Agency (Seller) 
94. *Agency POC Name Michael Berning Cara Petroski 

*Agency POC E-mail michael.a.beming@census.gov cara.petroski@cms.hhs.gov 
*Agency POC Phone No. +1 (301) 763-2028 +1 (410) 786-0305 

Agency POC Fax No. 

AGREEMENTAPROVALS 
FUNDING OFFICIAL 

!The Funds Approving Officials, as identified by the Requesting Agency and SeNlcing Agency, certify that the funds are accurately 
cited and can be property accounted for per the purposes set forth in the Order. The Requesting Agency FWlding Official signs to 
obligate funds. The SeNlclng Agency Funding Official signs to start the work, and to bill, collect, and property aa:ount for funds from 
the Requesting Agency, in accordance with the agreemenl 

Requesting Agency (Buyer) Servicing Agency (Seller) 
*Funding Official Name Kevin Deardorff Alisha WiUiams 
*Signature 

~{()p~,.n :! --/J tbPJ:») Alisha Williams - ~llgrlld..,.-,.YMllml .g ~s ~ 2020.01.1711:38m--05W 

Funding Official Title Division Chief, ERO ., l Funding Official 

95. *Funding Official E-mail kevin.e.deardorff@census.gov Afisha.Williams@cms.hhs.gov 

*Funding Official Phone No. +1 (301) 76~033 +1 (410) 786-7507 

Funding Official Fax No. 

*Funding Official 
.Pate Signed 

PROGRAM OFFICIAL 
The Program Officials, as identified by the Requesting Agency and SaNidng Agency, must ensure that the scope of work is properly 
defined and can be fulfilled for this Order. The Program Official may or may not be the Contracting Officer depending on each agency's 
IAA business process. 

Requesting Agency (Buyer) Servicing Agency (Seller) 
*Program Official Name Kevin Deardorff Andy Shatto 
*Signature 

'7LI Rt-. _J =II I /J(l/kld!J 
Andrew E. Shatto DlgltallyslgnedbyAndrewE. 

Shotto-5 -S o.ie, 2020.ouo 1 s,40:s2 -os·oo· 

Program Official Title Division Chief, ERO t/ r Deputy Director, OEDA 

*Program Official E-mail kevln.e.deardorff@census.gov Andrew.Shatto@cms.hhs.gov 

96. *Program Official Phone No. +1 (301) 763-6033 +1 (410) 786-6384 

Program Official Fax No. 

*Program Official 
Date Signed 

AGENCY PREPARER INFORMATION_ 
Requesting Agency (Buyer) 

*Name G. Patricia De la Cruz 

97. *Phone No. +1 (301) 763-23TT 

*E-mail Address g.patricia.de.la.cruz@census.gov 
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I. PURPOSE 

ADDENDUM TO THE FS 7600A & 7600B 
INTERAGENCV AGREEMENT 

between 
The Department of Commerce 
United States Census Bureau 

And 
The U.S. Department of Health and Human Services 
The Centers for Medicare & Medicaid Services (CMS) 

Census Bureau IAA Number: 2064-20-PAY-03 
CMS IAA Number: IA20-48 

The purpose of this lnteragency Agreement {IAA) Is to delineate the terms and 
conditions by which the Centers for Medicare & Medicaid Services (CMS) agrees to 
provide certain Medicare Enrollment Data from the Medicare Enrollment Database 
(MEDB) for 2018, 2019, and 2020 to the Department of Commerce, U.S. Census Bureau 
(Census Bureau) in support of Census Bureau research. 

11. INTEGRATION 

The signed 7600A, 7600B, this Addendum, Data Use Agreement (DUA) RSCH-2008-
18931 (Attachment I), the CCW Cost Invoice (Attachment II), MEDICARE Enrollment 
Database General File Requirements (Attachment Ill), MEDB File Layout (Attachment 
IV), and the Census Bureau System(s) of Records {SORs) Commerce/Census-8 and 
Commerce/Census-3 (Attachment V) constitute the entire agreement of Census Bureau 
and CMS with respect to its subject matter. There have been no representations, 
warranties, or promises made outside of this agreement. This agreement does not 
imply approval of any data requests and the requesting agency must still submit a data 
request package, which will include the appropriate DUA, to CMS for approval. This _;,,--
agreement will take precedence over any other documents that may be in conflict with 
It. 

Ill. AUTHORITY 

Census Programmatic Authority: 
This agreement is made under the authority of 13, U.S.C., Section 6; Title 13, U.S.C., 
Section 141, 181, 182; The Privacy Act of 1974; Title 5, U.S.C., Section 552a(b)(4), which 
permits disclosure of records for purposes of planning or carrying out a census, survey 
or related activity pursuant to Title 13. 

Page 1 of 7 



MEMORANDUM OF UNDERSTANDING

Page 377 of 430

IV. BACKGROUND 

The Census Bureau is exploring the use of administrative records in surveys and 

censuses to reduce costs, reduce respondent burden, and Improve data quality. 

Administrative records also enable the development and production of new data 

products that rely on data Integration and modeling. The MEDB data are valuable to 

multiple program areas within the Census Bureau. Examples of uses in the program 

areas are listed below. 

In the Demographic Directorate, staff use the data to produce intercensal population 

estimates and domestic migration statistics, and to assess the quality of health 

insurance coverage information collected In household surveys. MEDB provide 

additional Information to enhance survey frames for health insurance coverage studies. 

In the Decennial Directorate, staff are exploring how MEDB data along with other 

federal, state, and private data sources to plan a complete and efficient 2020 Census. 

M EDB data have been used in multiple census field tests, particularly those testing 

advances in adaptive design survey methods. Staff in the Research and Methodology 

Directorate analyze the quality, coverage, and consistency of MEDB data, and also link 

the data to other survey and administrative records sources to explore the 

characteristics of enrollees and their participation in other government and state 

programs. 

In all of these research and production uses, only aggregate statistical information 

released that meets Census Bureau Disclosure Avoidance Review standards. 

V. DELIVERABLES 

The CMS data delivery should follow the requested data pull dates and delivery 

schedule as well as include a record layout, SAS Procedure (PROC) Contents file, record 

count, and data dictionary, as listed In the General File Requirements. Also, please see 

the MEDB File Layout (Attachment IV). 

VI. DURATION OF AGREEMENT 

This agreement Is effective on the date it Is signed by the responsible parties and end on 

September 30, 2020. 

VII. CONTAOS 

CMS IAA Coordinator's: CMS Office of Financial Management: 

Tyra C. Jeffries When CMS is the Requesting Agency: 

CMS IAA Coordinator Kevin Robey 
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Phone: (410) 786-5156 
tyra.jeffries@cms.hhs.gov 

Camille M. Henley 
CMS IAA Coordinator 
Phone: (410) 786-1492 
Camille.Henley@cms.hhs.gov 

Census Financial Contact: 
Michael Berning 
Assistant Division Chief, ERD 
(301) 763-2028 
Michael.a.berning@census.gov 

VIII. FUNDS 

Accountant 
410-786-9045 
Kevin.Robey@cms.hhs.gov 

When CMS is the Servicing Agency: 
CMS RIA Collections 
DAOReimbursablelA@cms.hhs.gov 

Funds for this agreement will not exceed $10,500 for fiscal year (FY) 2020. The Census Bureau shall reimburse CMS for all services provided under the terms of this agreement. 

CMS cannot begin work or bill Census Bureau through the Intra-governmental Payment and Collection (IPAC) system until receipt of the IAA signed by all parties. 

The Census Bureau will be billed In full via IPAC when the DUA and data request are approved by September 30, 2020 for actual costs Incurred. 

Prior to the IPAC submission, CMS shall submit payment documentation in the form of an invoice which supports actual expenditures to justify the IPAC billing that will be submitted to the Census Bureau. Send this documentation to the Census Bureau's Contracting Officer Representative (COR) identified below: 

Joey Morales (COR) 
U.S. Census Bureau 
301 763-6947 
Joey.morales@census.gov 

Please include the following CMS control number on the IPAC submission IA20-48. 

IX. DUPLICATION 

Full implementation of this agreement will not duplicate any existing agreements. The CMS, Office of Enterprise Data & Analytics confirms that there is no duplication or 
Page 3 of 7 
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conflict with any existing agreements. 

X. MODIFICATION AND TERMINATION 

Any modification or amendment of this agreement must be agreed to by both parties in 
writing. This agreement may be modified to incorporate new sections or language as 
required to insure compliance with the respective agency's legislative mandates and 
internal policies and processes. If the Census Bureau cancels the order, CMS is 
authorized to collect costs Incurred prior to cancellation of the order plus any 
termination cost. 

XI. PRIVACY ACT 

This agreement is associated with personally identifiable information (PII) subject to the 
Privacy Act of 1974. 

The CMS system(s) of records from which PII will be released is: the Chronic Condition 
Warehouse, System No. 09-70-0573 and the Enrollment Data Base, System of record 
notice. 09-70-0502. 

There is an underlying agreement with terms and conditions for disclosing PII, DUA 
18931. 

XII. INFORMATION SECURITY 

This agreement is associated with CMS information and access to the following 
information systems(s) subject to the Federal Information Security Modernization Act of 
2014 (FISMA): Chronic Condition Data Warehouse. 

The Census Bureau assumes an obligation to keep all data received from other federal 
and state agencies and commercial entities in confidence and to use the data for 
statistical purposes only in accordance with the provisions of Title 13, United States 
Code. Upon receipt, all data acquired as a result of this interagency agreement will be 
treated as if they have, at a minimum, protection at the appropriate risk level in 
accordance with the National Institute of Standards and Technology (NIST) Federal 
Information Processing Standards (FIPS) 200 and Special Publication 800-GOrl. 

The Census Bureau complies with all current NIST standards and publications in 
accordance with Title Ill of the E-Government Act of 2002 (PL 107-347). All systems are 
fully assessed against NIST Special Publication 800-53r4 #Recommended Security 
Controls for Federal Information Systems and Organizations/ as well as Special 
Publication 800-37rl "Guide for Applying the Risk Management Framework to Federal 
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Information Systems: A Security Life Cycle Approach." The Census Bureau IT Security 
Program is reviewed annually by the Department of Commerce Office of the Chief 
Information Officer (CIO) as well as the Department of Commerce Office of Inspector 
General as part of the oversight responsibilities. 

All information and information systems are categorized in accordance with NIST FIPS 
199 "Standards for Security Categorization of Federal Information and Information 
Systems" and NIST Special Publication 800-GOrl "Guide for Mapping Types of 
Information and Information Systems to Security Categories: (2 Volumes) - Volume 1: 
Guide Volume 2: Appendices." Security controls and subsequent assessments are done 
based on the final categorization. 

Cloud providers must be approved for at least moderate level information through the 
General Services Administration (GSA) Federal Risk and Authorization Management 
Program (Fed RAMP) process prior to acquiring any services. Census Bureau identifies, 
assesses and authorizes use based on the published FedRAMP results and an 
assessment of any Census Bureau (customer provided) controls implemented to protect 
the infrastructure and data. Security reporting on cloud providers is reported to the 
Department of Commerce on a regular basis under Federal Information Security 
Management Act of_ 2002 (FISMA). 

The Census Bureau maintains a policy regarding the reporting of and response to losses 
of protected data in accordance with 0MB Memorandum 6-19 and M-07-16. Known or 
suspected losses of protected data are reported within one hour to the United States 
Computer Emergency Readiness Team (US CERT). Once the Census Bureau becomes 
aware of a known breach of CMS data, the Census Bureau will contact the Identified 
CMS contacts to discuss the actions and potential remedies in regards to the incident. 

Census Disclosure Avoidance Review of Statistical Products 

Title 13, Section 9 of the United States Code (U.S.C.) requires the Census Bureau to keep 
confidential the information collected from the public under the authority of Title 13. 
Section 214 of Title 13, U.S.C., and Sections 3551, 3559 and 3571 of Title 18, U.S.C., 
provide for the Imposition of penalties of up to five years in prison and/or up to 
$250,000.00 in fines for wrongful disclosure of confidential census information. 
Disclosure avoidance is the process for protecting the confidentiality of data, as required 
under Title 13 U.S.C. A disclosure of data occurs when someone can use published 
statistical information to identify an individual who has provided confidential 
Information. For data tabulations, the Census Bureau uses disclosure avoidance 
procedures to modify or remove the characteristics that put confidential Information at 
risk for disclosure. Although a published table may appear to show Information about a 
specific individual, the Census Bureau has taken steps to disguise or suppress the 
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original data, while making sure the results are still useful. The techniques used by the 
Census Bureau to protect confidentiality in tabulations vary, depending on the type of 
data. 

Noise injection is the Census Bureau's preferred disclosure avoidance technique. By 
policy, noise injection is to be applied to all data products that are reported with 
geographies smaller than a state. In cases when It Is not feasible to fully implement 
noise injection within the period of the contract, a transition plan for Implementing 
noise injection or other provable privacy methods must be developed in coordination 
with the Census Bureau. Noise Injection may be required for microdata releases, 
depending on the characteristics of the microdata and the specific variables that are to 
be released. Data that cannot be publicly released may still be analyzed within the 
Federal Statistical Research Data Centers (FSRDCs) by Individuals who have Special 
Sworn Status; the results of such analyses must still go through a disclosure avoidance 
process prior to being publicly released. 

The parties understand that Title 13 confidentiality protection and disclosure avoidance 
techniques apply to all work described in this agreement. The disclosure avoidance 
methods are defined by the Census Bureau who has the responsibility of carrying out 
that work. Accordingly, upon completion of the tabulation, the data produced must be 
reviewed by the Census Bureau to ensure that no identifiable Title 13 data are or may 
be disclosed. Should the Census Bureau's Disclosure Review Board (ORB) determine 
that the requested statistical product does or reasonably could result in such disclosure, 
then the data product will be modified prior to approval for release to the party(ies) of 
this agreement. The ORB must approve before a research product can be released to an 
individual who does not have Special Sworn Status (SSS) and a need to know, or moved 
to a computer not approved for controlled data according to Census' existing policies 
and procedures. All data releases will conform to both Census and CMS disclosure 
requirements as described here and in the DUA. 

XIII. SECTION 508 

Section 508 of the Rehabilitation Act of 1973 as amended is a federal law that requires 
Federal agencies (29 U.S.C § 794 (d)) to make Information and Communications 
Technologies (ICT) accessible to employees and members of the public who have 
disabilities in a manner comparable to ICT made available to CMS employees and 
members of the public without disabilities. Complying with these amendments will 
ensure individuals who have disabilities have the same level of access experienced by 
employees and members of the public without disabilities. This includes creating 
documents that are accessible to people using assistlve technologies, such as screen 
readers, magnifiers, and other devices such as hearing aids or Text Telephone (ID). 
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Flnal Rule 
On January 18, 2017, the Access Board published a final rule in the Federal Register (82 
FR 5790) {hereafter, "ICT Final Rule"), which revised and updated the standards for 
Section 508. The revised standards applies to the ICT developed, procured, maintained, 
or used by Federal agencies (hereafter, "508 Standards"), as well as the guidelines for 
telecommunications equipment and customer premises equipment covered by Section 
255 ("255 Guidelines'') and the 21st Century Communications and Video Accessibility 
Act of 2010 (CVAA) ("CVAA Guidelines"). 

All electronic materials provided under this agreement must meet all applicable Section 
508 requirements to the best extent possible. CMS reserves the right to request proof 
of accessibility for electronic content provided under this IAA and may conduct Section 
508 evaluation to assure compliance and usability standards are met. 
>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>> 

This condudes the 7600 A & B Addendum 
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DUA: RSCH-2008-18931 https://portal.cms.gov/wps/myportal/cm~rtal/eppe/application_wsrp/lu 

I of6 

DUA: RSCH-2008-18931 

MAIN INFORMATION 

DUA Number: RSCH-2008-18931 
DUA Customer Type: Researcher 
DUA Category : SS - NON DlffiS AGENCIES - CENSUS, DOD, EPA, SSA, VA ... 

DUA Status: Submitted-Waiting for Payment Confirmation 
Request entered by: Cheryl Sample 
Requested Date: 8/27/2019 
Expiration Date: 9/1/2020 
Requester: Michael Berning 
Requester Organization Name: United States Census Bureau 
Requester Email Address: michael.a.berning@census.gov 
Requester Phone Number: (301) 763-2028 

Project Name: STATISTICAL ADMINISTRATIVE RECORDS SYSTEM 

Privacy Act Authorization Code: FEDERAL AGENCY RU 
HIPAA Authorization Code: Research 

ResDAC Information 

ResDAC TicketID: EOP-213-47956 

ResDAC EuculiYe Advisor(EA) 

Name: Jen Reese 
Email: ResDAC@umn.edu 
Phone Number: (888) 973-7322 
Phone Number Ext: 

ResDAC Tecbnk:al Advisor(TA) 

Name: Sammy Sayako 
Email: ResDAC@umn.edu 
Phone Number: (888) 973-7322 
Phone Number Ext : 

Principal Investigator 

Primary Principal Investigator 

Name: Michael Berning 
Email: michael.a.beming@census.gov 
Phone Number: 3017632028 
Phone Number Ext : 

CMS Contact (COR) 

09/06/2019, 8:45 /J 
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DUA: RSCH-2008-18931 https://portal.cms.gov/wps/myportal/cmsportaVeppc/application _ wsrp/!u• 

2of6 

CORPROXY 

Fint Name Last Name Organization Name EmaU Address Phone Number 

Collaborating Organization 

I. United States Census Bureau 
2. United States Census Bureau 
3. UNIVERSITY OF NEBRASKA 
4. UNIVERSITY OF CHICAGO 
5. YALE UNIVERSITY 
6. RAND CORPORATION 

FUNDING 

Funding Source: Federal (DHHS/non-DHHS) 
Funding Type: Grant 
Funding Organization Name: U.S. Census Bureau 
Grant Number: *This is not a grant• IA 08-141/IAA 13-276/IAA l5-201/IAA#t6-187/IA 18-89 Grant End Date: J 1/23/2016 

Contact Details 

Contact Type FlntName Last Name Email Phone Phone Ext 
Federal Project Officer Michael Berning michael.a.beming@census.gov (301) 763-2028 

DOCUMENTS 

ID Document Date and 11D1e 
1 OSa_AMEND_FED_CAHPS_No_Fee_Cost_Inv_JZX-856-31351.docx May 18, 2017 05:12:29 PM 
2 0S_FEDERAL_AMEND_Spec_Wrksht_Cost-Inv_JIM-986-69318.xlsx Sep 12, 2017 09:18:52 AM 
3 04a_FEDERAL_AMEND_No_Fee_Cost_Inv_IZP-532-67235.docx Nov 15, 2017 01:17:27 PM 
4 05a_FED _AMEND _No _Fee_ Cost_Inv MMA-887-54262.docx Feb IS, 2018 10:14:29 AM 
s OS _Fed_Amend_Spec_ Wrksht_ Cost_Inv _EOP-213-479S6.xlsx Feb IS, 2018 11:59:02 AM 
6 02_AMEND_FED_CAHPS_Excc_Summ_JZX-856-31351.docx May 18, 2017 0S:13:00 PM 
7 0l_AMEND_FED_CAHPS_Reqst_Ltr_JZX-856-313Sl.pdf May 18, 2017 0S:13:18 PM 
8 01 FEDERAL AMEND Reqst Ltr_JIM-986-69318.pdf Sep 12, 2017 09:19:08 AM 
9 0l_FEDERAL_AMEND_Reqst_Ltr_lZP-S32-67235.pdf Nov 15,201701:17:04PM 
10 0I_FED_AMEND_Reqst_Ltr_MMA-887-54262.pdf Feb 15, 2018 10:13:43 AM 
11 0I_Fed_Amend_Req_Lctter_EOP-213-47956.pdf Feb 15, 2018 11:59:25 AM 
12 04_AMEND_FED_CAHPS_Sig_Addcnd_OHara_Moulton_JZX-856-31351.pdf May 18, 2017 05:15:02 PM 
13 04_FEDERAL_AMEND_Sig_Addend_Uwimana_JIM-986-69318.pdf Sep 12, 2017 09:19:49 AM 
14 cms-r-0235a_DUA_addcndum_ 18931 _Mike_signed.pdf Aug 01, 2017 08:08:49 AM 
15 04_FEDERAL_AMEND _Sig_Addend_Beming_JIM-986-69318.pdf Sep 12, 2017 09:19:48 AM 

09/06/2019, 8:45 A 
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DUA: RSCH-2008-18931 https://portal.cms.gov/wps/myportal/cmsportal/cppe/application _ wsrp/tu 

ID Document Date and Time 

16 03_FEDERAL_AMEND_Sig_Addend_Haas IZP-532-67235.pdf Nov 15, 2017 01:17:44 PM 

17 04_FED _AMEND Sig_Addend_Humphries MMA-887-54262.pdf Feb 15, 2018 10:14:08 AM 

18 04 FED AMEND Sig_Addend Mader MMA-887-54262.pdf Feb 15, 2018 10:14:08 AM 

19 04 FED_AMEND Sig_Addend vanDijk MMA-887-54262.pdf Feb 15, 2018 10:14:09 AM 

20 04_FED_AMEND Sig_Addend Tannenbaum MMA-887-54262.pdf Feb 15, 2018 10:14:09 AM 

21 02_FEDERAL_AMEND Collabrtr_ Chklst IZP-532-6723S.docx Nov 15, 2017 01:17:16 PM 

22 02c FED AMEND Collab Chklst MMA-887-S4262.docx Feb 15, 2018 10:13:25 AM 

23 OS AMEND_FED CAHPS Spec Wrksht_JZX-856-31351.xlsx May 18, 2017 05:13:43 PM 

24 0S_FEDERAL AMEND_Spec Wtksht Cost-Inv JIM-986-69318.xlsx Sep 12, 2017 09:19:27 AM 

25 OS Fed_Amcnd_Spec Wrksht Cost Inv EOP-213-47956.xJsx Feb IS, 2018 11:59:45 AM 

26 Ola AMEND FED CAHPS Apprvl_MCAHPS_JZX-856-31351.pdf May 18, 2017 05:14:46 PM 

27 00 FEDERAL AMEND Reqst Summ JIM-986-69318.docx Sep 12, 2017 09:21:05 AM 

28 03 FEDERAL AMEND _DUA Update JIM-986-69318.pdf Sep 12,201709:20:31 AM 

29 03_Fed Amend DUA EOP-213-479S6.pdf Feb 15, 2018 12:00:26 PM 

30 OO_Fed EA-TA Amendment Summlll)'. EOP-213-47956.docx Feb 15, 2018 12:00:53 PM 

CUSTODIANS/ DESY USERS 

EUA Phone 
ID User Name User Organization Em•H Address Number 

Address 

Id 

John Eric YALE (773) 
37 Hillhouse Ave, New 

1 john.humphries@yale.edu Haven, CoMecticut, 06S 11, 
Humphries UNIVERSITY 633-8483 USA 

Winnie Lillian UNIVERSITY OF (773) 
S200 S. Drexel Ave, Apt 

2 wlvandijk@uchic:ago.edu 2E, Chicago, Illinois, 
VanDijk CHICAGO 680-0S81 60615, USA 

4600 SILVER HILL 

3 John Moulton 
United States john.ric:hard.moulton@c:ensus.gov 

(301) ROAD, WASHINGTON, 

Census Bureau 703-8646 District of Columbia, 
20746,USA 

Chapin Hall at University of 

4 Nick Mader 
UNIVERSITY OF nmader@c:hapinhall.org 

(773) Chicago, 1212 E. 60th 

CHICAGO 256-S19S Street, Chicago, Illinois, 
60637,USA 

Daniel UNIVERSITY OF (818) 
1301 Lincoln Mall, Unit 

s dtannenbaum@unl.edu 801, Lincoln, Nebraska, 
Tannenbaum NEBRASKA S68-8086 68S08, USA 

(412) 
4570 FIFTH AVENUE, 

RAND SUITE 600, 
6 Ann Haas CORPORATION 

ann_haas@rand.org 683-2300 PITI'SBURGH, 
Ext: 4517 Pennsylvania, 15213, USA 

Epaphrodite United States 
(301) 4600 SILVER HILL 

7 epaphrodite.uwimana@c:ensus.gov 763-6064 ROAD, SUilLAND, 
Uwimana Census Bureau Ext: 4517 Maryland, 20746, USA 

3 of6 
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DUA: RSCH-2008-18931 https://portal.cms.gov/wps/myportal/cmsportal/eppe/application_wsrp/lu 

4of6 

DATA Fll.,E DESCRIPTION 

Re-
ID Data File Description From To Quarter(s) Extraction Used 

Year Year •1. From 
DUA 

EDB - ENROLLMENT DATA Migrated I 
BASE 2008 2013 fromDADSS 

-NA. 

Migrated 
EDBUSR-ENROLLMENT 2013 2016 fromDADSS 2 DATABASE USERVIEW 2017 2017 -NA. 

2018 2018 1000,(, 
1000/4 

MSIS - MEDICAID Migrated 3 STATISTICAL INFORMATION 2013 2013 fromDADSS SYSTEM -NA. 

Migrated 
XWALK4 - CCW BENE ID TO 2009 2016 fromDADSS 4 HIC CROSSWALK FILE 2017 2017 -NA. 

2018 2018 100% 
100% 

Migrated 
XWALK7 - CCW BENE ID TO 2009 2016 fromDADSS s 
SSN CROSSWALK FILE 2017 2017 -NA. 

2018 2018 1000,(, 
1000/4 

FFSCAH - FEE-FOR-SERVICE 
(FFS) CONSUMER 

6 
ASSESSMENT OF 

2014 2014 100% HEALTHCARE PROVIDERS 
AND SYSTEMS (CAHPS) 
SURVEY DATA 

MCAHPS • MEDICARE 
7 ADVANTAGE AND 

2014 2014 1000/4 PRESCRIPTION DRUG PLAN 
CAHPS 

PENDING DATA FILE DESCRIPTION 

ID Data File 
Description 

From 
Year 

To Extraction Re-Used From Year Quarter(s) % DUA 

REQUESTER PROXY 

Fint Name Last Name Orpnization Name Email Address Phone Number 

DADSS Comments 

Comment 

Updated DUA to include 2010 EDB data per IA 10-135 

Access 
Status Type 

SHIPPING Open 

SHIPPING Open 

SHIPPING Open 

SHIPPING Open 

SHIPPING Open 

SHIPPING Open 

SIDPPING Open 

Access 
Type Status 

Com111ent 
Date 

TueApr20 
08:12:16 

Disposition 
Reason 

Disposition 
Reason 

User 

ROBIN 
DALTON 

09/06/2019, 8:45 A 
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DUA: RSCH-2008-18931 https://portal.cms.gov/wps/myportal/cmsportal/eppc/application _ wsrp/!u 

Comment Comment 
User 

Date 

EDT2010 

Cert. ofDesbuction rec'd for initial 2009 EDB user view file that was sent to Census, but TueApr20 
SHARON 

unreadable, form file in subject matter file in files room 10:23:13 
KAVANAGH EDT2010 

Added Theresa F. Leslie as a custodian per a letter ftom Howard Hogan. 
FriMay28 

JACQUIE 11:23:31 
EDT2010 CODE 

Tue Jun 28 
DAMIEN 

Changed requestor to Roderick Little and removed Cotty Smith 85 a custodian. 14:37:10 
EDT2011 MARSTON 

ThuJul28 
DAMIEN 

Added Vickie Kee 85 a custodian and a reciptient. 14:46:01 
EDT2011 MARSTON 

The DUA EXPIRATION DATE has been modified per the DataUseAgreement team, per new Fri Sep23 
SHARON 

directive given by CMS Deputy Chieflnformation Officer (CIO) June 23, 2011. 16:37:53 KAVANAGH 
EDT2011 

Mon Jun 11 
ROBIN 

added Bene ID to HIC crosswalk and Bene 10 to SSN crosswalk for the years 2009-2011 08:10:36 DALTON 
EDT2012 

TueJun26 DAMIEN 
Added the 2012 EDB tile. 09:32:48 

EDT2012 MARSTON 

PER DAOSS GTL, BATCH JOB CHANGED 1llE CMS CONTACT FROM ROBIN DALTON Fri Jan25 SHARON 
02:27:16 

TO SHARON KAVANAGH EST2013 KAVANAGH 

Wed Apr 17 
Extended DUA per email request ftom vickie.lynn.kee@census.gov on 04/1612013. 09:41:40 

EDT20l3 

updated DUA to include 2013 year ofEDB User view data per Andy Shatto, CMS, approved 
9/612013. CCW/Buccaneer to process the EDD and build the RAND race file for OMH/Census 
under IAA 13-276. CCW DATA DETAILS per record specification worksheet: All records on the 
file excluding records with date of death on or before March 31, 2012. Run report on July I 5, Fri Sep06 
2013. Output the same variables as with previous requests under this DUA. As of2013 - add Bene 14:20:07 
ID to the record layout. Provide record layout, PROC content, record count, and data dictionary EDT2013 
with files. ALSO Changed DUA requestor from Roderick Little to Thomas Louis, new Census 
signatory official. Added Hampton Wilson (Project Contact); Trent Alexander (new data 
custodian); and Michael Berning (Principal Investigator), all from Census Bureau. CMS/OMH is 

collaborating with Census on this initiative, OMH Contact is Carla Hodge. 

Fri Mar 14 SHARON 
Extended per email received between Mar 07 - Mar 12, 2014 from vickie.lynn.kee@census.gov 02:00:14 KAVANAGH 

EDT2014 

DUA Amendment to add additional years of data (2014) EDD user view, Bene ID to HIC 
crosswalk and Bene ID to SSN crosswalk. Detailed overview of extract methodology, data, and 
years requested. All records on the file excluding records with date of death on or before March 31, Wed May 
2013. Run report on June 15, 2014. Output the same variables as with previous requests under this 21 09:41:16 
DUA. Add Bene ID to the record layout Provide record layout, PROC contents, record count, and EDT2014 
data dictionary with files. Added data description code for EDB user view, file was previously 
approved. 

Added 2013 MSIS-Medicaid Statistical Information System relative to the new Census Bureau IA Wed Jul 30 
14-229. Note: This data description was added ftom the update received from Thomas Louis dated 14:11:44 Karen Foster 
4/15/14 and approval from Joseph Brewer dated 4128/14 (which reflected 2014 EDB User View, EDT2014 

5 of6 09/0612019, 8:45 A 
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Comment Comment 
User Date 

2014 Crosswalk Bene ID to me, and 2014 Crosswalk Bene ID to SSN) processed by V. Rogers on 
S/21/14. 

Extended per email received between Jan 16 - Jan 23, 201 S from J Trent Alexander TueJan27 
SHARON 02:01:02 (CENSUS/CES FED) 

EST201S KAVANAGH 

updated DUA to include additional year of already approved dataset per Kim Elmo email 
10/06/20 l S. 20 IS year ofEDB User view data, and crosswalks: BENE ID to me and BENE ID to SSN. CCW to process the EDB and build the RAND race file for OMii/Census under IAA I 5-20 I. WedOct07 CCW DATA DETAILS per record specification: All records on the file excluding records with date 15:20:28 of death on or before Man:h 31, 2014. Run report on June 15, 2015. Output the same variables as 

EDT201S with previous requests under this DUA. Add Bene ID to the record layout. Provide record layout. 
PROC contents, record count, and data dictionary with files. Please see additional sheet for data 
specifications (electronic file). 

CUSTODIANS Joey Morales and Ron Jannin added per Joey Morales (CENSUS/CARRA FED) Thu OctOB 
14:35:25 10/8/2015 
EDT2015 

CUSTODIAN Ron Jannin changed from CUSTODIAN to REQUESTOR. REQUESTOR Thjomas Thu Oct OS 
14:48:42 Louis removed per Joey Morales (CENSUS/CARRA FED) 10/8/2015 
EDT2015 

CUSTODIANS Roderick Little and Hampton Wilson removed per Joey Morales Fri Oct 09 
PATIY 10:56:40 (CENSUS/CARRA FED) 10/8/1S 

EDT201S MANGER 

TueNov24 Extended DUA per email; J TrentAlexander(CENSUS/CES FED); 11/24/201S. 09:12:25 
EST2015 

updated DUA to include additional year (semi-annual data pull per record spec worksheet) of TueMay24 already approved datasets: 2016 EDB User view data, and crosswalks: BENE ID to HlC and 
16:52:34 BENE ID to SSN. Data pull paid via IAA # 16-187 per Kimberly Elmo. See record specification 
EDT2016 worksheet associated with CMS Request Tracking 20160518-426C. 

6of6 
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lftlllce I•formadoa • Octiiller 17, 2019 
a... ...... l'Nl.0-IQ/111 

TOTAL S ID,500 

This fee esllmatefin,,oice is bued cm our undcntandiag of the pmposcd data request Ally chaaps in this request, or cllrificallon iesullin11 in cbanges, may RSUII in a change 

in the fee estimate. Additioallly, Ibis fee estimaldmwicc reflecu lhe c:umnl fees of the CCW dala files, ..tlich may be subject lo change 

Receipt of Ibis fee eslimlk: mJ1!1! imply that the dlla request hu been approved. The reqaJalor will receiw nolificali111 upon approval by Ille Centers for Medicare & 

Medicaid Savices (CMS). If approval II prcmded, the miuestor will be instructed to submit payment via www.pay.gov. CMS miuires all RqUeStors lo submit payments via 

www.pay.gov. Once you me nolificd of approval of your requesl by CMS, you can acc:ea the CMS Data Payment Form by visiting: 

Payment Instructions: 
Using the total IIIIIOIIIII fiom lhis fee estimate, follow the diRctloas provided oo Ille P•y.p site to complete your tnmsactloo. Al lhe end of your payment lnnsacbon, you 

wiU recef>"e III Agerrcy Traddq ID oumber. You wttl lhen need lo email the following informttion lo FilesCarOnlcr@cnllhhs.gov: 

I) P•y.p AaencyTracklua IDmanber, 

2) DUA number, and 
3) CMS Tracldna amnber. 

You MUST send this email in onlcr 10 nodfy CMS 1h11 payment has been submitted. 

Payments by check must be made 11111 lo Centers for Medicare & Medicaid Services. Ooce payment is sent 10 CMS Accounlio1, you will need to fOfWlld III email to CMS 

FilesforOnler@cs.hhs.gov. 
This email MUST include Ibo following informatfcm: 

I) CMS Tnicldng Number, 
2) DUA Number, and 
3) Check number, check date, IIIIOWII, and fssuiog lmlitallon. 

-•Mall ,---Mall 

Centers for Medicare and Medicaid Services 
Centers for Medicare and Medicaid Services 

Alln: Divisioo of Acc:ownina Opentioas 

Attn: Divisiat of Accounting Opemtions Mlilstop C3-11-03 

P.O. Box7.520 7500 Security Blvd 

Ballimcn, MD 21244 Baltimore, MD 21244 
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MEDICARE Enrollment Database General File Requirements 2018, 2019, and 2020 MEDICARE Enrollment Database General File Requirements 
2018 Universe: National File MEDB 2018 data 

All records on the file excluding records with date of death on or before March 31, 2017 

2019 Universe: National File MEDB 2019 data 
All records on the file excluding records with date of death on or before March 31, 2018. 

2020 Universe: National File MEDB 2020 data 
All records on the file excluding records with date of death on or before March 31, 2019. 

Extracts/pull dates: NOTE: We are requesting data for 2018, 2019, and 2020 MEDB data. 

Format: 

Data Variables: 

Transfer Media: 

Documentation: 

The MEDB 2018 extract pulled on July 17, 2018. 

The MEDB 2019 extract pulled on July 9, 2019. 

General Dynamics Information Technology (GDIT) is holding the MEDB 2018 and 2019 extracts pending final signatures on this agreement and CMS approval. 

The MEDB 2020 extract should be pulled within 10 working days of July 10, 2020 and delivered to Census by August 1, 2020. 

The delivery should also include a record layout, SAS PROC Contents file, record count, all variables, and data dictionary as specified in this Attachment II and Attachment III -MEDB File Layout of this Addendum. The delivery should also include the date the file was pulled. 

SAS Dataset 

See MEDB File Layout (Attachment III) 

Encrypted data on CD/DVD 

I) PROC Content of Dataset 
2) Provide extractions/pull dates for both deliveries 3) Provide record count per Dataset 
4) Name and telephone number of a technical advisor S) Latest Data Dictionary 

Page 1 of13 
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Delivery Method: Traceable Delivery/Courier Service (Federal Express, UPS, etc.) 

Send Documentation and CDs/DVDs to: 
Attention: Michael Berning 

Assistant Division Chief 
Data Acquisition and Curation 
Economic Reimbursable Surveys Division, ERO 
U.S. Census Bureau 
4600 Silver Hill Road 
HQ-SK123 
Suitland, MD 20746 
(301) 763-2028 
Michael.a.beming@census.gov 
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MEDB File Layout 
:; F1-~ lc4 ~~ J:ne P~EJ i.: 1_1 \ , r· L ( ',1S :-- r 1 \ D -~SCi 1i it1~n St -, n L ' T /:-~ 
1 CLMACNT BENE_CLM_ACNT_NUM Beneliciary Claim Account Number" 1 9 Char 

"Forms the Health Insurance Clalm (HIC) 
Number when combined with 
BENEJDENT _CD (immediately below) 

2 IDENT BENE_IDENT _CD Beneficiary ldenlificallon Code· 10 2 Char 
"Forms the Heath Insurance Clalm (HIC) 
Number when combined with 
BENE_CLM_ACNT _NUM fnnmedlately 
above) 

3 FNAME BENE_GVN_NM Beneficiary First Name 12 15 Char 
4 MINIT BENE_MDI._NM Beneficiary Midcle Name 27 1 Char 
5 LNAME1 BENE_SRNM_NAME1 Beneficiary surname & Title (1) 28 24 Char 

(Most current) 
6 LNAME2 BENE_SRNM_NAME2 Beneficiary surname & Title (2) 52 24 Char 

(Second 1!1011 current) 
7 DOB BENE_BIRTH_DT Beneficiary Birth Date 76 8 Char 
8 DOD BENE_DEATH_DT Beneficiary Death Date 84 8 Char 
9 SEX BENE_SEX_INDENT_CD Beneficiary Sex 92 1 Char 
10 RACE BENE_RACE_CD Beneflciary Race 93 1 Char 
11 RPRSNTV BENE_RPRSNTV _PYE_SW Benallcla,y Replesentative Payee 94 1 Char 
12 ADORESS1 BENE_MLG_CNTCT_ADR1 Beneficiary Mallng Contact Address 95 22 Char 

(Segment 1) 
13 ADORESS2 BENE_MLG_CNTCT_ADR2 Beneficiary Malling Contact Addl888 117 22 Char 

(Segment2) 
14 ADDRESS3 BENE_MLG_CNTCT _ADR3 Beneficiary Malling Conlad Address 139 22 Char 

(Segmant3) 
15 ADDRESS4 BENE...MLG_CNTCT_ADR4 Beneficiary Malling Contact Address 161 22 Char 

(Segment4) 
16 ADDRESS5 BENE_MLG_CNTCT _ADR5 Beneficiary Malling Contact Address 183 22 Char 

(Segment5) 
17 ADDRESS6 BENE_MLG_CNTCT_ADR6 Beneficiary Maling Contact Address 205 22 Char 

(Segmant6) 
18 MAILZIP9 BENE_MLG_CNTCT_ZIP_CD Beneficiary Malling Contact ZIP Code 227 9 Char 

(Current ZIP) 
19 ZIP90CC6 BENE_MLG_CNTCT_ZIP_CD Beneficiary Maiing Coniact ZIP Code 236 54 Char 

(Last 6 ZIP Codes) 
20 RCTCHG BENE_RSDNC_CHG_DATE Beneficiary Residence Change Dale 290 8 Char 

(Latest change date) 
21 CHGOATE6 BENE...RSDNC_CHG_DATE Beneficiary Residence Chqe Dale 298 48 Char 

(Last 6 change dales) 
22 STDCNTY BENE_RSDNC_SSA_STO_CNTY_CD SSA Standard County Code 346 3 Char 

{lalesl) 
23 STDSTATE BENE_RSDNC_SSA_STO_STATE_CD SSA Standard Slate Codes 349 2 Char 

(Lalest) 
24 SSN BENE_SSN_NUM Beneficiary Social Security Number 351 9 Char 

Page 1 of2 
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(latest) 

25 AENTSDAT BENE_PTA,_ENTLMT_STRT_OT Pat A Entitlement Start Date 360 8 Char 

(Ea1iest) 

26 AENTTOAT BENE_PTA,_ENTLMT_TRMNTN_OT Pat A Entitlement End Date 368 8 Char 

(Latest) 

'ET BENTSDAT BENE_PTB_ENTLMT_STRT_OT Pat B En1111ement Start Date 376 8 Char 

(EarllesQ 

28 BENTTDAT BENE_PTB_ENTLMT_ TRMNTN_OT Part B EnlHlement End Date 384 8 Char 

(Latest) 

29 PMTSTAT BENE_SSA,_BNFT _PMT _STUS_CO SSA Benefit Payment status Code 392 2 Ch• 
(Latest) 

30 MOCRSTUS BENE_MOCR_STUS_CD Beneliciary Status Code 394 2 Char 

(Latest) 

31 UPOTHSTR EOB_UPOT _HSTRY _CHG_DT EDB Updale History Cha,ge Date 396 8 Char 

(Lslest-YYYYMMOD) 

32 PRMRYPYR BENE_PRMRY_PYR_CO Beneficiary Primary Payer Code 404 Char 

(Latest) 

33 ACRTN.J)T BENE....ACRTN_OT Accrelion Date 405 8 Char 

34 LANG_CD BENE_LANG_PREFNC_CD Beneficiary Language Code 413 Char 

35 OEATH_DT BENE_SRC_DEATH_OT_CD Beneficlaly Source Dea11, Date Code 414 2 Char 

36 MOCR_DT BENE_MOCR_STUS_CD_CHG_OT Ben. Medicare status Code Change Date 416 8 Char 

37 BENE_ID BENE_ID Unique Identifier 424 15 Char 

Pagel ofl 
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Commerce/Census-8, Statistical Administrative Records System and Commerce/Census-3, Special Censuses, Surveys, and Other Studies 

COMMERCE/CENSUS-8 

SYSTEM NAME: 
Statistical Administrative Records System. (December 13. 2016, 81 FR 76554) 

SECURITY CLASSIFICA)'.ION: 
None. 

SYSTEM LOCATIONS: 
Bowie Computer Center, Bureau of the Census, 17101 Melford Blvd., Bowie, Maryland 20715; and at a FEDRAMP-approved cloud services facility. 

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM: This system covers the population of the United States and territories. In order to approximate coverage of the population in support of its statistical programs, the Census Bureau will acquire administrative record files from agencies such as the Departments of Agriculture, Education, Health and Human Services, Homeland Security, Housing and Urban Development, Labor, Treasury, Veterans Affairs, the Office of Personnel Management, the Social Security Administration, the Selective Service System, and the U.S. Postal Service. Comparable data may also be sought from state agencies and commercial sources and Web sites. 

CATEGORIES OF RECORDS IN THE SYSTEM: Records in this system of records are organized into three components: 

• The first category contains records with personal identifiers (names and Social Security Numbers (SSNs)), with access restricted to a limited number of sworn Census Bureau staff. These records are only used for a brief period of time while the personal identifiers are replaced with unique non-identifying codes. In a controlled Information Technology (IT) environment, the identifying information (SSN) contained in source files is removed and replaced with unique non-identifying codes. The Census Bureau does not collect SSNs in Title 13 surveys or censuses. Title 13, Section 6, authorizes the Census Bureau to acquire information from other federal departments and agencies and for the acquisition of reports of other governmental or private sources. Data acquired by the Census Bureau to meet this directive may include direct identifiers such as name, address, date of birth, driver's license number, and SSN. The direct identifiers are used to identify duplicate lists and link across multiple sources. 
• The Census Bureau has developed software to standardize and validate incoming person records to assign a unique Census Bureau linkage identifier. This identifier, called the Protected Identification Key (PIK), is retained on files so that SSNs can be removed. This process occurs through the Person Identification Validation System (PVS). The PVS software processes direct identifiers from input files. Census Bureau staff use the person linkage keys to merge files when conducting approved research and operations activities. The software is also used to facilitate record linkage for Census Bureau research partners within the Federal Statistical System. Through legal 
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Commen:e/Ceosus-8, Statistical Administrative Records System and 
Commen:e/Ceosus-3, Special Censuses, Surveys, and Other Studies 

agreements, linkage keys may be created by the Census Bureau for other Federal 
Statistical Agencies to produce statistics. The PVS system does not append additional 
identifying information, only a unique identifier to facilitate record linkage. 

• The second category contains records that are maintained on unique data sets that are 
extracted or combined on an as-needed basis in approved projects. Records are 
extracted or combined as needed using the unique non-identifying codes, not by name 
or SSN, to prepare numerous statistical products. These records may contain 
information such as: Demographic information-date of birth, sex, race, ethnicity, 
household and family characteristics, education, marital status, tribal affiliation, and 
veteran's status, etc.; Geographical infonnation--address and geographic codes, etc.; 
Mortality information-cause of death and hospitalization information; Health 
information-type of provider, services provided, cost of services, and quality 
indicators, etc.; Economic information-housing characteristics, income, occupation, 
employment and unemployment information, health insurance coverage, Federal and 
State program participation, assets, and wealth. 

• The third category contains two types of records that use name data for specific 
research activities. The Census Bureau has policies and procedures to review and 
control name data from administrative records providers and third party sources. This 
category refers to name data used to plan contact operations for surveys and censuses 
and for research on names. The first type of records includes Respondent contact 
information-name ( or usemame ), address, telephone number (both landline and cell 
phone number), and email address or equivalent. The second type of records includes 
name data used to set Demographic Characteristics Flags-names are compared to 
lookup tables and used in models to assign sex and ethnicity. Records in this category 
are maintained on unique data sets that are extracted or combined on an as-needed 
basis using the unique non-identifying codes that replaced the SSNs, but with some 
name information retained. 

AUTHORITY FOR MAINTENANCE OF THE SYSTEM: 
Title 13 U,S.C. 6. 

PURPOSES: 
This system of records supports the Census Bureau's core mission of producing economic 
and demographic statistics. To accomplish this mission the Census Bureau is directed to 
acquire information from public and private sources to ensure the efficient and economical 
conduct of its censuses and surveys by using that information instead of conducting direct 
inquiries. To provide the information on which the American public, businesses, 
policymakers, and analysts rely, the Statistical Administrative Records System efficiently re
uses data from external sources, thereby eliminating the need to collect information again. 
Therefore, the purpose of this system is to centralize and control the use of personally 
identifiable information by providing a secure repository that supports statistical operations. 
The system removes SSNs contained in source files and replaces them with unique non
identifying codes called Protected Identification Keys (PIKs) prior to use by other Census 
Bureau operating units. Census Bureau staff use the PIK to merge files to conduct approved 
research projects. Through legal agreements documenting permitted uses of the external data, 
linked files may be created to produce statistics. By combining survey and census data with 
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administrative record data from other agencies, and data procured from commercial sources, 
the Census Bureau will improve the quality and usefulness of its statistics and reduce the 
respondent burden associated with direct data collection efforts. The system will also be used 
to plan, evaluate, and enhance survey and census operations; improve questionnaire design 
and selected survey data products; and produce research and statistical products such as 
estimates of the demographic, social, and economic characteristics of the population. 

ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING 
CATEGORIES OF USERS AND PURPOSES OF SUCH USES: 
None. The Statistical Administrative Records System wilJ be used only for statistical 
purposes. No disclosures which permit the identification of individual respondents, and no 
determinations affecting individual respondents will be made. 

DISCLOSURE TO CONSUMER REPORTING AGENCIES: 
None. 

POLICIES AND PRACTICES FOR STORING, RETRIEVING, ACCESSING, 
RETAINING, AND DISPOSING OF RECORDS IN THE SYSTEM: 

STORAGE: 
Records will be stored in a secure computerized system and on magnetic media; output data 
will be electronic. Magnetic media will be stored in a secure area within a locked drawer or 
cabinet. Source data sets containing personal identifiers will be maintained in a secure 
restricted-access IT environment. Records may also be stored by or at a secure FEDRAMP
approved cloud service provider or facility. 

RETRIEV ABILITY: 
Staff producing statistical products will have access only to data sets from which SSNs have 
been deleted and replaced by unique non-identifying codes internal to the Census Bureau. 
Only a limited number of sworn Census Bureau staff, who work within a secure restricted
access environment, will be permitted to retrieve records containing direct identifiers (such 
as name or SSN). 

SAFEGUARDS: 
The Census Bureau is committed to respecting respondent privacy and protecting 
confidentiality. Through the Data Stewardship Program, we have implemented management, 
operational, and technical controls and practices to ensure high-level data protection to 
respondents of our censuses and surveys. 

• An unauthorized browsing policy protects respondent information from casual or 
inappropriate use by any person with access to Title 13 protected data. 

• All Census Bureau employees, persons with special sworn status, as well as 
employees ofFEDRAMP-approved cloud services who may have incidental access to 
Title 13 protected data, are subject to the restrictions, penalties, and prohibitions of 11 
U.S.C. 9 and 214 as modified by Title 18 U.S.C. 3551. et. seq.; the Privacy Act of 
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1974 (5 U.S,C. 552a(bX4); 18 U.S.C. 1905: 26 U.S.C. 7213, 7213A, and 7431; 

and 42 U.S.C. 1306. 
• All Census Bureau employees and persons with special sworn status will be regularly 

advised of regulations issued pursuant to Title 13 governing the confidentiality of the 

data, and will be required to complete an annual Data Stewardship Awareness 

training and those who have access to Federal Tax Infonnation data will be regularly 

advised of regulations issued pursuant to Title 26 governing the confidentiality of the 

data, and will be required to complete an annual Title 26 awareness program. The 

restricted-access IT environment has been established to limit the number of Census 

Bureau staff with direct access to the personal identifiers in this system to protect the 

confidentiality of the data and to prevent unauthorized use or access. These 

safeguards provide a level and scope of security that meet the level and scope of 

security established by 0MB Circular No. A-130, Appendix III, Security of Federal 

Automated Infonnation Resources. 
• All Census Bureau and FEDRAMP-approved computer systems that maintain 

sensitive information are in compliance with the Federal lnfonnation Security 

Management Act, which includes auditing and controls over access to restricted data. 

• The use of unsecured telecommunications to transmit individually identifiable 

infonnation is prohibited. 
• Paper copies that contain sensitive information are stored in secure facilities in a 

locked drawer or file cabinet behind a closed door. 
• Each requested use of the data covered in this SORN will be reviewed by an in-house 

Project Review Board to ensure that data relating to the project will be used only for 

authorized purposes. All uses of the data are solely for statistical purposes, which by 

definition means that uses will not directly affect benefits or enforcement actions for 

any individual. Only when the Project Review Board has approved a project, will 

access to information from one or more of the source data sets occur. Data from 

external sources in approved projects will not be made publicly available. 

• Any publications based on the Statistical Administrative Records System will be 

cleared for release under the direction of the Census Bureau's Disclosure Review 

Board, which will confirm that all the required disclosure protection procedures have 

been implemented. No information will be released that identifies any individual. 

RETENTION AND DISPO~AL: 
Records are to be retained in accordance with General Records Schedule GRS 4.3, and the 

Census Bureau's records control schedule DAA-0029-2014-0005, Records of the Center for 

Administrative Records Research and Applications, which are approved by the National 

Archives and Records Administration <NARA). Records are also retained in accordance with 

agreements developed with sponsoring agencies or source entities. Federal tax information 

administrative record data will be retained and disposed of in accordance with Publication 

1075, Tax information Security Guidelines for Federal, State, and Local Agencies and 

Entities. The Census Bureau issues an Annual Safeguard Security Report that includes 

information on the retention and disposal of federal tax infonnation. Pursuant to IRS 

regulation, Title 26 U.S.C. 6103(p)(4)(F)(ii), data cannot be transferred to NARA. 

SYSTEM MANAGER(S) AND ADDRESS: ' 
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Associate Director for Research and Methodology, U.S. Census Bureau, 4600 Silver Hill Road, Washington, DC 20233-8000. 

NOTIFICATION PROCEDURE: 
None. 

RECORD ACCESS PROCEDURES: 
None. 

CONTESTING RECORD PROCEDURES: 
None. 

RECORD SOURCE CATEGORIES: 
Individuals and addresses covered by selected administrative record systems and Census Bureau censuses and surveys including current demographic and economic surveys, quinquennial Economic Censuses, and decennial Censuses of Population and Housing. Additionally, the Census Bureau will also acquire administrative record files from agencies such as the Departments of Agriculture, Education, Health and Human Services, Homeland Security, Housing and Urban Development, Labor, Treasury, Veterans Affairs, the Office of Personnel Management, the Social Security Administration, the Selective Service System, and the U.S. Postal Service, etc. Comparable data may also be sought from state agencies, commercial sources, and Web sites. 

SYSTEM EXEMPTIONS FROM CERTAIN PROVISIONS OF THE ACT: Pursuant to 5 U.S.C. 552a(k)(4), this system of records is exempted from the notification, access, and contest requirements of the agency procedures (under 5 U.S.C. SS2a(cX3), (d), (e)(l}, (eX4)(G), (H), and (I), and (f)). This exemption is applicable as the data are maintained by the Census Bureau solely as statistical records, as required under Title 13, and are not used in whole or in part in making any determination about an identifiable individual. This exemption is made in accordance with the Department's rules which appear in 15 CFR part 4 Subpart B published in this Federal Register. 
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COMMERCE/CENSUS-3 

SYSTEM NAME: 
Special Censuses, Surveys, and Other Studies. {March 27, 2012, 77 FR 18205) 

SECURITY CLASSIFICATION: 
None. 

SYSTEM LOCATIONS: 
Bowie Computer Center, U.S. Census Bureau, 17101 Melford Blvd., Bowie, Maryland 
20715, and U.S. Census Bureau, National Processing Center, 1201 East 10th Street, 
Jeffersonville, Indiana 47103; and National Archives and Records Administration, 
Washington National Records Center, Washington, DC 20409. 

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM: 
This system covers the population of the United States. Survey respondents typically are 

individuals aged 15 years old or over. Data collected directly from respondents may be 
supplemented with data from administrative record files received from other federal, state, or 
local agencies, or commercial sources. These files are collected and processed under the 
Statistical Administrative Records system. Administrative record files are from agencies 
including, the Departments of Agriculture, Education, Health and Human Services, 
Homeland Security, Housing and Urban Development, Labor, Treasury, Veterans Affairs, 
and from the Office of Personnel Management, the Social Security Administration, the 
Selective Service System, and the U.S. Postal Service. Comparable data may also be sought 
from State agencies and commercial sources. Please see the COMMERCE/CENSUS-8, 
Statistical Administrative Records System SORN for more information. Additionally, 
subjects of cognitive interviews (to test understanding of a new survey form, for example) 
are covered in this system of records. 

CATEGORIES OF RECORDS IN THE SYSTEM: 
Records in this system of records consist of working statistical files (i.e., those files being 
analyzed to produce survey results), survey data files (i.e., those files containing answers 
directly from the respondent), and/or data contact files (i.e., those files used for contacting 
respondents). Records in this system of records may contain infonnation such as: Respondent 
contact information-telephone number, email address; Demographic informatio~ate of 
birth, sex, race, ethnicity, household and family characteristics, mobility status, education, 
marital status, tribal affiliation, veteran's status, disat,ility status; Geographical information
address and geographic codes; Health information-health problems, type of provider, 
services provided, cost of services, quality indicators; Economic information-housing and 
institutional characteristics, income, occupation, employment and unemployment 
information, health insurance coverage, federal and state program participation, assets and 
wealth; Activity and event related information-commuting, travel, childcare, recreation, 
consumer expenditures, community service, drug and alcohol use, and crime victimiwion; 
Field Representative (FR) related infonnation-U.S. Census Bureau FR code, which is used 
only as an administrative control item for each record. Some records in this system of records 
may be obtained from datasets maintained by the COMMERCE/CENSUS-8, Statistical 
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Administrative Records System where direct identifiers have been replaced with a unique non-identifying code prior to delivery to this system of records, and, therefore are not on the working statistical files. These categories of records are maintained on unique data sets that are extracted or combined on an as needed basis using the unique non-identifying codes but with the original identifiers removed. These records may contain: Demographic information-date of birth, sex, race, ethnicity, household and family characteristics, education, marital status, Tribal affiliation, and veteran's status; Geographical informationaddress and geographic codes; Mortality information-cause of death and hospitalization information; Health information-type of provider, services provided, cost of services, and quality indicators; Economic information-housing characteristics, income, occupation, employment and unemployment information, health insurance coverage, Federal program participation, assets, and wealth. Another category of records contains two types of records that arc maintained on unique data sets that are extracted or combined on an as-needed basis using the unique non-identifying codes but with some name information retained. One type of records contains: Business information-business name, revenues, number of employees, and industry codes in support of economic statistical products. The other type contains: Respondent contact information-name, address, telephone number, age, and sex in support of survey and census data collection efforts. See the COMMERCE/CENSUS-8, Statistical Administrative Records System SORN for more information. However, for limited shortterm projects, some records obtained from datasets maintained by the 
COMMERCE/CENSUS-8, Statistical Administrative Records System may contain some direct identifiers (such as name, Social Security Number (SSN)) that have been retained in working statistical files for this collection. These short-term projects must present project and use proposal documentation to a team of high level managers, and obtain approval to use direct identifiers in these working statistical files. Additionally, direct identifiers collected from survey respondents are routinely maintained on data contact tiles in order to facilitate respondent contact or to pre-load data for a data collection instrument. 

AUTHORITY FOR MAINTENANCE OF THE SYSTEM: 
Title 13 U.S.C. ~). 182, and 196 provide the authority for the U.S. Census Bureau to conduct statistical surveys. 

PURPOSES: 
The purpose of this system of records is to collect statistical information from respondents through survey instruments or other means and to conduct methodological research on improving various aspects of surveys authorized by Title 13, U.S.C. 8(b), 182, and 196, such as: survey sampling frame design; sample selection algorithms; questionnaire development, design, and testing; usability testing of computer software and equipment; post data collection processing; data quality review; and non-response research. 

ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES OF USERS AND PURPOSES OF SUCH USES: 
None. The data will be used only for statistical purposes. No disclosures which permit the identification of individual respondents, and no determinations affecting individual respondents are made. 
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DISCLOSURE TO CONSUMER REPORTING AGENCIES: 

None. 

POLICIES AND PRACTICES FOR STORING, RETRIEVING, ACCESSING, 

RETAINING, AND DISPOSING OF RECORDS IN THE SYSTEM: 

STORAGE: 
Records (including, but not limited to, sound files of survey or cognitive interviews or 

electronic datasets) will be stored in a secure computerized system and on magnetic media; 

output data will be electronic files or paper copies. Paper copies or magnetic media will be 

stored in a secure area within a locked drawer or cabinet. Data sets may be accessed only by 

authorized personnel. Control lists will be used to limit access to those employees with a 

need to know; rights will be granted based on job functions. 

RETRIEV ABILITY: 
A limited number of sworn U.S. Census Bureau staff will be permitted to retrieve records 

containing direct identifiers (such as a name or SSN). Staff producing final statistical 

products will have access only to data sets from which direct identifiers have been deleted 

and replaced by unique non-identifying codes internal to the U.S. Census Bureau. 

SAFEGUARDS: 
The U.S. Census Bureau is committed to respecting respondent privacy and protecting 

confidentiality. Through the Data Stewardship Program, we have implemented management, 

operational, and technical controls and practices to ensure high-level data protection to 

respondents of our census and surveys. (1) An unauthorized browsing policy protects 

respondent information from casual or inappropriate use by any person with access to Title 

13 protected data. (2) All employees permitted to access the system are subject to the 

restriction, penalties, and prohibitions of 13 U.S.C. 9 and 214, as modified by Title 18 U.S.C. 

3551, et seq.; the Privacy Act of 1974 (5 U.S.C. 55~)(4)); and when applicable, Title 26 

U.S.C. 7213, 7213A, and 7431; as well as any additional restrictions imposed by statutory 

authority of a sponsor. (3) All U.S. Census Bureau employees and persons with special 

sworn status will be regularly advised of regulations issued pursuant to Title 13 U.S.C. 

governing the confidentiality of the data, and will be required to complete an annual Title 13 

awareness program; and those who have access to Federal Tax Information data will be 

regularly advised of regulations issued pursuant to Title 26 U.S.C. governing the 

confidentiality of the data, and will be required to complete an annual Title 26 awareness 

program. (4) All computer systems that maintain sensitive information are in compliance 

with the Federal Information Security Management Act, which includes auditing and controls 

over access to restricted data. (S) The use of unsecured telecommunications to transmit 

individually identifiable infonnation is prohibited. (6) Paper copies that contain sensitive 

infonnation are stored in secure facilities in a locked drawer or file cabinet behind a locked 

door. (7) Additional data files containing direct identifiers will be maintained solely for the 

purpose of data collection activities, such as respondent contact and pre-loading an 

instrument for a continued interview, and will not be transferred to, or maintained on, 

working statistical files. (8) Any publications based on this system will be cleared for release 

under the direction of the U.S. Census Bureau's Disclosure Review Board, which will 

Page8of9 



MEMORANDUM OF UNDERSTANDING

Page 402 of 430

Commerce/Census-8, Statistical Administntive Records System and Commerce/Census-3, Special Censuses, Surveys, and Other Studies 
continn that all the required disclosure avoidance procedures have been implemented and no infonnation that identifies any individual is released. 

RETENTION AND DISPOSAL: Records are to be retained in accordance with the General Records Schedule and U.S. Census Bureau's records control schedules that are approved by the National Archives and Records Administration. GeneralJy, records are retained for less than 10 years, unless a longer period is necessary for statistical purposes or for pennanent archival retention. 
SYSTEM MANAGER(S) AND ADDRESS: Associate Director for Demographic Programs, U.S. Census Bureau, 4600 Silver Hill Road, Washington, DC 20233-8000. 

NOTIFICATION PROCEDURE: None. 

RECORD ACCESS PROCEDURES: None. 

CONTESTING RECORD PROCEDURES: None. 

RECORD SOURCE CATEGORIES: Individuals and populations covered by selected administrative records systems and U.S. Census Bureau surveys and special censuses. 

SYSTEM EXEMPTIONS FROM CERTAIN PROVISIONS OF THE ACT: Pursuant to Title 5 U.S.C. 552a(k)(4), this system of records is exempted from the notification, access, and contest requirements of the agency procedures (under 5 Title U.S.C. 552a(c)(3). (d), (e)(l), (e)(4)(G). (H). and (I), and (f)). This exemption is applicable as the data are maintained by the U.S. Census Bureau and required by Title 13 to be used solely as statistical records and are not used in whole or in part in making any determination about an identifiable individual. This exemption is made in accordance with the Department's rules, which appear in 15 CFR part 4 subpart B, and in accordance with agency rules published in the rules section of this Federal Register. 
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Agreement Number: 2064-FY20-NFE-0335 

MEMORANDUM OF AGREEMENT 
BETWEEN 

THE UNITED STATES DEPARTMENT OF COMMERCE, 
U.S. CENSUS BUREAU 

AND 

UNITED STATES DEPARTMENT OF HOMELAND SECURITY 

REGARDING THE TRANSFER OF IMMIGRATION AND CITIZENSHIP-RELATED 
DATA 

1. PARTIES AND PURPOSE 

This Memorandum of Agreement ("MOA'' or "Agreement") establishes an agreement 

between the United States Department of Commerce ("DOC"), through the U.S. Census 

Bureau ("Census Bureau"), and the U.S. Department of Homeland Security ("DHS") 

(hereinafter known as ''the Parties"), for the transfer of certain citizenship, immigration, and 

non-immigration benefit-related data that will assist the Census Bureau in detennining the 
number of citizens, non-citizens, and illegal aliens in the United States, pursuant to Executive 

Order ("EO") 13880 (July 11, 2019) Collecting Information About Citizenship Status in 

Connection With the Decennial Census. 

The Census Bureau will use the data for research and operations to improve record linkage 

methods for surveys and the 2020 decennial census. Research and operations are tenns used 
to describe the statistical work that the Census Bureau conducts as part of collecting data, 

linking data and producing and publishing estimates. The Census Bureau will use data to 

provide new estimates of population characteristics related to citizenship for the purpose of 

executing the mandate set forth in EO 13880. This Agreement is intended to govern the 

transfer, use, safeguarding, control, and ownership of the data provided by OHS Components 

to DOC/Census Bureau to support the Census Bureau's analytical and statistical needs as 
they relate to the mandate set forth in EO 13880. 

2. AUTHORITY 

In order to comply with EO 13880, Collecting Information About Citizenship Status in 

Connection With the Decennial Census, OHS is entering into this Agreement with the Census 
Bureau to share certain citizenship, immigration, and non-immigration benefit-related data. 

The legal authority for the DOC/Census Bureau to enter into this Agreement is 13 U.S.C. § 6, 
1 
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which pennits the Census Bureau to access, by purchase or otherwise, infonnation to assist 
the Census Bureau in the perfonnance of duties under Title 13, United States Code. 
The legal authority for OHS to enter into this Agreement is 6 U.S.C § 112(b)(2). 
Additionally, 5 U.S.C. § 552a(b)(4) permits OHS to share Privacy Act protected records with 
the Census Bureau for purposes of planning or carrying out a census or survey or related 
activity pursuant to the provisions of Title 13 provided a "need to know" the specific 
infonnation requested is identified. Other authorities that govern and limit the sharing of 
information between OHS and the Census Bureau include the following: 

• 5 U.S.C. § 552a, Privacy Act of 1974, to include relevant system of records notices 
(SORNs); 

• 8 U.S.C. § 1254aand 8 C.F.R. § 244.16; 

• E-Government Act of 2002, § 208 Privacy Provision, to include relevant privacy 
impact assessments (PIAs); 

• National Institutes of Standards and Technology (NIST) SP 800-47, Security Guide 
for Interconnecting Information Technology Systems; 

• NIST SP 800-61 - Computer Security Incident Handling Guide; 

• NIST Special Publication 800-53, Security and Privacy Controls for Federal 
lnfonnation Systems and Organizations; 

• Office of Management and Budget (0MB) Circular A-130 Appendix I, 
Responsibilities for Protecting and Managing Federal Information Resources; 

• OHS Privacy Incident Handling Guidance; 

• OHS Handbook for Safeguarding Sensitive Personally Identifiable lnfonnation; 

• DHS Privacy Policy Guidance Memorandum 2017-01 "OHS Privacy Policy 
Regarding Collection, Use, Retention, and Dissemination of Personally Identifiable 
Infonnation"; 

• OHS policies regarding disclosure of Section 1367, Asylum, and Refugee 
infonnation; 

• Government Performance and Results Act of 1993 (GPRA), Pub. L. No. 103-62; 

• GPRA Modernization Act of 2010, Pub. L. No. 111-352; 

• 0MB Circular A-123, "Management's Responsibility for Enterprise Risk 
Management and Internal Control, and Appendices to Management's Responsibility 
for Internal Control" and 0MB Memoranda M-16-17, "OMB Circular A-123, 
"Management's Responsibility for Enterprise Risk Management and Internal Control" 
(July 15. 2016) (see also 0MB Memoranda M-17-26); 

2 
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• 0MB Memoranda M-15-15, "Improving Statistical Activities through Interagency 
Collaboration" (July 8, 2015); 

• 0MB Memoranda M-17-12, "Preparing for and Responding to a Breach of Personally 
Identifiable Information" (Jan. 3, 2017); 

• Department of Commerce Privacy Program Plan. 1 

3. GENERAL TERMS AND CONDITIONS 

Pursuant to this Agreement, DHS will coordinate the transfer of certain data from DHS 
Components - U.S. Citizenship and Immigration Services ("USCIS"), U.S. Customs and 
Border Protection ("CBP"), and U.S. Immigration and Customs Enforcement ("ICE") - to the 
Census Bureau. USCIS data will be transferred pursuant to Addendum 1. CBP and ICE data 
will be transferred as established and stated in each Component's addendum once finalized 
and agreed upon by both Parties at a future date. 

The various types of data and other relevant terms described under this Agreement are 
defined as: 

• DHS Source Data - Original, unaltered data transferred by DHS Components under 
the terms of the specific Component addenda to this Agreement containing 
identifying information such as name, Alien number, or SSN transferred by DHS. 

• Linked Files - Files produced when OHS Source Data are processed through the 
Census Bureau's Person Identification Validation System ("PVS'') to assign a unique 
identifier (Protected Identification Key - "PIK"); the Linked Files are further 
separated into two distinct files: 

o Linked Name File - File containing the PIK and names from the Source Data; 
and 

o Linked Research File -File containing PIK, and when linked on PIK: 
demographic data, geographic data, mortality data, health data, and economic 
data. Records are extracted or combined as needed using the unique non
identifying codes, not by name or SSN, to prepare numerous statistical 
products. 

• Derivative Files - Files that merge Linked Name and Linked Research Files to other 
Linked Name and Linked Research Files for specific research activities. The Census 
Bureau has policies and procedures to review and control name data from 
administrative records providers and third-party sources. This category refers to name 
data used to plan contact operations for surveys and censuses and for research on 
names. The first type of records includes Respondent contact information-name (or 
usemame), address, telephone number (both landline and cell phone number), and 

1 Available at: http://www.osec.doc.gov/opog/privacy/Memorandums/PRIV ACY PROGRAM PLAN 2017 .pdf 
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email address or equivalent. The second type of records includes name data used to 
set Demographic Characteristics Flags-names are compared to lookup tables and 
used in models to assign sex and ethnicity. Records in this category are maintained on 
unique data sets that are extracted or combined on an as-needed basis using the 
unique non-identifying codes that replaced the SSNs, but with some name 
information retained. DHS Source Data will be used to create the second type of 
records in order to model citizenship or immigration status for a respondent to the 
2020 Census. 

• Person Identification Validation System ("PVS")- is the Census Bureau's process to 
validate a person's identity by comparing records to federal government sources 
(called reference files) using fields such as Social Security Number (SSN), name, date 
of birth, sex, and residential address. However, several million U.S. residents have 
neither an SSN nor an Individual Taxpayer Identification Number ("ITJN"). Thus, the 
DHS Source Data will assist the Census Bureau in creating the project reference files 
it will use in PVS for those individuals in the 2020 Census without an SSN or an 
ITlN. 

• Reference File - A linked composite file of federal source data used to validate 
characteristics from the source data records. 

OHS will only transfer that data which are not subject to 8 U.S.C. § 1367 relating to 
individuals who applied for and/or received T nonimmigrant status (victims of trafficking); U 
non immigrant status ( certain victims of criminal activity); or benefits under the Violence 
Against Women Act. Other data protected by immigration specific confidentiality provisions 
will only be disclosed if appropriate exceptions provide for such disclosure. Asylum and 
Refugee related data will be provided to Census pursuant to a DHS Secretarial Waiver, 
entitled "Disclosure of Asylum Related Information to the Census," signed in conjunction 
with this MOA. . 

The specific details of each Component's transfer of information under this Agreement, 
including the specific data elements, method of1!"ansfer, retention, relevant systems of 
records notices, and other requirements for their specific data sets, shall be outlined in the 
addenda to this MOA. 

The Census Bureau is responsible for ensuring the data security, integrity, and confidentiality 
of both the OHS Source Data and any Census Bureau files incorporating DHS Source Data 
with other Census Bureau data containing identification such as name, Alien number, or SSN 
after the files are transferred to the Census Bureau, and for maintaining safeguards to prevent 
any unauthorized disclosure of the DHS Source Data and any Census Bureau files 
incorporating DHS Source Data. 
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The Census Bureau's use of this data is governed by the Census System of Records Notice 
("SORN") entitled COMMERCFJCENSUS-8, Statistical Administrative Records System. 2 

The purpose of the Statistical Administrative Records System ("System") is to centralize and 

control the use of personally identifiable information ("PU") by providing a secure repository 

that supports statistical operations. The System removes any social security numbers 

("SSNs") contained in source files and replaces them with unique non-identifying codes 

called Protected Identification Keys ("PIKs") prior to use by other Census Bureau operating 

units. The Census Bureau will create a PIK-like unique identifier for those records that 
cannot be linked to any Social Security Administration Numident or IRS Individual Taxpayer 

Identification Number record. Census Bureau employees use the PIKs and PIK-like 
identifiers to merge files to conduct approved research projects. For this Agreement, the 

approved research project is the Project to use Administrative Records Data to Support 

Executive Order 13880 described in Attachment I. 

The System will also be used to plan, evaluate, and enhance survey and census operations; 

improve questionnaire design and selected survey data products; and produce research and 

statistical products such as estimates of the demographic, social, and economic 
characteristics of the population. 

Only a limited number of sworn Census Bureau employees have access to the Source Data 

within a secure restricted-access environment. Non-Census Bureau employees who are 

granted Special Sworn Status ("SSS") pursuant to 13 U.S.C. § 23(c) ("SSS researchers"), 

may be permitted access to linked and derivative data within a secure restricted-access 

environment. 

The Census Bureau is committed to respecting privacy and protecting the confidentiality of 

the data received from DHS. Through the Data Stewardship Program, the Census Bureau has 

implemented management, operational, and technical controls and practices to ensure 
appropriate protection of DHS Source Data and any Census Bureau files incorporating DHS 

Source Data. All Census Bureau employees and SSS researchers will be regularly advised of 

Title 13 confidentiality requirements and will be required to complete annual Data 
Stewardship Awareness training. 

Consistent with COMMERCE/CENSUS-S, Statistical Administrative Records System, the 

Census Bureau has no Routine Uses to permit external sharing. All uses of the data are solely 

for statistical purposes, which by definition means that uses will not directly affect benefits 

or enforcement actions for any individual. 

Public releases of Census Bureau-produced work products related to the data provided by 

OHS will not contain PII or any other information that permits the identification of any 

individual record subjects, businesses, organizations, or institutions. In short, no information 

2 Available at https://www.federalregister.gov/documents/20 I 6/l l /03/2016-26517 /privacy-act-of-1974-amended
system-of-records 
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will be released that identifies any individual. Any publications based on the Statistical 
Administrative Records System will be cleared for release under the direction of the Census 
Bureau's Disclosure Review Board, which will confirm that all the required disclosure 
protection procedures have been implemented. Published results will meet Census Bureau 
disclosure avoidance guidelines. 

The relevant DHS SORNs and datasets provided pursuant to this Agreement are outlined in 
each Component's addendum to this Agreement. 

In addition to the foregoing sections below, general terms and conditions are as follows: 
a. To the extent permitted by law, DHS agrees to: 

i. Transfer data to the Census Bureau, as described in each Component's 
addendum to this Agreement. Data from CBP and ICE will be transferred as 
established and stated in each Component's addendum once finalized and 
agreed upon by both Parties at a future date. 

ii. Provide adequate documentation and support of transferred data for the 
Census Bureau to be able to interpret the data for the uses permitted in this 
Agreement, which may include a record layout, record count, record length, or 
data dictionary, as described in each Component's addendum to this 
Agreement, as appropriate. 

iii. Allow the Census Bureau to use its record linking processes to assign, where 
possible, person and address identifiers to each record. 

iv. Provide information and training to the Census Bureau regarding the content 
and significance of the data provided in each Component's addendum to this 
Agreement. 

b. The Census Bureau agrees to: 

i. Maintain confidentiality of the data as described in section 4. 

ii. Permit access to DHS Source Data only to the sworn Census Bureau 
employees processing the DHS Source Data through PVS. Permit access to 
Linked and Derivative files containing DHS Source Data only to the Census 
Bureau employees and SSS researchers for the project listed in Attachment I, 
or those approved in writing by both Parties. 

iii. Notify the DHS project Point of Contact in writing when the transfer of the 
data is completed successfully or whether transfer cannot be carried out. 

iv. Ensure that the Statistical Administrative Records System will be used only 
for statistical purposes and ensure that no disclosures which permit the 
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identification of individual respondents, and no determinations affecting 

individual respondents are made. 

v. In the event that Census discloses OHS information in a manner inconsistent 

with the provisions above or unauthorized access to OHS information occurs, 

Census will immediately notify OHS in accordance with Section 7 below. 

vi. Under SORN/CENSUS-8, the original DHS Source Data transferred to the 

Census Bureau are covered under Retention Schedule DAA-0029-2014-0005-

0002 and will be destroyed two years after receipt or as the contract specifies. 

The DHS Source Data will be processed through the Census Bureau's PVS to 

assign a unique identifier, PIK, and will be split into two versions: a Linked 

Names File (containing PIK and names from the source records); and a 

Linked Research File where SSNs, or other unique identifiers, are dropped but 

~ate of birth and address data remain. The merge of Linked Name and Linked 

Research Files to other Linked Name and Linked Research Files create 

Derivative Files. The Linked Name, Linked Research Files created with DHS 

Source Data, and any Derivative Files created with those Linked Name and 

Linked Research Files are covered under Retention Schedule DAA-0029-

2014-0005-0003 and are retained for two years or when no longer required for 

programmatic purposes, whichever is longer. 

vii. Ensure data transmission and storage is conducted in accordance with 0MB 

and NIST guidance identified in this Agreement. 

viii. Consult with DHS regarding the meaning and significance of data provided by 

OHS. 

4. CONFIDENTIALITY OF DATA 

All OHS Source Data and any Census Bureau files incorporating DHS Source Data will be 

kept confidential in accordance with applicable federal law, regulations, and policies. Only 

Census Bureau employees and those individuals who have been granted SSS pursuant to I 3 

U.S.C. § 23(c) who are helping the Census Bureau conduct the statistical work authorized by 

this Agreement will have access to the data. Access shall be limited to the minimum number 

of individuals necessary to perform the work described in this Agreement. The Census 

Bureau represents and warrants further that the Census Bureau shall not disclose, release, 

reveal, show, sell, rent, lease, loan, use to determine, or otherwise grant access to OHS 

Source Data or any Census Bureau files incorporating OHS Source Data covered by this 

Agreement to any unauthorized person or entity. All OHS Source Data and any Census 

Bureau files incorporating OHS Source Data shall be used solely for the purposes as outlined 

herein, and not for program or administrative enforcement. 
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Census Bureau will not disclose any DHS Source Data or any Census Bureau files 
incorporating DHS Source Data with infonnation that is identifiable to specific individuals to 
third parties, unless required by law. To the extent disclosure of any documents or records 
based upon or incorporating information provided to Census Bureau pursuant to this 
Agreement, including the Agreement itself, is required pursuant to a request under the 
Freedom of Information Act (FOIA), by Congress, oversight authorities, or to the extent 
otherwise required by law, Parties agree to coordinate with one another prior to any release 
of such information. Consistent with this Agreement, each Party agrees to also comply with 
their respective applicable civil liberties protection policies. 

Both Parties acknowledge that the transfer, use, and disclosure of the DHS Source Data, any 
Census Bureau files incorporating DHS Source Data, and other information provided by the 
Parties under this MOA may also be subject to other requirements under immigration and 
other applicable law, including but not limited to: 

• Applications for Special Agricultural Workers pursuant to INA§ 210(b), 8 U.S.C § 
1160(b), and implementing regulations at 8 C.F.R. § 210.2(e); 

• Applications for Legalization pursuant to INA§ 245A(c), 8 U.S.C. § 1255a(c), and 
implementing regulations at 8 C.F.R. § 245a.2(t); 

• Temporary Protected Status (TPS), INA§ 244(c)(6), 8 U.S.C. § 1254a(c)(6), and 
implementing regulations at 8 C.F.R. §§ 244.16, 1244.16; 

• Classified information as described in INA§ 219, 8 U.S.C. § 1189, and INA§ 504, 8 
u.s.c. § 1534; 

• Certain information provided by an alien spouse or child in the context of a petition to 
remove conditions on the alien's lawful permanent resident status. INA § 216( c )( 4 ), 8 
U.S.C. § 1186a(c)(4), and implementing regulations at 8 C.F.R. §§ 216.5(e)(3)(viii), 
l 216.5(e)(3)(viii); 

• Confidential information as described in INA§ 235(c)(2), 8 U.S.C. § 1225(c)(2); 

• Information relating to beneficiaries ofT and U nonimmigrant status for victims of 
severe fonns of trafficking in persons or other serious criminal activity and 
information relating to Violence Against Women Act (VA WA) self-petitioners and 
battered spouses and children applying for cancellation of removal. 8 U .S.C. § 1367; 

• Names and identifying information of trafficking victims and their family members 
for trafficking victims in federal custody. 22 U.S.C. § 7105(c)(l); 28 C.F.R. § 
1100.31(d)(2); 

• Maintenance of accuracy and integrity of entry and exit data system. 8 U.S.C. § 
1365b(f); 
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• Infonnation contained in or pertaining to any application for asylum (including for 
withholding of removal under INA§ 24l(b)(3), 8 U.S.C. § 123l(b)(3), or 

withholding or deferral of removal under the Convention Against Torture), or records 

pertaining to any credible fear or reasonable fear detenninations. 8 C.F .R. §§ 
208. l(a)(l), 1208.1 (a)(l), 208.6, and 1208.6 and as a matter of policy, infonnation 

contained in or pertaining to any application for refugee status is included; and 

• The terms and conditions set forth in relevant systems of records notices. 

13 U.S.C. § 9 requires the Census Bureau to hold information collected from the public in 

confidence under the authority of Title 13. 13 U.S.C. § 214, and 18 U.S.C. §§ 3551, 3559, 

3571, provide for the imposition of penalties ofup to five years in prison and/or up to 

$250,000.00 in fines for wrongful disclosure of confidential census information. 

Disclosure avoidance is the process for protecting the confidentiality of data, as required 

under Title 13 U.S.C. A disclosure of data occurs when someone can use published 

statistical information to identify an individual who has provided confidential information. 

For data tabulations, the Census uses disclosure avoidance procedures to modify or remove 

the characteristics that put confidential information at risk for disclosure. Although a 

published table may appear to show information about a specific individual, the Census has 

taken steps to disguise or suppress the original data, while making sure the results are still 

useful. The techniques used by the Census to protect confidentiality in tabulations vary, 

depending on the type of data. 

Noise injection is the Census' preferred disclosure avoidance technique. By policy, noise 

injection is to be applied to all data products that are reported with geographies smaller than a 

state. In cases when it is not feasible to fully implement noise injection within the period of 

the contract, a transition plan for implementing noise injection or other provable privacy 

methods must be developed in coordination with the Census. Noise injection may be 

required for microdata releases, depending on the characteristics of the microdata and the 

specific variables that are to be released. Data that cannot be publicly released may still be 

analyzed within the Federal Statistical Research Data Centers (FSRDCs) by individuals who 

have Special Sworn Status; the results of such analyses must still go through a disclosure 

avoidance process prior to being publicly released. 

The Parties understand that Title 13 confidentiality protection and disclosure avoidance 

techniques apply to all Census activity described in this Agreement. The disclosure 
avoidance techniques are defined by the Census Bureau which has the responsibility of 

carrying out that work. Accordingly, upon completion of the tabulation of the data, the data 

produced must be reviewed by the Census Bureau to ensure that no identifiable Title 13 data 

are disclosed. Should the Census Bureau's Disclosure Review Board determine that the 

requested statistical product does disclose, or reasonably could result in disclosure of PU, 

then the data product will be modified prior to approval for release. The Disclosure Review 

Board must provide prior consent to any release of a research product to an individual who 
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does not have SSS and a need to know, or movement of a research product to a computer not 
approved for controlled data according to Census' existing policies and procedures. 

S. GENERAL RESPONSIBILITIES OF PARTIES 
A. DAT A. The Parties will adhere to the technical standards, business processes, and 

privacy protection mechanisms required under the Privacy Act, relevant Privacy Impact 
Assessments, limitations under immigration and other applicable law, and applicable 
privacy and security policies that are related to the sharing of the relevant data, including 
data maintained in a Privacy Act System of Records. 

B. USE. The information made available in accordance with this Agreement will be 
accessed only for authorized purposes as stated in this Agreement and each Component's 
addendum to this agreement. Furthermore, the data exchanged pursuant to this 
Agreement and each Component's addendum are only intended to be used for statistical 
purposes. Census shal 1 take al 1 appropriate measures to understand and properly interpret 
such data, including engaging in good faith discussions with OHS to understand the data 
definitions and limitations and the intended analysis and its scope. 

The Census Bureau agrees to not release OHS Source Data or any Census Bureau files 
incorporating OHS Source Data to other Commerce components and agrees to only use 
the DHS Source Data and any Census Bureau files incorporating OHS Source Data for 
authorized analytical and statistical purposes. 

C. FOIA. Any Freedom oflnformation Act (FOIA) requests for OHS Source Data shared 
pursuant to this Agreement, or any Census Bureau files incorporating OHS Source Data, 
including this Agreement, should be sent to DHS's Privacy Office for proper processing, 
as part of FOIA' s nonnal referral and consultation process, and shall include details of 
the nature of the FOIA request and identify the requestor, including their contact 
infonnation. 

D. TECHNOLOGY. The Parties are committed, based on the availability of resources, to 
updating the information technologies employed to implement this MOA and to ensure 
that their systems remain efficient and compatible as data volumes increase and more 
advanced technologies become available. The Parties agree to discuss needs, 
requirements, and priorities at least annually to work toward the common purpose of 
improved governmental efficiency. 

E. SUPPORT. The Parties will assist each other through established liaisons to support 
inquiries on data and technical problems. The Parties will notify each other in writing on 
an annual basis regarding updated points of contact for this purpose. 

F. PRIVACY. The collection, use, disclosure, and retention of PU shall be limited to that 
which is necessary for Census purposes as set forth in this MOA. PII shall be protected 
by administrative, technical, and physical safeguards appropriate to the sensitivity of the 
information, in conformance with the Privacy Act and the Fair Information Practice 
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( 

Principles (FlPPs), as applicable.3 Pll will not be shared, and is being exchanged only 

for the authorized statistical and mission related purposes noted herein. 

G. DATA QUALITY. All information, to include PU shared under this MOA shall, to the 

extent feasible, be as accurate, complete, and current as necessary for the purposes 

identified in this MOA. The Census Bureau, upon discovery of data quality errors in the 

original, unaltered source OHS files will promptly notify OHS so that corrective action 

may be taken, if and as necessary. Failure to timely notify OHS regarding data quality 

errors may result in a suspension of the MOA. 

H. TRAINING ON DATA HANDLING. The Census Bureau shall ensure that its 

employees, contractors, and detailees with access to shared data receive appropriate 

training on the specific use and purpose in sharing this OHS Source Data and any Census 

Bureau files incorporating OHS Source Data, as well as training on privacy compliance, 

the handling of PII, the confidentiality of records, the safeguards required to protect the 

information, criminal and civil sanctions for noncompliance imposed under the Privacy 

Act and other applicable Federal laws, and civil rights and civil liberties protections 

pertaining to the data shared. 

I. RECORDS STORAGE AND RETENTION. Census shall store all information 

exchanged in systems that ensure protection of the information. 

To the extent permitted by federal law, all original, unaltered OHS Source Data will be 

retained by the Census Bureau no more than two (2) years after receipt from OHS. Any 

revisions to the data retention timetable after the execution of this Agreement must be set 

forth in writing as an amendment to this Agreement. All original, unaltered OHS Source 

Data will be expunged from Census Bureau systems as set forth herein, so long as such 

expungement is not inconsistent with federal records retention law. This complies with 

the Census Bureau's record retention schedule (OAA-0029-2014-0005-0002) that states 

that the retention period for original files from outside sources be destroyed when 2 years 

old from Census Bureau receipt or as contract or Agreement specifies. 

In order to comply with the Census Bureau's retention schedule (DAA-0029-2014-0005-

0003) any Linked Name Files, Linked Research Files, or Derivative Files containing 

OHS Source Data, will also be destroyed when two years old or when no longer required 

for programmatic purposes, whichever is longer. 

The Census Bureau agrees to notify OHS within 30 days of the completion of research 

involving the OHS Source Data. Upon such notice or at the end of the above-mentioned 

3 See, e.g., DHS privacy policies regarding the FIPPs: Privacy Policy Guidance Memorandum 2008-0), The Fair 

Information Practice Principles: Framework for Privacy Policy al lhe Deparlment of Homeland Security, available 

here: https://www,dhs.gov/publication/privacy-policy-guidance-memorandum-2008-01-fair-infonnatjon-practice

PfiDcip)es: Privacy Policy Guidance Memorandum 20 J 7-0 J, DHS Privacy Policy Regarding Collection, Use, 

Retention, and Dissemination of Personally ldenlifiable Information, available here: https·//www dhs gov/ 

publicatjon/dhs-privacy-policy-guidance-memorandum-20 l 7--0 l. See also 6 U.S. Code § J42. 
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retention date, whichever occurs sooner, the Census Bureau will destroy all original OHS Source Data. When the Census Bureau destroys the DHS Source Data, the Census Bureau agrees to certify the destruction of the files in writing to OHS. The Census Bureau agrees that no original OHS Source Data shall be retained when the aforementioned files are destroyed unless authorization in writing for the retention of such files has been received from the Point of Contact as identified in this MOA. However, a copy of DHS Source Data may be retained as part of a Linked or Derivative File maintained by the Census Bureau. 
J. AUDITING. Both Parties will work together to develop review standards to conduct annual self-audits of their compliance with the provisions of this Agreement. This includes Census auditing the functioning of the anonymization process. The results of the self-audits will be provided to the other Party. 
K. ONSITE INSPECTlON. The Parties agree that OHS reserves the right to make onsite inspections of Census Bureau facilities and systems housing, and, to the extent permitted by law, to monitor and review all records and documents related to the suspected or confirmed use or improper use of OHS Source Data or any Census Bureau files incorporating OHS Source Data shared under this MOA. 

6. INFORMATION SECURITY 
Census agrees· to use recognized security mechanisms such as passwords, encryption, or other reasonable safeguards to prevent unauthorized access to OHS Source Data, any Census Bureau files incorporating OHS Source Data, and other information provided under this MOA. The Parties shall comply with their internal Department and agency security policies as well as any higher level requirements and reconcile any contradictory internal security policies so as to allow for appropriate and secure operations. All data acquired as a result of this MOA will be protected by the Census Bureau at the moderate risk level in accordance with the National Institute of Standards and Technology (NIST) Federal Information Processing Standards (FIPS) 200 and Special Publication 800-60r 1. The Census Bureau will also comply with the Federal Information Security Modernization Act 2014 (FISMA, 44 U.S.C. §3551); related Office of Management and Budget {0MB) circulars and memoranda, such as Circular A-130, Management of Federal Information Resources (July 28, 2016, as revised). The Census Bureau complies with all current NIST standards and publications in accordance with Title III of the E-Govemment Act of2002 (PL 107-347). All Census Bureau systems are fully assessed against NIST Special Publication 800-53r4 "R~commended Security Controls for Federal Information Systems and Organizations," as well as Special Publication 800-37r2 "Guide for Applying the Risk Management Framework to Federal Information Systems: A Security Life Cycle Approach." The Census Bureau IT Security Program is reviewed annually by the Department of Commerce Office of the Chief Information Officer, as well as the Department of Commerce Office of Inspector General as part of the oversight responsibilities. 
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All infonnation and information systems are categorized in accordance with NIST FIPS 199 
"Standards for Security Categorization of Federal lnfonnation and Information Systems" and 
NIST Special Publication 800-60r1 "Guide for Mapping Types of Infonnation and 
Infonnation Systems to Security Categories: (2 Volumes)- Volume 1: Guide Volume 2: 
Appendices." Security controls and subsequent assessments are done based on the final 
categorization. 

Cloud service providers must be approved for at least moderate level information through the 
GSA FedRAMP process prior to the Census Bureau acquiring any services. Census Bureau 
identifies, assesses, and authorizes use based on the published FedRAMP results and an 
assessment of any Census Bureau (customer provided) controls implemented to protect the 
infrastructure and data. Security reporting on cloud providers is reported to the Department 
of Commerce on a regular basis under FIS MA. 

7. BREACHES AND/OR UNAUTHORIZED ACTIVITY 

In the event of a breach or unauthorized activity affecting data shared under this MOA, 
Census Bureau will immediately report to and consult with DHS. A breach is defined as: (a) 
the loss of control, compromise, unauthorized disclosure, unauthorized acquisition, 
unauthorized access, or any similar occurrence where (1) a person other than an authorized 
user accesses or attempts to access PII, or (2) an authorized user accesses or attempts to 
access PU for an other than authorized purpose. The term encompasses both confirmed and 
suspected incidents involving Pll which raise a reasonable risk of harm; and/or any violation 
of any of the terms of this MOA. Unauthorized activity may encompass access, use, 
dissemination, storage, or disposal of the data covered by this MOA. 

The Census Bureau maintains a policy regarding the reporting of and response to losses of 
protected data in accordance with Office of Management and Budget Memorandum M-17-
12. Known or suspected losses of protected data must be reported within one hour of its 
discovery to the Bureau of the Census Computer Incident Response Team (BOC CIRT) who 
will report as required to the United States Computer Emergency Readiness Team (US 
CERT). Once the Census Bureau becomes aware of a known breach of data, the Census will 
contact the identified contacts to discuss the actions and potential remedies in regards to the 
incident. 

Such notice is to be provided to the Point of Contact listed in this MOA within one hour of 
when the Party first learns of the breach or unauthorized activity. The Census Bureau must 
report any incident within an hour to the DHS Point of Contact listed in this MOA and report 
via email to dhsesoc@hg.dhs.gov. To the extent permitted by law, the Census Bureau agrees 
to cooperate with any OHS investigation or auditing of such breaches and measures taken in 
response to same. The Parties shall also take other action as required in regard to 
unauthorized activity or breaches in compliance with applicable laws and regulations, 
including 0MB M-17-12, "Preparing for and Responding to a Breach of Personally 
Identifiable Information." 
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8. DURATION OF AGREEMENT, AMENDMENTS, AND MODIFICATIONS 

This Agreement is effective on the date on which it is signed by both Parties. The 
Agreement shall terminate three (3) years following the date on which it becomes effective. 
If, at the end of three (3) years, the Parties wish to continue the relationship, they must 
execute a modification to extend the agreement or enter into a new agreement. 

Notwithstanding all other provisions of this Agreement, the Parties agree that: 

a. This Agreement may be amended at any time by written mutual consent of the 
Parties; and 

b. Either Party may terminate this Agreement upon thirty (30) days written notice to the 
other Party. 

The Parties shall designate responsible officials to meet at least annually, or sooner upon the 
request of either Party, to discuss and review the implementation, modification, periodic 
validation, or amendment of this MOA and its Addenda. The results of such discussions or 
reviews shall be exchanged between the Parties with the DHS Officer for Civil Rights and 
Civil Liberties and the DHS Chief Privacy Officer receiving infonnation on behalf ofDHS 
and the Census Bureau Chief Privacy Officer, Chief Information Officer and Office of 
General Counsel, receiving information on behalf of the Census Bureau. However, failure of 
the Parties to comply with this meeting requirement will not result in the termination of the 
MOA. 

Unless otherwise agreed through mutual written consent of the Parties, all provisions 
regarding the protection of records shall remain in effect as long as the Census Bureau retains 
possession of any records or data obtained from DHS through this MOA. 

9. RESOLUTION OF DISAGREEMENTS 

Should disagreement arise on the interpretation of the provisions of this Agreement, or 
amendments and/or revisions thereto, that cannot be resolved at the operational level, the 
area(s) of disagreement shall be stated in writing by each Party and presented to the other 
Party for consideration. If agreement on interpretation is not reached within thirty (30) days, 
the Parties shall forward the written presentation of the disagreementto respective higher 
officials for appropriate resolution. 

10. INTERPRETATION AND SEVERABILITY 

Nothing in this MOA is intended to conflict with current law or regulation. If a term of this 
MOA is inconsistent with such authority, then that term shall be invalid to the extent of the 
inconsistency, but the remaining terms and conditions of this MOA shall remain in full force 
and effect. 

11. NO PRIVATE RIGHT OR CAUSE OF ACTION 

This MOA is an agreement between OHS and DOC/Census Bureau. It does not create or 
confer any right or benefit, of any kind, either substantive or procedural, that may be 
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enforceable by any third party against the Parties, the United States, or the officers, 

employees, agents, or associated personnel thereof. Nothing in this MOA is intended to 

restrict the authority of either Party to act as provided by law, statute, or regulation, or to 

restrict any Party from administering or enforcing any laws within its authority or 

jurisdiction. 

12.FUNDING 

This MOA does not obligate funds or create a financial obligation between the Parties. This 

MOA also does not document nor provide for the exchange of manpower between the Parties 

nor does it make any commitment of funds or resources. All activities contemplated by 

this MOA are subject to the availability of appropriated funds and other necessary resources 

to the Parties. 

13. CONTACTS 

Specific names and contact information regarding the points of contact identified below shall 

be exchanged by the Parties at the time of signature of this MOA and shall be updated as 

necessary to ensure the information is current. 

The Parties mutually agree that the following individuals will be designated as points of 

contact for the agreement on behalf ofDHS and the Census Bureau, respectively: 

DHS POC: 

Census Bureau POC: 

Deputy Assistant Secretary 
Office of Immigration Statistics 
Department of Homeland Security 

2707 Martin Luther King Ave SE 

Washington DC 20528-0445 

Assistant Division Chief 
Economic Reimbursable Surveys Division 

U.S. Census Bureau 
4600 Silver Hill Rd 
Washington, DC 20233 

The Parties mutually agree that the following individual is designated as "Custodian" of the 

data on behalf of the Census Bureau and will be personally responsible for the observance of 

all conditions of use and for establishment and maintenance of security arrangements as 

specified in this Agreement to prevent unauthorized access, use, and dissemination. The 

parties mutually agree that DHS may disapprove the appointment of a custodian or may 

require the appointment of a new custodian at any time. 
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Custodian; 

14. APPROVALS 

Assistant Division Chief 
Economic Reimbursable Surveys Division 
U.S. Census Bureau 
4600 Silver Hill Rd 
Washington, DC 20233 

On behalf of the Census Bureau, the undersigned individual hereby attests that he or she is authorized to enter into this Agreement and agrees to all the tenns specified herein. 

Chief, Economic Reimbursable Surveys Division 
U.S. Census Bureau 

(Date) 

On behalf of OHS, the undersigned individual hereby attests that he or she is authorized to enter into this Agreement and agrees to all the terms specified herein. 

,IJEC 1820J9 
James W. Mccament 

(Date) Deputy Under Secretary for the Office of Strategy, Policy, and Plans 
Department of Homeland Security 
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Attachment 1: Description of Approved Research Project 

Project to use Administrative Records Data to Support Executive Order 13880 

The Census Bureau plans to use several administrative data sources of citizenship status 

in a statistical model that will produce a probability of being a U.S. citizen on April 1, 

2020 for each person in the 2020 Census. The citizenship probability will be used 

together with age, race, ethnicity, and location information from the 2020 Census to 

produce Citizen Voting Age Population (CV AP) statistics. The objective of the project is 

to determine the number of citizens and non-citizens in the country. 

Person records in each administrative and survey data source, including the 2020 Census, 

will be validated and assigned a unique person identifier, called a Protected 

Identification Key (PIK). The PIKs will be used to link each person's citizenship 

information to their 2020 Census record. The citizenship probability for persons in the 

2020 Census without PIKs will be estimated based on local area information and the 

person's demographic characteristics, but not the person's citizenship, which makes the 

estimate much less accurate than if the person's citizenship information were available. 

The validation process (called the Person Identification Validation System (PVS)) 

involves comparing records to federal government sources (called reference files) using 

fields such as Social Security Number (SSN), name, date of birth, sex, and residential 

address. Several million U.S. residents have neither an SSN nor an ITIN, however. Thus, 

even if such a person's information in an administrative or survey source is accurate, it 

will not be found in the reference files, no PIK will be assigned, and the person's 

citizenship probability will be estimated without the benefit of information about her/his 

citizenship status. Just because a person does not have a PIK does not necessarily mean 

the person does not have an SSN or ITIN, however. Records often contain errors in 

personally identifiable information (PII), missing information, or variants not seen in the 

reference files (e.g., a name or address change), leading to a failure to validate. Thus, 

imposing an assumption that all persons without PIKs are not U.S. citizens would lead to 

a significant underestimate of the number of citizens. 

PII from DHS data will augment the reference files from SSA and IRS. Some of the 

records in the DHS data are for people without SSNs or ITINs. This should reduce the 

number of people in the 2020 Census who cannot be assigned PIKs and thus have little 

citizenship information to inform their modeled probability of being a citizen. 

Once citizenship data sources and the 2020 Census person file have been assigned PIKs, 

the citizenship data will be linked to the 2020 Census person file. A model will be 

estimated for each person with a PIK, using the most current citizenship status from each 

available citizenship source for the person, as well as the person's other demographic, 

household, and location information as explanatory variables. The model will produce a 

17 



MEMORANDUM OF UNDERSTANDING

Page 420 of 430

citizenship probability for each person, which will then be combined with age, race, 
ethnicity, and location infonnation from the 2020 Census to produce the Citizen Voting 
Age Population (CV AP) statistics. 

Having more than one source of citizenship information is necessary, because no one 
source is complete and up-to-date. The SSA Numident contains citizenship status for 
most of the population. But the information is not always up-to-date for foreign-born 
persons. Prior to the 1970' s people were not required to provide evidence of citizenship 
status when applying for an SSN. Thus, the citizenship status is blank for many older 
people in the Numident. Also, naturalized citizens are not required to notify SSA about their naturalization. Thus, a naturalized citizen's SSA record may incorrectly say the 
person is not a citizen. 

Having information about not only whether a person is a U.S. citizen or not at a point in time, but also their country of origin, visa status, and how long they have been in that 
status, could help predict naturalization at a later date, because naturalization rates vary across countries of origin, visa statuses, and lengths of time in status. This would be 
useful for estimating the current citizenship status for persons with citizenship 
information sometime in the past, but who lack current information. 
Prior to producing citizenship statistics in the fall/winter of2020-2021, the Census 
Bureau will do extensive testing of the citizenship models. Researchers will use past 
censuses and the American Community Survey (ACS) as person frames (in place of the 2020 Census), together with citizenship information from administrative sources in the 
same time periods. The testing will require historical data. 
The administrative records data will both expand the coverage of persons with 
citizenship infonnation in the 2020 Census and provide more up-to-date citizenship 
information for those already covered by other sources, resulting in more accurate 
statistics about the U.S. citizen population. 
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Addendum 1: USCIS Transfer of Data 

A. Terms and Procedures for Providing Citizenship and Immigration Data 
from USCIS 

1. Date Range of Records: All available electronic records through December 31, 
2019 and then between January 1 and April 1, 2020. 

2. Source Data System(s): 
Central Index System 
CLAIMS 3 
CLAIMS4 
GLOBAL 
ELIS 
RNACS (via eCISCOR) 

3. Data Elements 

USCIS will provide data elements (listed in section 5 below) from all approved 
petitions for Lawful Permanent Status (Form 1-485, Applicatjon to Register 
Permanent Residence or Adjust Status) and for approved applications for 
Naturalization (N-400, Application for Naturalization), excepting data protected 
by 8 U.S.C. § 1367 and. other confidentiality provisions. 

USCIS will use the USCIS SAS Predictive Modeling Environment (SAS PME) 
to stage and send data to Census Bureau. 

USCIS will not transfer records pertaining to individuals protected by 8 U.S.C. § 
1367 (individuals who applied for and/or received T nonimmigrant status 
(victims of trafficking), or U nonimmigrant status (certain victims of criminal 
activity), or benefits under the Violence Against Women Act). Other data 
protected by immigration specific confidentiality provisions will only be 
disclosed if appropriate exceptions provide for such disclosure. Asylum and 
Refugee related data will be provided to Census pursuant to a OHS Secretarial 
Waiver. 

4. Applicable Privacy Impact Assessments (PIAs) and System of Records Notice(s): 

SORNs: 

DHS/USCIS-ICE-CBP-001 Alien File, Index, and National File Tracking System 

of Records, 82 FR 43556 (September 18,2017); 

DHS/USCIS-007 Benefits Information System 84 FR 54622 (October 10, 2019) 

DHS/USCIS-010 Asylum Information and Pre-Screening System of Records, 80 

FR 74781 (November 30, 2015) 
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DHS/USCJS-017 - Refugee Case Processing and Security Screening Information 
System of Records, 81 FR 72075 (October 19, 2016) 

PIAs: 

DHS/USCJS/PIA-023 eCISCOR- to cover historical RNA CS data 

DHS/USCIS/PIA-055 SAS Predictive Modeling Environment 

DHS/USCIS/PIA-016 Computer Linked Application Information Management 
System (CLAIMS 3) and Associated Systems 

DHS/USCIS/PIA-015 Computer Linked Application Information Management 
System (CLAIMS 4) 

DHS/USCIS/PIA-056 USCIS ELIS and associated updates 

DHS/USCIS/PIA-009 Central Index System (CIS) and associated updates 

DHS/USCIS/PIA-027 USCIS Asylum Division and associated updates 

DHS/USCIS/PIA-068 Refugee Case Processing and Security Vetting 

5. Individual Data Elements: 

• A-number 
• Social Security Number 
• LastName 
• FirstName 
• Middle Name 
• Class of admission 
• Class of admission by major category 
• Principal / Dependent 
• Year of birth 
• Month of birth 
• Day of birth 
• Age 
• Country of birth 
• Country of last residence 
• Marital status 
• Gender 
• Country of nationality 
• In care of Address - Street 
• In care of Address - City 
• In care of Address - State 
• ln care of Address - Zipcode 
• Last Non immigrant class of admission 
• Last Non immigrant year of admission 
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• Last Nonimmigrant month of admission 
• Last Nonimmigrant day of admission 
• Green Card year 
• Green Card month 
• Green Card day 
• Decision Date year 
• Decision Date month 
• Decision Date day 
• U.S. residential address at the time of naturalization application - Street 

• U.S. residential· address at the time ofnaturalization application - City 

• U.S. residential address at the time of naturalization application - State 

• U.S. residential address at the time of naturalization application-Zipcode 

• Year of naturalization application 

• Month of naturalization application 
• Day of naturalization application 
• Residential address at the time of naturalization - Street 

• Residential address at the time of naturalization - City 

• Residential address at the time ofnaturalization - State 

• U.S. residential address at the time of naturalization -Zipcode 

• Year of naturalization 
• Month of naturalization 
• Day of naturalization 

B. Administrative Records Requirements for Measuring Citizenship from USCIS 

The Census Bureau seeks immigration and citizenship records starting as early as 1973 

(when electronic data was first made available in USCIS systems) with delivery by December 

31, 2019. A second delivery of data will include records from January 1, 2020 extending through 

April 1, 2020 will be sent to the Census Bureau no later than July 31, 2020. 

Geggniplb::: National Fde 
Reference Period: All records from lJSCIS available before: 

Delivery Dates: 

Data Variables: 

Special Instructions: 

Transfer Media: 
Format: 

.IDecember 31, 2019 
April 1, 2020 

December 31, 2019 
July I, 1020 
See above 

Please make sure that the data and variable 
names/codes are consistent from year to year. 
Secure File Transfer Protocol (_SFTP) 
ASCll 

Documentation: l. Please include the latest codebook ( digita~l _ _. 
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Delivery Method: 
Mark Shipment: 

Mailing Address for Shipments: 
Census Bureau Technical Contact 
Person: 

preferred)~ record layout, record count,, and the 
name and telephone number of a technical 
advisor, upon request and as appropriate. 

2. Include responses required in special 
instructions. 

N/A-SFTP 

Please e-mail at the time of shipment. 

Dave Sheppard 
Branch Chief, Data Quality Branch 
Economic Reimbursable Surveys Division 
US Census Bureau 
0ffice 301-763-9291 Room 5Kl33 
david.w.sheppard@census.gov 
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Addendum 2: CBP Transfer of Data 

A. Terms and Procedures for Providing Arrival and Departure Information from CBP 

CBP will use the ADIS system to provide CBP responsive records, not otherwise protected 

from disclosure, to the Census Bureau. Using the ADIS filtering algorithms, CBP will 

provide the following data elements for (1) In-Country Overstays and (2) non-immigrants 

lawfully in the United States within the terms of their admission. CBP will not provide any 

records regarding U.S. citizens (naturalized or native-born). 

CBP will not transfer records pertaining to individuals protected by 8 U.S.C. § 1367 

(individuals who applied for and/or received T nonimmigrant status (victims of trafficking), 

or U nonimmigrant status ( certain victims of criminal activity), or benefits under the 

Violence Against Women Act). Other data protected by immigration specific confidentiality 

provisions will only be disclosed if appropriate exceptions provide for such 

disclosure. Asylum and Refugee related data will be provided to Census pursuant to a DHS 

Secretarial Waiver. 

CBP will facilitate the exchange of ICE SEVIS records within the ADIS data extract for 

Census, to permit records from SEVIS data pertaining to individuals protected by 8 U.S.C. § 

1367 (individuals who applied for and/or received T nonimmigrant status (victims of 

trafficking), or U nonimmigrant status ( certain victims of criminal activity), or benefits under 

the Violence Against Women Act) to be culled from the data prior to transfer. 

1. Date Range of Records: Extract covering January l, 2013 to December 31, 2018 to align 
with the 5-year American Community Survey for testing purposes. Extract covering 
January l, 2019 to June 30, 2020 to align with 2020 Census respondents. 

2. Source Data System: Arrival and Departure Information System (ADIS) 

3. Applicable Privacy Impact Assessments (PIAs) and System of Records Notice(s): 

PIA: 

DHS/CBP/PIA - 024 Arrival and Departure Information System 

SORNs: 

DHS/CBP - 021 Arrival and Departure Information System 

4. Individual Data Elements, sourced from the ADIS system: 

• Fullname 
• Date of Birth (DOB) 
• Destination Address Related Data Fields (Line 1, Line 2, City, State, Zip code if 

available) 
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• Admit Until Date 
• Passport/Visa Infonnation 
• Gender 
• Email address 
• Telephone number 
• Social Security Number (SSN) (Document Number) 
• Citizenship (at time of event as well as naturalization, if any) 
• Nationality (Document Country oflssuance) 
• Country of citizenship 
• Alien Registration Number (A-Number) 
• Event Date: Arrival Date (Departure Date) 
• Event Date: Arrival Date (Departure Date) 
• Event Type: Departure, Arrival 
• Class of admission (the following list of admission classes for Arrival Data:) o A3, Bl, B2, CWl, CW2, El, E2, E2C, E3, E3D, Fl, F2, Ml, M2, Jl, J2, 05, HlB, HIBi, HIC, H2A, H2B, H2R, H3, H4, Kl, K2, K3, K4, LlA, LIB, L2, NATO?, NS, N9, 01, 02, 03, Pl, P2, P3, P4, Ql, Rl, R2, TN, ID, VI, V2, VJ, WB,WT 

B. Administrative Records Requirements for Determining Citizenship Status from CBPData 

The Census Bureau seeks immigration and citizenship records starting as early as 
possible with delivery by December 31, 2019 with a second delivery of data with a vintage of April 1, 2020 will be sent to the Census Bureau as soon as possible but no later than July 31, 
2020. We understand and expect that receiving both applications and approvals as of a cut date means that for some people we will have an application only as their approval status is pending 
as of the cut date. 

National File 
Secure File Transfer Protocol (SFI'P) or appropriately 

CD-R0M or DVD-ROM 
ASCI!I -------------

Mailing Address for Shipments: 

1. Please include the latest codebook ( digital 
preferred), record layout, record count, and the 
name and telephone number of a technical 
advisor, upon request and as appropriate. 

2. Include responses required in special 
instructions. 

CDP -Immigration Files 

Please e-mail at the time of shipment. 
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Census Bureau Teclinical Contact 
Person: Dave Sheppard 

Branch Chief: Data: Quality Branch 
Economic Reimbursable Surveys Bi.vision 
us Census Bureau 
Office 301-763-9291 Room SK.133 

V ---------
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Addendum 3: U.S. Immigrations and Customs Enforcement 

A. Terms and Procedures for Providing Student Information from ICE 

The ICE Office of Student and Exchange Visitor Program (SEVP) authorizes CBP to 
facilitate the exchange of SEVIS data elements identified in this Addendum. 
CBP will facilitate the exchange of ICE SEVIS records within the ADIS data extract for 
Census, to permit records from SEVIS data pertaining to individuals protected by 8 U.S.C. § 
1367 (individuals who applied for and/or received T nonimmigrant status (victims of 
trafficking), or U nonimmigrant status (certain victims of criminal activity), or benefits under 
the Violence Against Women Act) to be culled from the data prior to transfer. 
In accordance with the E.O. 13880, this information will be provided to the Census for the 
purpose of determining the number of citizens, non-citizens, and illegal aliens in the country. 

The Census is authorized to use ICE data for the research project(s) associated with 
improving data linkage methods for surveys associated with the 2020 decennial census. 

CBP will use the ADIS system to provide ICE responsive records, not otherwise protected 
from disclosure, to the Census Bureau. 

CBP will not transfer records pertaining to individuals protected by 8 U.S.C. § 1367 
(individuals who applied for and/or received T nonimmigrant status (victims of trafficking), 
or U nonimmigrant status ( certain victims of criminal activity), or benefits under the 
Violence Against Women Act). Other data protected by immigration specific confidentiality 
provisions will only be disclosed if appropriate exceptions provide for such 
disclosure. Asylum and Refugee related data will be provided to Census pursuant to a DHS 
Secretarial Waiver. 

1. Date Range of Records: Extract covering January I, 2013 to December 31, 2018 to align with the 5-year American Community Survey for testing purposes. Extract covering 
January 1, 2019 to June 30, 2020 to align with 2020 Census respondents. 

2. Source Data System: Student Exchange Visitor Information System (SEVIS) 

3. Applicable Privacy Impact Assessments (PIAs) and System of Records Notice(s): 

PIA: 

DHS/ICE/PIA- 001 Student and Exchange Visitor Information System (SEVIS) 

SORNs: 

DHS/ICE - 001 Student and Exchange Visitor Information System (SEVIS) 
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DHS/ ALL- 016 Department of Homeland Security Correspondence Records 

DHS/ALL- 003 Department of Homeland Security General Training Records 

4. Individual Data Elements, sourced from the SEVIS system: 

In order to comply with the EO, ICE will provide the following data elements to the Census 

BW'eau: 

• Full name 
• Date of Birth (DOB) 

• Country Code 
• SEVIS Active Status Data 
• Active Records 
• Class of admission for F and M nonimmigrants 

• Mailing Address Related Data Fields (Line 1, Line 2, City, State, Zip code if available) 

• Physical Address Related Data Fields (Line 1, Line 2, City, State, Zip code if available) 

• Gender 
• Email Address 
• Telephone Number 
• Visa Issue Date 
• Visa Expiration Date 
• Type of Visa 
• Student Left Country 
• Program Start Date 
• Program End Date 

C. Administrative Records Requirements for Determining Citizenship Status from ICE 

Data 

The Census Bureau seeks immigration and citizenship records starting as early as 

possible with delivery by December 31, 2019 with a second delivery of data with a vintage of 

April 1, 2020 will be sent to the Census Bureau as soon as possible but no later than July 31, 

2020. We understand and expect that receiving both applications and approvals as of a cut date 

means that for some people we will have an application only as their approval status is pending 

as of the cut date. 

National File 
Secure File Transfer Protocol (SFfP) or appropriately 

--~~----~ r;y,pte<i<C:E>-R©MorDVD-ROM 
ASCII ---3. Please include the latest codebeak {digital 

preferred), record layout, recotd count, and the 

name and telephone nutnbef of a teclmical 

advisor, upon request and as appropriate. 

4. Include responses required in @eCW 
instructions. 
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ICE- Iamigration Files 

Please e-mail at the time of shipment. 

Census Bureau Technical Contact 
Person: Dave Sheppard 

Branch Chiet Data Quality Branch 
Economic Reimbmsable Surveys Division US Census Bmeau 
Office 301-763-9291 Room SK.133 
dayid.w.sheppard@census.gov 
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